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SUBJECT: Description of Requirement Changes

The complete listing and description of the requirements changes, deletions, and additions by
chapters and systems requirements can be found below.

All changes in this volume are denoted by bold blue font.

VOLUME 14 - Audit Trails and System Controls

Req ID Change Type Reason for Change
and Description

14.01.001 C - Authoritative
Source/Reference Updated

14.01.005 C - Authoritative
Source/Reference Updated

14.01.009 C - Authoritative
Source/Reference Updated

14.01.014 C - Authoritative
Source/Reference Updated
14.01.030 C - Authoritative
Source/Reference Updated

14.01.031 C - Authoritative
Source/Reference Updated

14.01.032 C - Authoritative
Source/Reference Updated

14.01.034 C - Authoritative
Source/Reference Updated

14.01.035 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.036 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.037 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM

documents obsolete.
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Req ID Change Type Reason for Change
and Description
14.01.039 C - Authoritative
Source/Reference Updated
14.01.040 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.041 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.042 C - Authoritative
Source/Reference Updated
14.01.043 C - Authoritative
Source/Reference Updated
14.01.046 C - Authoritative
Source/Reference Updated
14.01.047 C - Authoritative
Source/Reference Updated
14.01.048 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.049 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.050 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.051 C - Authoritative
Source/Reference Updated
14.01.052 C - Authoritative
Source/Reference Updated
14.01.053 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.054 C - Authoritative
Source/Reference Updated
14.01.055 C - Authoritative
Source/Reference Updated
14.01.056 C - Authoritative
Source/Reference Updated
14.01.057 C - Authoritative
Source/Reference Updated
14.01.058 C - Authoritative

Source/Reference Updated
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Req ID Change Type Reason for Change
and Description
14.01.059 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.060 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.061 C - Authoritative
Source/Reference Updated
14.01.062 C - Authoritative
Source/Reference Updated
14.01.063 D - Invalid Requirement Broad policy guidance. Not
programmable or testable.
14.01.068 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.071 C - Authoritative
Source/Reference Updated
14.01.072 C - Authoritative
Source/Reference Updated
14.01.073 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.074 C - Authoritative
Source/Reference Updated
14.01.075 C - Authoritative
Source/Reference Updated
14.01.077 C - Authoritative
Source/Reference Updated
14.01.078 C - Authoritative
Source/Reference Updated
14.01.079 C - Authoritative
Source/Reference Updated
14.01.081 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.082 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.01.083 C - Authoritative
Source/Reference Updated
14.01.084 D - Other This is broad policy guidance, not a

programmable or testable system
requirement.
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Req ID Change Type Reason for Change
and Description
14.01.085 C - Authoritative
Source/Reference Updated
14.01.086 C - Authoritative
Source/Reference Updated
14.01.087 C - Authoritative
Source/Reference Updated
14.01.088 C - Authoritative
Source/Reference Updated
14.01.089 D - Duplicate Requirement Duplicate of 14.01.001
Deleted
14.01.090 C - Authoritative
Source/Reference Updated
14.01.091 C - Authoritative
Source/Reference Updated
14.02.001 C - Authoritative
Source/Reference Updated
14.02.003 C - Authoritative
Source/Reference Updated
14.02.009 C - Authoritative
Source/Reference Updated
14.02.051 C - Authoritative
Source/Reference Updated
14.02.059 C - Authoritative
Source/Reference Updated
14.02.060 C - Authoritative
Source/Reference Updated
14.02.061 C - Authoritative
Source/Reference Updated
14.02.062 C - Authoritative
Source/Reference Updated
14.02.063 C - Authoritative
Source/Reference Updated
14.02.064 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.02.067 C - Authoritative
Source/Reference Updated
14.02.068 C - Authoritative
Source/Reference Updated
14.02.069 D - Other This is broad policy guidance, not a

programmable or testable system
requirement.
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Req ID Change Type Reason for Change
and Description
14.02.070 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.02.071 C - Authoritative
Source/Reference Updated
14.02.072 C - Authoritative
Source/Reference Updated
14.02.073 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.02.074 C - Authoritative
Source/Reference Updated
14.02.075 C - Authoritative
Source/Reference Updated
14.02.076 D - Other This is broad policy guidance, not a
programmable or testable system
requirement.
14.02.077 C - Authoritative
Source/Reference Updated
14.02.078 C - Authoritative
Source/Reference Updated
14.02.079 C - Authoritative
Source/Reference Updated
14.02.080 C - Authoritative
Source/Reference Updated
14.02.081 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.02.082 C - Authoritative
Source/Reference Updated
14.02.083 C - Authoritative
Source/Reference Updated
14.02.084 C - Authoritative
Source/Reference Updated
14.02.085 C - Authoritative
Source/Reference Updated
14.02.086 C - Authoritative
Source/Reference Updated
14.02.087 C - Authoritative
Source/Reference Updated
14.02.088 C - Authoritative

Source/Reference Updated
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Req ID Change Type Reason for Change
and Description
14.02.090 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.02.091 C - Authoritative
Source/Reference Updated
14.02.094 C - Authoritative
Source/Reference Updated
14.02.095 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.02.096 C - Authoritative
Source/Reference Updated
14.02.097 C - Authoritative
Source/Reference Updated
14.02.098 C - Authoritative
Source/Reference Updated
14.02.099 C - Authoritative
Source/Reference Updated
14.02.100 C - Authoritative
Source/Reference Updated
14.02.101 C - Authoritative
Source/Reference Updated
14.03.026 C - Authoritative
Source/Reference Updated
14.03.029 C - Authoritative
Source/Reference Updated
14.03.034 C - Authoritative
Source/Reference Updated
14.03.035 C - Authoritative
Source/Reference Updated
14.03.036 C - Authoritative
Source/Reference Updated
14.03.037 C - Authoritative
Source/Reference Updated
14.03.038 C - Authoritative
Source/Reference Updated
14.03.039 C - Authoritative
Source/Reference Updated
14.03.040 D - Other This is broad policy guidance, not a
programmable or testable system
requirement.
14.03.044 C - Authoritative

Source/Reference Updated
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Req ID Change Type Reason for Change
and Description
14.03.045 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.03.048 \ D - Other \Incorporated into milpay requirements.
14.03.049 C - Authoritative
Source/Reference Updated
14.03.050 \ D - Other \Incorporated into milpay requirements.
14.03.051 \ D - Other \Incorporated into milpay requirements.
14.03.053 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.03.054 \ D - Other \Incorporated into milpay requirements.
14.03.055 \ D - Other \Incorporated into milpay requirements.
14.03.056 D - Invalid Requirement Broad policy guidance. Not
programmable or testable.
14.03.057 C - Authoritative
Source/Reference Updated
14.03.058 C - Authoritative
Source/Reference Updated
14.03.059 D - Other Incorporated into milpay requirements.
14.03.060 C - Authoritative
Source/Reference Updated
14.03.061 C - Authoritative
Source/Reference Updated
14.03.062 C - Authoritative
Source/Reference Updated
14.03.063 D - Invalid Requirement Broad policy guidance. Not
programmable or testable.
14.03.064 C - Authoritative
Source/Reference Updated
14.03.065 C - Authoritative
Source/Reference Updated
14.03.066 C - Authoritative
Source/Reference Updated
14.03.067 C - Authoritative
Source/Reference Updated
14.03.068 C - Authoritative
Source/Reference Updated
14.03.070 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.03.072 C - Authoritative

Source/Reference Updated
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Req ID Change Type Reason for Change
and Description
14.03.073 C - Authoritative
Source/Reference Updated
14.03.074 C - Authoritative
Source/Reference Updated
14.03.076 C - Authoritative
Source/Reference Updated
14.03.077 C - Authoritative
Source/Reference Updated
14.04.011 D - Other \Incorporated into milpay requirements.
14.04.012 D - Other \Incorporated into milpay requirements.
14.04.013 C - Authoritative
Source/Reference Updated
14.04.014 C - Authoritative
Source/Reference Updated
14.04.015 C - Authoritative
Source/Reference Updated
14.04.016 C - Authoritative
Source/Reference Updated
14.04.017 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.04.018 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.04.019 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.04.020 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.04.022 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.04.024 C - Authoritative
Source/Reference Updated
14.04.025 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.04.026 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.04.027 C - Authoritative

Source/Reference Updated
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Req ID Change Type Reason for Change
and Description
14.04.028 D - Other This is broad policy guidance, not a
programmable or testable system
requirement.
14.04.031 C - Authoritative
Source/Reference Updated
14.04.032 C - Authoritative
Source/Reference Updated
14.04.033 C - Authoritative
Source/Reference Updated
14.04.034 C - Authoritative
Source/Reference Updated
14.04.035 C - Authoritative
Source/Reference Updated
14.04.036 D - Duplicate Requirement Duplicate of 14.07.003
Deleted
14.04.037 C - Authoritative
Source/Reference Updated
14.05.001 C - Authoritative
Source/Reference Updated
14.05.002 C - Authoritative
Source/Reference Updated
14.05.003 C - Authoritative
Source/Reference Updated
14.05.004 C - Authoritative
Source/Reference Updated
14.05.005 C - Authoritative
Source/Reference Updated
14.05.006 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.05.007 C - Authoritative
Source/Reference Updated
14.05.010 D - Duplicate Requirement Duplicate of 14.04.027
Deleted
14.05.011 C - Authoritative
Source/Reference Updated
14.05.012 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.05.013 C - Authoritative
Source/Reference Updated
14.05.014 D - Authoritative Broad Policy Guidance

Source/Reference Deleted
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Req ID Change Type Reason for Change
and Description
14.05.015 C - Authoritative
Source/Reference Updated
14.05.016 C - Authoritative
Source/Reference Updated
14.05.018 C - Authoritative
Source/Reference Updated
14.05.019 C - Authoritative
Source/Reference Updated
14.05.020 C - Authoritative
Source/Reference Updated
14.05.021 C - Authoritative
Source/Reference Updated
14.05.022 D - Invalid Requirement \Broad Policy Guidance
14.05.023 D - Duplicate Requirement Duplicate of 14.05.018
Deleted
14.05.024 D - Invalid Requirement \Broad policy guidance
14.05.025 C - Authoritative
Source/Reference Updated
14.05.026 C - Authoritative
Source/Reference Updated
14.05.030 C - Authoritative
Source/Reference Updated
14.05.031 D - Authoritative Broad Policy Guidance
Source/Reference Deleted
14.05.032 C - Authoritative
Source/Reference Updated
14.05.033 C - Authoritative
Source/Reference Updated
14.05.034 C - Authoritative
Source/Reference Updated
14.05.035 C - Authoritative
Source/Reference Updated
14.05.036 C - Authoritative
Source/Reference Updated
14.05.037 C - Authoritative
Source/Reference Updated
14.05.038 C - Authoritative
Source/Reference Updated
14.05.039 C - Authoritative
Source/Reference Updated
14.05.040 C - Authoritative

Source/Reference Updated
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Req ID Change Type Reason for Change
and Description
14.05.041 C - Authoritative
Source/Reference Updated
14.05.042 C - Authoritative
Source/Reference Updated
14.05.043 C - Authoritative
Source/Reference Updated
14.05.044 C - Authoritative
Source/Reference Updated
14.05.046 C - Authoritative
Source/Reference Updated
14.05.047 C - Authoritative
Source/Reference Updated
14.05.048 D - Invalid Requirement \Broad Policy Guidance
14.05.049 D - Invalid Requirement \Broad policy guidance
14.05.050 C - Authoritative
Source/Reference Updated
14.05.051 D - Authoritative OMB Circular A-123 Appendix D has
Source/Reference Deleted rendered the JFMIP and OFFM
documents obsolete.
14.05.052 C - Authoritative
Source/Reference Updated
14.05.053 C - Authoritative
Source/Reference Updated
14.05.054 C - Authoritative
Source/Reference Updated
14.05.055 C - Authoritative
Source/Reference Updated
14.05.056 C - Authoritative
Source/Reference Updated
14.05.057 C - Authoritative
Source/Reference Updated
14.05.058 C - Authoritative
Source/Reference Updated
14.05.060 C - Authoritative
Source/Reference Updated
14.05.061 C - Authoritative
Source/Reference Updated
14.05.062 C - Authoritative
Source/Reference Updated
14.05.063 C - Authoritative
Source/Reference Updated
14.05.065 D - Invalid Requirement Broad Policy guidance
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Req ID Change Type Reason for Change
and Description

14.06.001 C - Authoritative
Source/Reference Updated

14.06.002 C - Authoritative
Source/Reference Updated

14.06.003 C - Authoritative
Source/Reference Updated

14.06.004 C - Authoritative
Source/Reference Updated

14.06.005 C - Authoritative
Source/Reference Updated

14.07.001 C - Authoritative
Source/Reference Updated

14.07.002 C - Authoritative
Source/Reference Updated

14.07.003 C - Authoritative
Source/Reference Updated

14.07.004 C - Authoritative
Source/Reference Updated

14.07.005 C - Authoritative
Source/Reference Updated

14.07.033 C - Authoritative
Source/Reference Updated

14.07.034 C - Authoritative
Source/Reference Updated

Chart Legend:

A - Added
These are new requirements due to revised and updated source documents.

C - Changed
These requirements were contained in previous releases, but were changed for various reasons.

D - Deleted
These requirements were removed and are no longer required by the source
documents.

Note: If there is no code in the requirements value added or change type columns, it is by
definition unchanged.
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SUBJECT:  Financial Management Systems Requirements
Volume 14, Audit Trails and System Controls

1. PURPOSE

a. This Volume presents the financial management system design and implementation
requirements for Department of Defense (DoD) military components’ and agencies’ financial
management systems. This VVolume is part of the publication which reissues Defense Finance
and Accounting Service (DFAS) 7900.4-M, “Financial Management Systems Requirements
Manual,” commonly known as the “Blue Book.” This manual is a compilation of the Audit
Trails and System Controls specific Federal and Department of Defense (DoD) systems
requirements. Any system reviews need to consider all DFAS 7900.4-M volumes and
requirements in addition to these Audit Trails and System Controls specific items contained in
this volume.

b. The Blue Book serves as a “roadmap” to Federal and DoD financial management system
requirements by major financial management functional areas and their authoritative sources,
and will assist managers who are responsible for financial management systems in planning,
designing, enhancing, modifying, and implementing financial management systems. Managers
are ultimately responsible for being knowledgeable of and complying with the various
authoritative sources of financial requirements (both legislative and regulatory). Guidance and
procedures are contained in several volumes located on the DFAS Reference Library at
http://www.dfas.mil/dfasffmia/bluebook.html. Appendix 4 of the manual includes links to where
authoritative sources of requirements may be accessed.

c. Adherence to these requirements and all other applicable DFAS 7900.4-M requirements will
enable DoD military components and agencies to meet Federal mandates and will help facilitate
DFAS to progress toward reaching its strategic goal of providing services faster, better, and
cheaper. The objective of this Volume is to promulgate the financial management systems
requirements for system and program managers’ use in developing Audit Trails and System
Controls functionality.

2. APPLICABILITY:

Requirements contained within this document are applicable to accounting and finance systems
operated and maintained by DoD.

3. POLICY:

a. This Volume provides a synopsis of Federal and DoD financial system requirements,
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mandated by policy, for financial management related to audit trails and system controls. It is a
compilation of Audit Trails and System Controls specific financial management systems
requirements mandated by Public Law 104-208, “Federal Financial Management Improvement
Act of 1996 September 30, 1996.

b. This Volume incorporates revisions to existing financial system requirements from the
authoritative sources via highlighting the appropriate text in bolded blue font. See
description of requirement changes for a complete listing and description of the financial systems
requirements changes, deletions, and additions, for this volume.

c. Users of this Volume may forward questions, comments and suggested changes to:
Defense Finance and Accounting Service
Strategy, Policy and Requirements
Attn: Financial Management Systems and Requirements Branch
8899 East 56th Street
Indianapolis, IN 46249-0002
E-mail questions, comments, and suggestions to ffmiarequirements@dfas.mil

4. ORGANIZATIONAL RESPONSIBILITIES FOR FFMIA COMPLIANCE

a. Within DoD, various organizations operate financial management systems. In an overall
scheme, many of these systems should be linked in an integrated network. However, these
systems frequently “stand-alone” or are “stovepipe” systems that are not logically integrated with
other related systems. Critical financial data, instead of being transferred electronically between
systems through well-controlled interfaces, are often transferred manually by means of journal
vouchers, hardcopy spreadsheets, “data calls,” or other inefficient and error-prone methods.

b. DFAS functions as the primary Departmental entity responsible for producing a Trial Balance
from the ERP general ledger and preparing the financial reports for the DoD. Much of the data
used by DFAS to carry out the DoD’s accounting and financial reporting functions—such as
property and inventory values—originate in non-DFAS organizations or systems. Therefore,
other organizations, primarily the military services and Defense Agencies, should be held
responsible for the compliance of their financial management systems with all applicable Federal
requirements. Appendix 5 of DFAS 7900.4-M contains Federal and DoD guidance on FFMIA
compliance, evaluation, and reporting.

5. PROCEDURES:

Procedures are presented in each Volume of this Manual as appropriate.

6. RELEASABILITY:

UNLIMITED. This Volume as part of DFAS 7900.4-M is approved for public release and may
be accessed at http://www.dfas.mil/dfasffmia.html

7. EFFECTIVE DATE: This Volume is effective immediately.

il
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AUDIT TRAILS AND SYSTEM CONTROLS INTRODUCTION

Financial management systems must be able to record and keep track of financial transactions and related
information in order to provide a basis for central financial control. Audit trails—documentation of
transactions from their inception to final disposition and reporting in the books of original entry—are critical
to providing support for transactions and account balances. While audit trails are essential to auditors and
system evaluators, they are also necessary for the day-to-day operations of systems. Reliable audit trails
permit verification of transactions to ensure that they are properly recorded, classified, coded and posted to
all affected accounts. Additionally, audit trails allow for the detection and tracing of rejected or suspended
transactions and correction in a timely manner. All transactions, including computer-generated
computations, must be traceable to individual source records. Adequate audit trails allow tracing from source
documents of financial events to general ledger account balances through successive levels of summarization
and financial reports/statements. Tracing summarized information backward from the reporting entity level
to the transaction source level is a tedious and demanding job; however, documentation is accessible through
the successive levels of summarization if the audit community has the available resources.

Commensurate with reliable documentation for transactions are adequate systems controls and
documentation. Financial management systems must comply with a myriad of functional and technical
requirements to ensure that DoD’s financial management and accounting objectives are met in an economical
and efficient manner. The design of an accounting system must include the required interfaces with other
systems or connections within the various segments of the immediate accounting system. System
documentation should be detailed and comprehensive and include the internal controls incorporated in the
system. Such documentation should be in enough detail to be understood by computer personnel and/or
systems accountants assigned to develop applicable software. Documentation also provides information used
to test systems to ensure that they process transactions and financial data in accordance with requirements.
This volume and other DFAS 7900.4-M volumes may be applicable to your system

Audit Trails System Controls - 1



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems

DFEMIG Rule Name

Requirement (See Appendix A-5)

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.001 C - Authoritative
Source/Reference Updated

14.01.005 C - Authoritative
Source/Reference Updated

The system must generate an audit Source: NISTSP800-
trail of transactions recorded asa  53,AppF; Source

document moves from its source
through all document statuses.

The system must re-open a closed
document to allow further
processing against it, without
requiring a new or amended
document number.

Date: 5/1/2010

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

2.3.2.1_Verifying
Traceability P

2.4.1.1_Securing Financial
Management System
Information_P

Verify that GL account ~ Transaction_Audit_T
balances can be traced to rails_001
aggregated or discrete

transactions in agency
programmatic systems

and that the aggregated

or discrete transactions

can be traced to the point

of entry and source

documents consistent

with the TFM.

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Transaction_Audit_T
rails_004

Audit Trails System Controls - 2
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AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)
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Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.009 C - Authoritative
Source/Reference Updated

To support the Audit Trails
process, the system must provide
automated functionality to capture
all document change events
(additions, modifications and
cancellations), including the
date/time and User ID.

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

2.4.1.1_Securing Financial
Management System
Information_P

Transaction_Audit_T
rails_006

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Audit Trails System Controls - 3
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AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.014 C - Authoritative
Source/Reference Updated

To support the Document and
Transaction Control process, the
system must provide automated
functionality to suspend
documents that fail transaction
processing edits, funds control
edits, or tolerance checks.

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

2.4.1.1_Securing Financial
Management System
Information_P

Transaction_Audit_T
rails_007

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Audit Trails System Controls - 4
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AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.021

The system must ensure that specific  Source:

edits are applied by type of
transaction in each finance or
accounting system. Those
transactions failing to pass edits,
and/or otherwise not entered, must
be controlled and assigned for
research and correction and, to the
degree feasible, are temporarily,
recorded in suspense accounts in the
accounting system.

DoDFMRV0I6A,Ch2,
Sub0202; Source
Date: 8/1/2011

2.4.1.1_Securing Financial
Management System
Information_P

Transaction_Audit_T
rails_009

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Audit Trails System Controls - 5



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.030 C - Authoritative
Source/Reference Updated

To support the Document and
Transaction Control process, the
system must validate that
duplicate documents are not
recorded, e.g., by editing document
numbers or storing additional
information that make the
document number unique (as in
date stamp on a utility bill).

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

2.4.1.1_Securing Financial
Management System
Information_P

Transaction_Audit_T
rails_015

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Audit Trails System Controls - 6



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.031 C - Authoritative
Source/Reference Updated

To support the Document and
Transaction Control process, the
system must notify the user when
online documents fail funds
control edits, transaction
processing edits, or tolerance
checks. Provide the notification on
the document entry screen, and
include the nature of each error
and the validation level (rejection,
warning or information only).
Retain errors with the document
until they have been resolved.

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

2.4.1.1_Securing Financial
Management System
Information_P

Transaction_Audit_T
rails_016

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Audit Trails System Controls - 7



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.032 C - Authoritative
Source/Reference Updated

14.01.034 C - Authoritative
Source/Reference Updated

To support the Document and
Transaction Control process, the
system must validate transaction
accounting classification elements.
Prevent the recording of
transactions with missing, invalid
or inactive classification elements
or values.

To support the General Ledger
Analysis and Reconciliation
process, the system must generate
the GL Supporting Documents
Report as of the current system
date. Parameters include a GL
control account and Treasury
Account Symbol (TAS) or internal
fund code. Result is the GL
account balance, and a list of the
open documents and balances
supporting the GL account
balance.

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

2.4.1.1_Securing Financial
Management System
Information_P

2.3.2.2_Verifying
Traceability P

Transaction_Audit_T
rails_017

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Transaction_Audit T
rails_019

Verify that financial
statements and other
required financial and
budget reports can be
traced to GL account
balances as required by
OMB Circular No.
A-123 and as specified in
the TFM.

Audit Trails System Controls - 8



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.035

14.01.036

14.01.037

D - Authoritative
Source/Reference Deleted

D - Authoritative
Source/Reference Deleted

D - Authoritative
Source/Reference Deleted

DELETED: To support the Financial Source: ; Source Date:

Reporting process, the Core financial
system must provide automated
functionality to validate Federal
Agencies' Centralized Trial-Balance
System (FACTS) | and FACTS I
data prior to submission of the
FACTS | and FACTS Il Adjusted.

DELETED: To support the
Document and Transaction Control
process, the Core financial system
must validate transaction-associated
FACTS attributes. Prevent the
recording of transactions with
missing, invalid or inactive FACTS
attributes.

DELETED: To support the Audit
Trails process, the Core financial
system must provide automated
functionality to capture the following
additional information on converted
documents: Legacy system identifier
Legacy system document number.

Source: ; Source Date:

Source: ; Source Date:

Requirement Not Covered
by TFM Guidance

Requirement Not Covered
by TFM Guidance

Requirement Not Covered
by TFM Guidance

Transaction_Audit_T
rails_020

Transaction_Audit_T
rails_021

Transaction_Audit T
rails_022

Audit Trails System Controls - 9



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.039 C - Authoritative
Source/Reference Updated

14.01.040 D - Authoritative
Source/Reference Deleted

Source: OMBCIRA-
123,Att,11; Source
Date: 12/1/2004

To support the Document and
Transaction Control process, the
system must provide automated
functionality to define over
tolerances for all obligations or by
obligation type.

DELETED: To support the
Document and Transaction Control
process, the Core financial system
must provide automated functionality
to define the valid values for the
following acquisition information:
North American Industry
Classification System (NAICS)
business codes Standard Industrial
Classification (SIC) codes Product
and service codes Free On Board
(FOB) shipping points Ship to
locations (destination codes).

Source: ; Source Date:

2.4.1.1_Securing Financial
Management System
Information_P

Requirement Not Covered
by TFM Guidance

Transaction_Audit_T
rails_024

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Transaction_Audit T
rails_025

Audit Trails System Controls - 10



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.041 D - Authoritative
Source/Reference Deleted

14.01.042 C - Authoritative
Source/Reference Updated

DELETED: To support the
Document and Transaction Control
process, the Core financial system
must provide automated functionality
to capture the following document
line item information on spending
documents: ¢ Quantity ¢ Unit of
measure ¢ Unit Price ¢ Extended
Price ¢ Description « Product service
codes ¢ FOB shipping points ¢ Ship
to locations (destination codes).

Source: OMBCIRA-
123,Att,l; Source
Date: 12/1/2004

The system must provide
automated functionality to define
tolerances by percentage, dollar
amount or quantity for final
payments that are less than the
referenced obligation document
line amounts, and use them to
control erroneous de-obligations of
the funds.

Source: ; Source Date:

Requirement Not Covered

by TFM Guidance

2.4.1.1_Securing Financial
Management System
Information_P

Transaction_Audit T
rails_026

Transaction_Audit T
rails_027

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Audit Trails System Controls - 11



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.043 C - Authoritative
Source/Reference Updated

To support the Audit Trails
process, the system must provide
automated functionality to query
document additions, modifications
and cancellations. Parameters
include: ¢ User ID ¢ Document
number ¢ Document type » Change
type (add, modify, cancel) ¢
Transaction date range °
Accounting period. Results include
all parameter values, document
numbers, date and time stamps.

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

2.4.1.1_Securing Financial
Management System
Information_P

Transaction_Audit_T
rails_028

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Audit Trails System Controls - 12



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.046 C - Authoritative
Source/Reference Updated

To support the Document and
Transaction Control process, the
system must provide automated
functionality to capture a unique
system-generated or agency-
assigned document number for
each document and document
modification.

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

2.4.1.1_Securing Financial
Management System
Information_P

Transaction_Audit_T
rails_031

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Audit Trails System Controls - 13



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.047 C - Authoritative
Source/Reference Updated

14.01.048 D - Authoritative
Source/Reference Deleted

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

To support the Document and
Transaction Control process, the
system must provide automated
functionality to capture a unique
system-generated number to
identify each general ledger
transaction. Associate one or more
general ledger transactions with a
document and document
modifications.

DELETED: To support the
Document and Transaction Control
process, the Core financial system
must provide automated functionality
to associate referenced documents in
the processing chain, such as when
an obligation document references
one or more prior commitment
documents.

Source: ; Source Date:

2.4.1.1_Securing Financial
Management System
Information_P

Requirement Not Covered
by TFM Guidance

Transaction_Audit_T
rails_032

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Transaction_Audit T
rails_033

Audit Trails System Controls - 14



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.049 D - Authoritative
Source/Reference Deleted

14.01.050 D - Authoritative
Source/Reference Deleted

14.01.051 C - Authoritative
Source/Reference Updated

DELETED: To support the
Document and Transaction Control
process, the Core financial system
must provide automated functionality
to capture a reimbursable agreement
number and one other agency-
assigned source document number in
separate fields on all spending
documents. The agency-assigned
source document number may be a
purchase requisition number,
contract number and associated
delivery /task order number,
purchase order number, blanket
purchase agreement number and
associated call number, grant
number, travel order number, etc.

DELETED: To support the
Document and Transaction Control
process, the Core financial system
must provide automated functionality
to define document numbering as
system-generated or agency-assigned
by document type.

Source: OMBCIRA-
130,8; Source Date:
11/1/2000

To support the Document and
Transaction Control process, the
system must provide automated
functionality to capture the source
system and the source system
document number of each
interfaced document.

Source: ; Source Date:

Source: ; Source Date:

Requirement Not Covered
by TFM Guidance

Requirement Not Covered
by TFM Guidance

2.3.2.1_Verifying
Traceability P

Transaction_Audit T
rails_034

Transaction_Audit_T
rails_035

Verify that GL account ~ Transaction_Audit_T
balances can be traced to rails_036
aggregated or discrete

transactions in agency
programmatic systems

and that the aggregated

or discrete transactions

can be traced to the point

of entry and source

documents consistent

with the TFM.

Audit Trails System Controls - 15



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.052 C - Authoritative
Source/Reference Updated

14.01.053 D - Authoritative
Source/Reference Deleted

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

To support the Document and
Transaction Control process, the
system must provide automated
functionality to capture goods
delivery and service performance
period start and end dates on
documents where the period of
performance is a validation for
future processing, e.g., * Contracts
* Blanket purchase agreements ¢
Reimbursable agreements ¢ Travel
orders ¢ Grants.

DELETED: To support the
Document and Transaction Control
process, the Core financial system
must provide automated functionality
to capture the following data
elements when establishing
reimbursable agreements: ¢
Reimbursable agreement number
Reimbursable agreement amount ¢
Billing limit  Billing terms ¢
Accounting classification
information « Source (federal, other
non-federal entities, or public).

Source: ; Source Date:

2.4.1.1_Securing Financial
Management System
Information_P

Requirement Not Covered
by TFM Guidance

Transaction_Audit_T
rails_037

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Transaction_Audit T
rails_038

Audit Trails System Controls - 16



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.054 C - Authoritative
Source/Reference Updated

To support the Document and
Transaction Control process, the
system must provide automated
functionality to prevent the
recording of erroneous
transactions by rejecting
documents that fail transaction
processing edits.

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

2.4.1.1_Securing Financial
Management System
Information_P

Transaction_Audit_T
rails_039

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Audit Trails System Controls - 17



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.055 C - Authoritative
Source/Reference Updated

To support the Document and
Transaction Control process, the
system must provide automated

Source:

2.4.1.1_Securing Financial

TFMVol1,Pt2,Ch1500, Management System

Sec1520; Source

functionality to allow users to hold Date: 9/1/2011

documents for completion or
processing at a later date.
Segregate held from suspended
documents.

Information_P

Transaction_Audit_T
rails_040

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Audit Trails System Controls - 18



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.056 C - Authoritative
Source/Reference Updated

To support the Document and
Transaction Control process, the
system must provide automated
functionality to process suspended
documents at a later date.

Source:
TFMVol1,Pt2,Ch1500,
Sec1520; Source

Date: 9/1/2011

2.4.1.1_Securing Financial
Management System
Information_P

Transaction_Audit_T
rails_041

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Audit Trails System Controls - 19



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.057 C - Authoritative
Source/Reference Updated

To support the Document and
Transaction Control process, the
system must provide automated
functionality to allow users to
cancel (permanently close) posted
documents.

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

2.4.1.1_Securing Financial
Management System
Information_P

Transaction_Audit_T
rails_042

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Audit Trails System Controls - 20



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Sources

Requirement

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.058 C - Authoritative
Source/Reference Updated

14.01.059 D - Authoritative
Source/Reference Deleted

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

To support the Document and
Transaction Control process, the
system must provide automated
functionality to allow users to
delete held or suspended
documents.

DELETED: To support the
Document and Transaction Control
process, the Core financial system
must provide automated functionality
to validate that valid values for the
following acquisition information are
captured on spending documents: ¢
NAICS business codes * SIC codes *
Product service codes « FOB
shipping points ¢ Ship to locations
(destination codes).

Source: ; Source Date:

2.4.1.1_Securing Financial
Management System
Information_P

Requirement Not Covered
by TFM Guidance

Transaction_Audit_T
rails_043

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Transaction_Audit T
rails_044

Audit Trails System Controls - 21



Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.060

14.01.061

D - Authoritative
Source/Reference Deleted

C - Authoritative
Source/Reference Updated

DELETED: To support the
Document and Transaction Control
process, the Core financial system
must provide automated functionality
to validate that the sum of all
document line items is equal to the
document total.

Source: OMBCIRA-
123,AppAll; Source
Date: 12/1/2004

To support the Document and
Transaction Control process, the
system must provide automated
functionality to derive the default
accounting period from the
transaction date. Prevent user
override.

Source: ; Source Date:

Requirement Not Covered
by TFM Guidance

2.4.1.1_Securing Financial
Management System
Information_P

Transaction_Audit_T
rails_045

Transaction_Audit T
rails_046

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.
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Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.062 C - Authoritative
Source/Reference Updated

14.01.063 D - Invalid Requirement

14.01.064

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

To support the Document and
Transaction Control process, the
system must provide automated
functionality to record subsequent
activity against a document with
the transaction date of that activity
(e.g., the payment voucher), not
the transaction date of the original
document (e.g., the referenced
obligation).

DELETED: To add value to the
Document and Transaction Control
process, the Core financial system
should provide automated
functionality to define under
tolerances for all obligations or by
obligation type.

Source: ; Source Date:

Source:
DoDFMRVoI6A,Ch2,
Sub0202; Source
Date: 8/1/2011

An automated Defense Finance and
Accounting Service (DFAS) system
shall ensure that the preparation of
all financial reports is consistent
from one reporting period to another
reporting period and the same
financial information is used as the
source for different reports whenever
the same information is reported.

2.4.1.1_Securing Financial
Management System
Information_P

Requirement Not Covered
by TFM Guidance

2.3.2.1_Verifying
Traceability P

Transaction_Audit_T
rails_047

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Transaction_Audit T
rails_048

Verify that GL account ~ Transaction_Audit_T
balances can be traced to rails_057
aggregated or discrete

transactions in agency

programmatic systems

and that the aggregated

or discrete transactions

can be traced to the point

of entry and source

documents consistent
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Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.065

14.01.066

14.01.068 D - Authoritative
Source/Reference Deleted

An automated system shall ensure
that the ending balances for one
reporting period will be perpetuated
as the beginning balances for the
subsequent reporting period and shall
be carried forward without change.

An automated Defense Finance and
Accounting Service (DFAS) system
shall ensure that all transactions
applicable to the effective period of
the report have been edited and
posted to the official accounting
records.

DELETED: To support the
Document and Transaction Control
process, the Core financial system
must provide automated functionality
to allow users to select suspended
and held documents for continued
processing.

Source:
DoDFMRVoI6A,Ch2,
Sub0202; Source
Date: 8/1/2011

Source:
DoDFMRVoI6A,Ch2,
Sub0202; Source
Date: 8/1/2011

Source: ; Source Date:

2.3.2.1_Verifying
Traceability P

1.3.2.3_Making Federal
Financial Information
Accessible P

Verify that GL account ~ Transaction_Audit_T
balances can be traced to rails_056
aggregated or discrete

transactions in agency
programmatic systems

and that the aggregated

or discrete transactions

can be traced to the point

of entry and source

documents consistent

with the TFM.

Provide and monitor
controls for receiving
reviewing requests for,
and releasing personally
identifiable Federal
financial information
compliant with the
Privacy Act and
consistent with OMB
Circular No. A-130.

Audit_Trails_System
_Controls_049

Maintain_GL_Trans
action_Posting_Rule
s 010
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Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.071 C - Authoritative
Source/Reference Updated

To support the Document and
Transaction Control process, the
system must provide automated
functionality to derive the default
transaction date from the current
system date.

Source: OMBCIRA-
123,AppAlI; Source
Date: 12/1/2004

2.4.1.1_Securing Financial
Management System
Information_P

Audit_Trails_System
_Controls_038

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.
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Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.072 C - Authoritative
Source/Reference Updated

14.01.073 D - Authoritative
Source/Reference Deleted

Source: OMBCIRA-
123,AppAlI; Source
Date: 12/1/2004

To support the Document and
Transaction Control process, the
system must provide automated
functionality to capture an agency-
specified transaction date.

DELETED: To support the
Document and Transaction Control
process, the Core financial system
must provide automated functionality
to validate transactions that would
post to United States Standard
General Ledger (USSGL) accounts
(e.g., borrowing authority, contract
authority, or investments) to ensure
that the associated fund code is
designated as having the appropriate
RT7 code.

Source: ; Source Date:

2.4.1.1_Securing Financial
Management System
Information_P

Audit_Trails_System
_Controls_009

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.

Maintain_GL_Trans
action_Posting_Rule
s_008
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Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.074 C - Authoritative
Source/Reference Updated

To support the Document and
Transaction Control process, the
system must provide automated
functionality to capture the
following dates on all transactions:
* Transaction date - The date a
transaction is effective in the
general ledger (i.e., the date a
financial event is recognized). ¢
System date - The actual date a
transaction is processed by the
system. This date is assigned by the
computer and may not be
modified.

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

2.4.1.1_Securing Financial
Management System
Information_P

Audit_Trails_System
_Controls_039

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.
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Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.075 C - Authoritative
Source/Reference Updated

The system must record
transactions in both foreign
currency and U.S. dollars in all
Core system modules.

Source:
TFMVol1,Pt2,Ch3200,
Sec3220; Source

Date: 12/1/2002

2.4.1.1_Securing Financial
Management System
Information_P

Audit_Trails_System
_Controls_010

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.
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Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.077 C - Authoritative
Source/Reference Updated

To support the Audit Trails
process, the system must provide
automated functionality to
generate an audit trail of all
accounting classification structure
additions, changes and
deactivations, including the
effective dates of the changes.

Source: NISTSP800-
53,AppF; Source
Date: 5/1/2010

2.4.1.1_Securing Financial
Management System
Information_P

Maintain_GL_Chart
_Of_Accounts_021

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.
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Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement

Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

14.01.078 C - Authoritative
Source/Reference Updated

Agency systems must maintain,
store, and permit ready retrieval
of financial information. The time
frames for various parts of this
requirement differ depending on
the subject matter. The single
integrated financial management
system must be sufficiently flexible
to retain and purge information
consistent with varying record
keeping requirements.

Source: NISTSP800-
53,AppF; Source

Date: 5/1/2010

2.4.1.1_Securing Financial
Management System

Information_P

Audit_Trails_System
_Controls_048

Provide and monitor
Federal information
system security controls
consistent with
information system
category (low, moderate,
high), impact on security
objectives
(confidentiality,
integrity, availability),
and minimum security
requirements (for
example, access control,
configuration
management, and
incident response) as
specified by National
Institute of Standards
and Technology and
consistent with OMB
Circular No. A-130.
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Chapter

AUDIT TRAILS AND SYSTEM CONTROLS REQUIREMENTS

Change Type

Requirement Sources

Treasury's Federal Financial
Management Systems Function
Guidance (See Appendix A-5)

DFAS 7900.4-M, Vol. 14

Treasury's Federal Financial
Management Systems
Requirement (See Appendix A-5)

DFEMIG Rule Name

Audit Trails
(Transaction
Documentation)

Audit Trails
(Transaction
Documentation)

14.01.079 C - Authoritative
Source/Reference Updated

14.01.081 D - Authoritative
Source/Reference Deleted

The system must produce audit Source: NISTSP800-
trail reports to support data 53,AppF; Source
transferred from external systems Date: 5/1/2010

to the financial system, including

an error listing.

DELETED: To support the
Document Referencing and
Modification process, the Core
fi