DEPARTMENT OF DEFENSE

DEFENSE PRIVACY AND CIVIL LIBERTIES OFFICE
24118™ STREET SOUTH; SUITE101
ARLINGTON, VA 22202-4512

August 4, 2014

MEMORANDUM FOR THE DEFENSE FINANCE AND ACCOUNTING SERVICE
PRIVACY OFFICE

SUBJECT: lJustification for the Continued Use of Social Security Numbers in DITPR Number
14 — Accepted

Thank you for completing your review of Social Security Number (SSN) use within your
system. After review, the Defense Privacy and Civil Liberties Office has accepted your
justification for continued use of the SSN for the purpose of (11) Legacy System Interface.
Further review of this system will not be required under DoD’s current SSN Reduction plan.
While this system has been identified as still requiring collection, maintenance, and use of the
SSN, you must continue to ensure that this data is afforded the highest protections practicable
through use of appropriate administrative, technical and physical safeguards. Please maintain a
copy of your justification and this memo in your records.

If you have any questions, please contact Ms. Viki Halabuk at (703) 571-0070 or e-mail
viki.l.halabuk.civi@mail.mil.
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Samuel P. Jenkins
Director for Privacy



DEFENSE FINANCE AND ACCOUNTING SERVICE
ARLINGTON

4800 MARK CENTER DRIVE
ALEXANDRIA, VA 22311-3000

June 12, 2013

MEMORANDUM FOR DEFENSE PRIVACY AND CIVIL LIBERTIES OFFICE

SUBJECT: Justification for the use of the Social Security Number (SSN) — Standard Operations
and Maintenance Army Research & Development System (SOMARDS) T740%

SOMARDS is a mainframe computer-based financial management system. The system
provides accounting services and management support for the Army & Missile Defense Agency.
The system data is entered both online through the Customer Information Control System and
via batch processing of transactions and input files from other interfaces. Data is then updated
according to the coordinated Production Control schedule of Date/Time and type of information.

The Defense Finance and Accounting Service (DFAS) are required to keep a general ledger.
See the Department of Defense Financial Management Regulation (DoD FMR), Volume 7B,
Chapter 28 for details. The URL address is http://comptroller.defense.gov/fmr/07b/07b_28

SOMARDS requires social security numbers (SSN) in order to uniquely identify records.
Using a combination of last name and the last four digits of the SSN or Federal Taxpayer
Identification Number is not a viable option because this combination may be shared by different
individuals. SOMARDS is a legacy system, therefore; justification for the use of the SSN falls
under DoDI 1000-30, Enclosure 2, Paragraph 2.c. (11) “Legacy System Interface”. Therefore,
our Plan of Actions and Milestones for the elimination of the use of the SSN is the replacement
of SOMARDS with multiple ERP solutions. The DOD IT Portfolio Repository 14 (SOMARDS)
applies to this system.

SOMARDS has taken appropriate measures to mitigate the risk inherent with using PII.
Records are stored in a building protected by guards, controlled screening, use of visitor
registers, electronic access, and locks. Access to records is limited to individuals who are
properly screened and cleared on a need-to-know basis in the performance of their duties. User
IDs and passwords are used to control access to the system data, and procedures are in place to
deter and detect browsing and unauthorized access.
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Jerry S. Hinton
Director, Information and Technology
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