
PRIVACY IMPACT ASSESSMENT (PIA) 

0 00 Information SystemlElectronic Collection Name: 

Defense MilPay Office (DMO) 

DoD Component Name: 

Defense rlOBnce and Accounting Service 

SECTION 1: IS A PIA REQU,IRED? 

2. Will this Department of Defense (000) information system or electronic collection of 
Information (referred to as "electronic coliectior." for the purpose of this fo rm) collect, 
maintain, use, andlor disseminate personally identifiable information (PII) about members of 
the public, Federal pen;.onnel. contractors or foreign nationals employed at U.S. military 
facitlties internationally? Choose one option 'rom the choices below, (Choose (3) for foreign 
nationals). 

D (1) Yes, from members of the general public. 

t83 (2) Yes, from Federal perso nnel· andlor Federal contractors. 

D (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors. 

0(4) No 

• "Federal ~r ire ,efened., ,n !he 000 IT Portfolio Re~silory (OITPR) as -Federal employees.. ' 

b. If "No," ensure that DITPR or the authoritative database that updates DITPR Is annotated 
for the reason(s) a PIA Is not required. If the DoD Information system or electronic collection 
is not in DITPR, ensure that the reason(s) are recorded In appropriate documentation. 

c. If "Yes:' then a PIA is requIred. Proceed to Section 2. 
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SECTION 2: PIA SUMMARY INFORMATION 

a. Why is this PIA being created or updated? Choose one: 

o New DoD Information System o New ElectronIc Collection 

l'8l Existing 000 InfOlT1'l8Uon System o Exlsttng Electronic CoUectlon 

o SignifICantly Modffied DoD Infonnation Systom 

b. Is this 000 Infonniltion system registered In tho DlTPR or the DoD Secret Internet 
Protocol Router Network (StPRNET) IT Registry? 

1:81 Yes, DITPR 

Dyes, SIPRNET 

o No 

Enter DITPR System fdentYtcatlon Number ~19=5========; 
Enter SIPRNET Icentffication Number LI ________ -.-J 

C. Does this DoD Information system h2ve an IT investment Unique Project Identifier (Upt), 
required by section 53 of Office of Management and Budget (OMB) Circular A.11? 

D Yes EnterUPI [ 007-97.j)1-2<1-02-8J99-OO 

If unsure, consult the ComponeollT Budget Point of Contacc to obtain the UP! 

t!!l No 

d. Does the 000 Information system or electronic collection have a Prtvacy Act System of 
Records Notice (SOON)? 

A Privacy Act SORN is required If the information system or electronic collection contains information about U.S. 
citizons or lawful perm3nCnt U.S. residents that is retrieved by f'\iIme or other unique identifier PIA end Privacy Aa 
SORN information should be oon~tent. 

181 Yes 

o No 

Enter Prtvacy Act SORN Identifier IT7J40d 

000 Component-Qs.s/;ned designalDr.11Ol the Feder81 Register number. ConluN!he Cotnponenl 
Privacy 0Mce for ~di1ional information Of access DoD Privacy Ad SORNa at; 

hltp:J .............. defenselinll.millprivacyfnofieesl 

or 

Date of submission for approval to Defense Privacy Office 
ConSlJlt the Component Privacy Office lor this date 
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e. Does this 000 information system or electronic collection have an OMB Control Number? 
Contact the Component Information Management Control Officer Of 000 Clearance Officer for this 
information. this I1Uf1'Iber inc!ic;nas OMB approval !o collect data from 10 Of more m.eMben. 01 the public in a 
12--month period regardless of tam Of format 

o V .. 

Enter OMS Control Number 

Enter Expiration Date 

181 No 

1. Authority to colloct Information. A Federal law. Executive Order 01 the Prestdent (EO). or 
000 requirement must authorize the col lection and maintenance of a system of records. 

<1> If this system has 8 Privacy Act SOON. the authortties in this PIA and the existing Privacy 
Act SORN should be the same. 

(2) Cite the authority for It'Ils DoD information system ()( efectronic collection to collect. use. 
mainlain andfor disseminate PI!. (If multiple authorities are cited. provide alt thai apply.) 

(a) Whenever possible. c(e the specific provision of the statute andlor EO that autttorizes 
the operation of the system and the collection of PI I. 

(b) If a specific statute and/or EO does not exist, determine if an Indirect statutory authority 
can be cited. An indirect authority may be cited if the autl'lority requires the operation or 
admlnistratitln of a program. the execution of which will require {he collection and malntenance of a 
system of records. 

(el 000 Components can use their general statutory grants of authority ("intemal 
housekeeping") as the primary authority. The requirement. directive or Instruction Implementing the 
statute within the 000 Component should be identified. 

15 U.S.C. 301. Dcp:utmental Regulation,; 37 U.S.c. ; and E.O. 9) 97 (SSN) I 

g. Summary of 000 Information system or electronic collection. Answers to these questions 
should be consistent with security guidelines for release of Inform4ltion to the public. 

(1) Oescrlbe the purpose of this 000 Information system or electronic cofIec1ion and briefly 
describe the types of personal infcmnation about individuals collected in the system 

The Defense Finance and Accounting SeT\lice (DFAS) has establislled a user- friendly computer 
application that provides input and reporting capabi lities for the Defense Joint Military Pay 
Account Systems, Active and Reserve Component. DFAS and the military Finance Offices use 
this system to input In1nsactions and pull report data from the! Master Military Pay Account 
(M MPA) ret:oro that is maiJUai ned for each military member. The MMPA represents any payor 
lp!rsonneJ activi ty for each acti ve and reserve service member. 
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(2) Brieffy describe the privacy risks associated with the PH collected and how these risks are 
addressed to safeguard privacy. 

The result of mishandling personal data may lead to lost, stolen or compromised PIT which could 
be harmful to the individual in many ways (e.g., identify theft, dama.ge to the individual ' s 
reputation and lor financial hardship). Such incidents could cast DFAS in an unfavorable light to 
the public. Heoce, access is limited to perso~ authorized to service or to use the system in 
perfomlancc of their official duties (requi~ screening and approval for need to know), OF AS 
adheres to physical protections ofPn as dCS(;ribed in accordance with DF AS 5200.I·R. IA 
policy (DFAS 8400.I·R) prescribes protection requirements for sensitive data, to include PIT, for 
an DFAS systems. Manag~mcnt ~ponsibilities for protecting data arc maintained in DFAS 
8500.1. 

h. Wrth whom will the Pll be shared through data exchange. both within your 000 
Com ponent and outside your Component (e.g., other DoD Components, Federal Agencies)? 
Indicato alilhal apply. 

i8I With in the DoD Compo nent. Specify 

PII wil l be shared with intc:mal DFAS organizations that demonslrste a "need 10 know", i.e. 
Milital")' Pay Opcr<!ltions 

!8J Other 000 Components. Specify 

IArmy, Navy, Air Force 

o Other Federal Agencies. Specify 

o Stale and Local Agencies Specify 

o Contractor (enter name and describe the language in the contract thai safeguards Pi!.) Specify 

o Other (e.g., commercial providers. colleges). Specify 
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i. 00 Individuals have the opportunity to object to the collection of their PII7 

o v.,. 181 Na 

(1) If"Yes: describe the method by which individuals can object to the collectIon of Pit 

(2) If "No,~ stale the reason 1,'my indivfduals cannol object. 

I DMO does not colleci Pil directly from the individual. I 

j. 00 individuals have the opportunity to consent to the speclflc uses of their PII? 

DYes 181 Na 

(1) If ·Yes: describe the method by which individuals can give or withhold their consent 

(2) If "No," state the reason why individuab canrtOt give or withhold their consent. 

IDMO does not collect PII directly from the individual. I 

k. Whalinfonnation /s provided to an individual when asked to provide PI! datil? Indicate all 
that apply. -

0 Privacy Act Statement 

0 Privacy Advisory 

0 Other 

181 None 

Describe each applicable format 

I DMO does aa' call"" PH ditectly from the individual. I 

NOTE; 

Sections 1 and 2 above are to be posted to the Component's Web sits. Posting of these 
Sections Indicates that the PIA has been re .... iewed to ensure that appropriate safeguards are 
In place to protect pri .... acy. 

A Component c.1n restrict the publication of Sections 1 andlor 2 if they contain infonnation 
thatwoutd re .... eal sensitNe Information or raise security concerns. 
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