
PRIVACY IMPACT ASSESSMENT (PIA) 

000 Information System/Electronic Collection Name: 

Inquiry Management:md Tracking System (IMATS) 

(sub-module ofMOCAS Mid-Tiers) 

000 Component Name: 

Defense Finance and Accounting Service 

SECTION 1: IS A PIA REQUIRED? 

a. Will this Department of Defense (000) Information system or electronic co llection of 
information (referred to as "electronic collection" for the purpose of this form) collect, 
maintain. use, andJor disseminate personally Identifiable infonnation (Pill about members of 
the public, Federal personnel, contractors or foreign nationals: employed at U.S. military 
facilities intemationally? Choose one option from the choices below. (Choose (3) for foreign 
nationals), 

D (1) Yes, from members of the general public. 

I:8J (2) Yes, from Federal personnel · andlor Federal contractors. 

o (3) Yes, from both members of the general public and Federal personnel and/orFederal contractors. 

o I' ) No 

, 'Federal personnel' are refurred to 10 the 000 IT Portfolio Repository (DITPR) as ' Federal employees: 

b.1f "No," ensure that DtTPR or the authoritative database that updates DITPR is annotated 
for the reason(s) a PtA is not required, If the 000 information system or electronic collection 
is not In DITPR, ensure that the reasonls) are recorded in appropriate documentation. 

c. If "Yes," then a PIA is required . Proceed to Section 2. 

DO FORM 2930 NOV 2008 , of 15 



SECTION 2: PIA SUMMARY INFORMATION 

a. Why 115 this PIA being cre3ted or updated? Choose one: 

o New 000 Infonnation System o New Electronic Collection 

t8l Existing 000 Information System o Existing Bectronic Collection 

o Signtficantly Modified ODD Information System 

b. Is this 000 infonnation system registered in the DITPR or the 000 Secret Internet 
Protocol Router Netwo'* (SIPRNET) IT Registry? 

I8l Ves, DITPR Enter DITPR Sys1em Identification Number 18682 (MOCAS Mid-tier) 

Enler SIPRNET Identification Number o Ves, SIPRNEf 

o No 

c. Does this ODD information system have an IT investment Unique Project Identifier (UPI), 
required by section 53 of Office of Management and Budget (OMB) Circular A-11 ? 

(8] Yes Enter UPI 1007-97-01-29-02-0002-00 (MOCAS Mid-tier) 

If unsure, coosult the Component IT Budget Point of Contact to obtain the UPI. 

o No 

d. Does the DoD inronnation system or electronic collection havo a Privacy Act System of 
Records Notice (SORN)? 

A Privacy Act SORN is required if the infoonation system Of electronic ccIIection contains II"lformalion atKxJt U.S. 
citizens or lawful permanent U.S. residents that Is retrieye(! by name Of olher unique identifier. PIA and Pnvacy Act 
SORN Intorrnatior. should be oon$.lstent 

DYes 

I8l No 

Enter Privacy Act SORN Identifier 

000 ComponenHsslgned designator, nOI the Federal Rcgislet number. Consult the Compooem 
Privacy Office fot additional information or access DoD Privacy Act SORNs al 

htfpJl.www.defunselink.millprivacyhloticesl 

or 

Date of submission for approval to Defense Privacy Office 
Consult the Component Privacy Office fot this date. 
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e. Does this 000 information system or electronic collection have an OMS Control Number? 
Contact the Component Information Management Control Officer or DoD Clearance Officer for this 
information. This number indicates OMB approval to conect data from 10 Ot more members 01 the public in a 
12·month period regardless of form or format. 

DYes 

Enter OMS Control Number 

Enter Expiration Date 

181 No 

f. Authority to collect information. A Federal law. Executive Order of the President (EO), or 
000 requirement must a uthorize the collection and maintenance of a system of records. 

(1 ) If this system has a Privacy Act SORN. the a uthorities in this PIA and the existing Privacy 
Act SORN should be ttle same. 

(2) Cite the authority for this DoD information system or efectronic collection to coJlect, use. 
maintain andlor disseminate PH. (If multiple authorities are cited, provide all that apply.) 

(a) Whenever possible, cite the specific provision of the statute andlor EO that a uthorizes 
the operation of the system and the collection of PII, 

(b) If a specifIC statute andlo( EO does nol exist, detennine it an indirect statutory authority 
can be cited. An indirect authority may be d ted If the authority requires the operation or 
administration of a program, the execution of which will require the collection and maintenance of a 
system of records. 

(C) DoD Componeots can use their genera! staMory grants of a uthority (~il1temal 
housekeeping1 as the primary authority. The requirement, directive or instruction implementing the 
statute within ,he DoD Compananl should be identified. 

Executive Order 9397 authorizes solicitation and use ofSSNs as a numerical ident ifie r for 
Federal personnel that are jd~nlificd in mosl Federal record systems; Executive Order 12862, 
dated Seplember II , 1993, concerning customer service; 5 USC Section 30 I, Departmental 
Regulations; and DoD Financial Management Regulation 7000. I 4-R, Volume 5, Ch3pter20. 

g . Summary of 000 information system or electronic collection. Answers to these questions 
should be consistent with security guidelines for release of information to the public. 
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(1) Describe the purpose of this 000 information system or eledronic collection and brieRy 
describe the types of personal lnfofTTlation about individuals collected in the system. 

IMA TS supports Customer Service Representatives (CSR) located at DFAS Contact Centers in 
Cleveland, Indianapolis and Columbus for recordi ng active/retired military and MyPay customer 
inquiries. System provides a method for tracking of the inquiry through resolution. The Active 
Mil itary Pay component uses the Wounded-in-Action (WlA) database to track, record, assist and 
provide accurate, reaJ-time fin:mcial support to soldiers who are medically evacuated as a result 
of wound. disease. or injury incurred while serving in a combat zone. [Note: IMA TS is lite on ly 
module or sub-system of MOCAS Mid-tier that contains PH.] 

(2) Briefly describe the privacy risks associated with the PH collected and how these risks are 
addressed to safeguard privacy. 

The result of mishandl ing personal data may lead to lost, stolen or compromised PII which could 
be harmful to the individual in many ways (e.g., identity theft, dsmagc to the individuaJ's 
rcpuuuion and lor financia l hardship). Such incidents could cast DFAS in an unfavorable light to 
the public. Hence, access is limited to persons authorized to serv ice or to use the system in 
performance of their official duties (requires screening and approval for need to know). DFAS 
adheres to physical protections of PIt as de.scribcd in accordance with OPAS 5200.I -R. lA 
policy (OF AS 8400.I-R) prescribes prol.l..oction requirements fo r sensitive data. to include PII, for 
all DFAS systems. Management responsibiliti es for protecting data are maintained in OFAS 
8500. I· R. 

h. With whom will the PI! be shared through d ata exchange, both within your 000 Component 
and oubide your Component (e.g., other 000 Components. Fedoral Agencies)? Indicate all 
that apply. 

(8J Within the 0 0 0 Component Specify 

IMATS does not share its data with any other system. The OQly users who have access to 
(MATS data are DFAS Customer Service Representatives. 

o other 000 Components. Specify 

o other Fedara) Agencies. Specify 

o State and loca' Agencies. Specify 
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o Contractor (enter name and describe the language in the contract that safeguards PI!.) Specify 

Other (e.g,. commercial providers, colleges). Specify 

i. 00 individuals have the opportunity to object to the collection of the-ir PII? 

[gJ Yes o No 

(1) If "Yes ,- describe the method by which individua ls can object to the collection of PII. 

If a caller objects to giv ing their SSN the.n the CSR either logs the call under a miscellaneous 
tracking number or ends the call. In most cases the SSN must be given for the CSR to accurately 
retrieve data from various other systems, 

(2) If "No," state the reason Why individuals cannot object, 

j. 00 individuals have the opportunity to consent to the ~peciflC uses of their PU? 

I8l Yes o No 

(1) If ·Yes ." describe the method by which individuals can give or withhold their consent. 

If a caller objects to giving their SSN then the CS R either logs the call under a miscellaneous 
Irscking number or ends Lhe cal l. In most cases the SSN must be given for the CSR to accurately 
retr ieve data from various other systems. 

(2) If -No,· state the reason why individuals cannot give or withhold their consent. 

k. What information is provided to an individual when asked to provide PI! data? Indicate all 
that apply. 

o Privacy Act Statement 

l8J Privacy Advisory 
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o Other 

D None 

Describe each applicable format. 

NOTE: 

Sections 1 and 2 above are to be posted to the Component's Web srut. Posting of these 
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are 
in place to protect privacy. 

A Component can restrict the publication of Sections 1 and/or 2 if they contain information 
that would reveal sensitive Information or raise security concerns. 
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