
PRIVACY IMPACT ASSESSMENT (PIA) 

000 Infonnation SysfemlElectronie Collection Name: 

Defense Check Reconciliation Module (DCRM) 

000 Component Name: 

Defense Finance and Accounting Service 

SECTION 1: IS A PIA REQUIRED? 

a. Will this Department of Defense (0 00) information system or electronic collection of 
infonnatlon (referred to as "electronic collection" for the purpose of this form) collect, 
maintain, use, andlor disseminate personally Identifiable information (PII) about members of 
the public, Federal personnel, contractors or1orel90 nationals employed at U.S. military 
facilities internationally? Choose one option from the cho ices below. (Choose (3) for foreign 
nationals). 

o (1) Yes, from members of the general public. 

[81 (2) Yes, from Federal personnel " and/or Federal contractors. 

D (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors. 

o (4) No 

' "Federal personner are referred 10 in the DoD IT Portfolio Repository (OITPR) as ' Federal employees,' 

b. If "No," ensure that OrrPR or the authorttatlve database that updates OITPR is annotated 
for the reason(s) a PIA is not required. If the 000 Information system or electronic collection 
is not In DITP R, ensure that the reason(s) are recorded in appropriate documentation. 

c. If " Yes/ ' then a PIA is required. Proceed to Section 2. 
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SECTION 2: PIA SUMMARY INFORMATION 

a. Why ~ this PIA being created or updated? Choose one: 

o New 0 00 10toRnation System o New Electronic Collection 

I8l Existing DoD Intonnatlon System 0 Existing Electronic Collection 

o Significantly Modffied 000 Information System 

b. Is this 0 00 Information system regi stered In the DITPR or the 000 Secret Internet 
Protocol Router Network (SIPRNET) IT Registry? 

18I Yes, DITPR 

D Yes,SIPRNET 

o No 

Enter DITPR System IdentifICation Number 10837 

Enter SIPRNET Identifi~tion Number ~I ========~ 

c. Does this 000 information system have an IT investment Unique Project Identifier (UPI), 
required by section 53 of Office of Management and Budget (OMB) Circular A-11? 

l'8I Yes Enter UPI 1007.97.01.01.02.0570.00 

If unsure, consult the Component IT Budget Point of Contact to obtain the UP!. 

o No 

d. Does the 0 00 information system or electronic coUectlon have a Privacy Act System of 
Records Notice (SORN)? 

A Privacy Act SORN is requirlKl i f the information $)'$llIm or electronic collection contains information about U.S. 
citizens or lawful psnnanent U.S, residents thai is rctrkNed by name or other unique identifier. PIA and Privacy Act 
SORN information should be consistent. 

D Ves 

181 No 

Enter Privacy Act SORN Identifier 

DoD Component-assigned designator. not the Federal Regisler number Consult the Component 
Privacy Office for additional irWfmiltion or access 000 Privacy Ad SORNs at: 

hnp:Jlwww.delcnserlllk.mIVPrivacy/noticesl 

or 

Date of submission for approval to Defense Privacy Office 
Consult the Component Privacy Office for this date. 
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e. Does this 0 00 infonnation system or electronic collection have an OMS Contro l Number? 
Contact the Component Information Management Control Officer or OoD Clearance Officer for this 
information. This number indlcales OMS approval 10 collect data from 10 or more members of the public in a 
12-mooth period regardless of form Of formal 

D Yes 

Enter OMS Control Number 

Enter exp iration Date 

181 No 

f . Authority to collect inf ormation. A Federal law, Executive Order of the President (EO), or 
000 requirement must authorize the collection and maintenance of a system of records. 

<1> If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy 
Act SORN should be the same. 

(2) Cite the authority for this 000 infonnation system or electronic conectiorl to collect, use, 
maintain andlor disseminate PI !. (If multiple authorities are cited , provide all that apply.) 

(a) Whenever possible, cite the specific provision at the s18Me and/or EO that authorizes 
the operation of the system and the collection of PII. 

(b) If a specific statute and/or EO does not exist. determine if an Indirect statutory authority 
can be cited. An indirect authority may be dted if the authority requ ires the operation or 
admInistration of a program. the execution of which will require the coJlection and maintel'\ance 01 a 
system of records . 

(c) 000 Components can use their general statutory grants of authority (,internal 
housekeeping~) as the primary authority. The reqUirement, dIrective or Instruction implementing the 
statute within the 000 Component should be identified. 

5 U.S.c. 301, Departmental Regulations; Department of Defense Financial Management 
Regulal;on (DoDFMR) 7000.14-R, Vol. 5; 31 U.S.C. SecHons 3325, 3511 , 35 13; and E.O. 
9397(SSN). 

g. Summary of 0 00 information system or electronic collection. Answers to these questions 
should be conslstcnt w ith security guidelines for release of infonnatlon to the public. 

(1) Describe the purpose of this 000 information system or electronic collection and briefly 
describe the types of personal Information about individuals collected in the system. 
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DCRM is a check register th:1t records the issuanee of DoD maouaJ checks. DCRM consists of2 
sub-modules: 'Check Issue' (which contains NO PIll and 'Unavailable Check Cancellation' 
subsystem. 

DCRM Check Issue subsystem receives data from the DisbW'sing Offices via File Tr3tisfer. 
Incoming data is edited and balanced to meet Treasury's established criteria and thru dai ly file 
transfer. sent to Treasury's Cbeck Payment & Reconciliation (CP&R) system. The DCRM 
system, via notification from Treasury. will thea notify the Disbursing Offices of any check issue 
data that is accepted, missing, invalid or has not been reponed 10 Trcasury in a timely manner. 
Disbursing personnel can view their DSSN's check issue transm ittal data; however, the check 
issue data cannot be changed online. Check issue data supports the Disbursing OOicers 
Statement of Accountability (SF 121 9). 

The Unavailable Check Cancellation (UCC) subsystem is a centralized system for recording 
stops or check status inquiries (SFI I84) that are verified against the check issue ponic o of the 
system. Verification includes validating that the corresponding check issue data has been 
reported, and that the accounting month and year agree. lnput data into the uee is lhru manual 
input or data interface. 

Types of PII data found are SSN, Name, address, Account and Routing numbers. 

(2) Briefly describe the privacy risks associated with the PII collected and how these risks are 
addressed to safeguard privacy. 

The result of mishandling personal data may lead to lost, stolen or compromised pn which could 
be harmful to the individual in many ways (e.g., identity theft. damage to the individual's 
reputation and lor [mancial hardship). Such incidents could cast DFAS in an unfavorable light to 
the public. Hence, access is limited to persons authorized to service or to use the syst cm in 
perfomlance of their official duties (requires screening and approval for need to know). DFAS 
adheres to physical protections of PH as described in accordance with DFAS S200.1-R. lA 
policy (DFAS 840D.I -R) preseribes protcction requirements for sensitive data, to include PO, for 
all DF AS systems. Management responsibilities for protecting data are maintained in DF AS 
8500. I-R. 

h. With whom will the PI! be shared through data exchango, both within your 000 
Component and outside your Component (e.g., other 000 Components, Federal Agencies)? 
Indicate aU that apply. 

C8I Within the 000 Component Specify 

I PIT shared via on-line access fo r disbursing offices within OF As.1 
[8l OU,e r 000 Components . Specify 
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PH information is sbared with disbursing offices within the Air Force, field . Anny. Navy and 
Marines sites. 

C8l Other Federal Agencies . Specify 

I U.s. Treasury Department to provide information for checks to be canceled.' 

o State: and l ocal Agencies . Specify 

o Conliactor (enter name and describe the language in the contract that safeguards PII.) Specify 

D Other (e.g., commerdal provrcecs, colleges). Specify 

i. Do individuals have the opportunity to object to the collection of their PII? 

D Yes 181 No 

(1) If ·Yes: describe the method by which indivfdua ls can Object to the collection of PI!. 

o 
(2) If "No: state the reason why individuals cannot object. 

IOCRM does nol collect PU directly from the individual. 

j . Do individuals have the opportunity to consent to the specific uses of their PII? 

D Yes 181 No 

(1) If "Yes," describe the method by which individuals can give or withhold their consent. 

(2) If "No,· state the reason why individuals cannot give or withhold their consent. 
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DCRM doesn't initi ally collect Pll information. The check issued contains information with PIT, 
to process check cancell ati on pn is collected to match data with Treasury, 

k. What Infonnation is provided to an Individual when asked to provide PII data? Indicate all 
that apply. 

o Privacy Act Statement 

o Privacy Advisory 

o Other 

® None 

Describe each applicable fonnal 

IDCRM does not collect PI! directly from the individuaL I 

NOTE: 

Sections 1 and 2 above are to be posted to the Componenfs Web site. Posting of these 
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are 
in place to protect privacy. 

A Component can restrict the publication of Sections 1 andlor 2 if they conta in infonnatlon 
that would reveal sensitive information or raise security concerns, 
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