
 

 
 
 

 
         

 
  

 
 
 
 

 

Department of Defense Electronic Invoicing 


Wide Area Workflow – 

Group Administrator Training Guide
 

Prepared by: The Defense Finance and Accounting Service, eSolutions Office 

Document Version Date: 12 April 2011 


Document Version: 5.0 




 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Adding an Additional Role ......................................................................................................... 1
 
Changing from User ID to CAC ................................................................................................. 3
 
Description of User Navigation Menu ........................................................................................ 5
 
GAM Location Code Group History Search .............................................................................. 9
 
GAM Role Information............................................................................................................. 10
 
Group Information .................................................................................................................... 15
 
Group Lookup........................................................................................................................... 19
 
Location Codes ......................................................................................................................... 21
 
Reset Certificate........................................................................................................................ 24
 
Reset Password ......................................................................................................................... 26
 
Role Activation Report ............................................................................................................. 27
 
Role Activation ......................................................................................................................... 30
 
Role Deactivation...................................................................................................................... 35
 
User Information....................................................................................................................... 39
 

Table of Contents 




 

 

 

 

 

 

 

 

 
 

  

Adding an Additional Role 

Overview 	 All users have the option of requesting additional roles for their User ID.  Any 
role requested will need to be activated by the responsible Group Administrator. 

Procedure Follow the steps below to add roles to users in WAWF. 
Step Action 

1 After Logon, click on the User link at the top of the screen. 

2 Select the Add Role link under the Role Maintenance Header. 

3 Select the (Add) next to the Government User Roles. 

4 Select the appropriate Role from the drop-down menu, then select the 
Location Code Type, and add the Location Code/Ext that you wish to 
add to your user id. 

Click the Save button. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
5 Click the View/Add link to include attachments and/or comments. 

6 Enter the comments/attachments to justify the request for access. 

Click the Save button. 

7 Select the (View & Accept) link next to “BTA Information System User 
Agreement” 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
8 Review the User agreement and select the Accept button. 

9 Click the Submit button. 

10 View the success message. 

Changing from User ID to CAC 

Overview	 You can change your logon method between a User ID and a CAC.  This may be 
necessary if there is a need to log into WAWF with a User ID and password until 
a CAC can be obtained, or if the CAC certificates have expired and an interim 
User ID and password are necessary until the certificates can be reset. 
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Procedure Follow the steps below to change the login method in WAWF. 
Step Action 

1 After Logon, click on the User link at the top of the screen. 

2 Select the Change Logon Type link under Security Maintenance 

3 Select the Common Access Card radio button. Then click the submit 
button. 

4 Select the Certificate and then click the OK button. 

Continued on next page 
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 Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
5 Click Yes on the security box that appears. 

6 Enter your PIN then click the OK button. 

7 Note the successful update. 

Description of User Navigation Menu
 

User	 The first of the selection links is the User link which contains link for the 
profile, roles, and security. 

 Profile Maintenance – This link will take the user to a page where they can 
update their profile information, and can also edit their login information. 

	 Role Maintenance- A subheading under the User link that contains Add Role, 
and View/Edit Roles. 
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 Add Role – This link allows a user to request access to new roles/DoDAACs.  
After each request a Group Administrator will need to activate the user for 
the DoDAAC. 

 View/Edit Roles– By selecting this link the user will be directed to a page 
that lists all roles currently added to the user id (both active and inactive.)  
This screen also allows the user to view comments and attachments 
involving the role acquisition. 

 Security Maintenance – This subheading contains links that work with the 
login method and security backup for the user id. 

 Change Logon Type – This link allows the user to choose between logging 
on with a User ID/Password or a Common Access Card (CAC). 

 Change Password– Selecting this link will allow the user to create a new 
password for accessing their user role.  This link will not appear if the user 
accesses WAWF by using a CAC. 

 View/ Edit Security Questions – This link will direct the user to the security 
questions page where the user can review the Security Questions that they 
have chosen for their user id. If security questions have not been created, 
they can be added using this page.  The answers are obscured to prevent 
unwanted viewing/access. 

 Submit User Feedback – This link opens a new window where the user can 
send comments or suggestions to WAWF.  By selecting the Feedback info 
button on the bottom of the screen the user will be led to a page that 
provides email addresses or phone numbers for a wide array of issues and 
inquiries. 

 Group Administrator Lookup – Allow the user to research the GAM by 
Group Name, or  specific Location Code. 

Administration	 This link will only be displayed when the user has a Group 
Console	 Administrator access.  It opens a separate window that provides access for all 

the GAM functionalities. 

Government	 Below these links is the specific WAWF role submenu, displaying the roles you 
have registered for. It provides access to all the document actions you can 
perform in WAWF. 

Property This link will direct the user to the documents/roles within WAWF 
Transfer that handle property. 

Documentation 	 This link will direct the user to the documents related to the workings of 
WAWF. 

 Software User’s Manual – This link will open a new webpage that will 
contain the software user’s manual for WAWF 5.0.0.  This manual contains 
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all the information regarding Wide AREA Workflow including the Known 
Issues and recent updates made in WAWF for the 5.0.0 release.  If 
attempting to save the SUM, the file is 33.5 MB and may take some time to 
fully save. Also printing should only be done with specific sections because 
the document is 920 pages long. 

 Software User’s Manual for Special Users – The special users in Wide Area 
Workflow are the Group Administrator (GAM), Help Desk Administrator 
(HAM), and System Administrator (SAM), the PMO, and the Auditor. This 
guide provides the available actions for all of the special groups above.  
Each of the role responsibilities are identified on the Administration 
Overview page within the guide. 

 Software User’s Manual for GAMs – The software user’s guide for GAMs 
provides details and descriptions of the responsibilities of the Group 
Administrator role.  It provides screenshots and notes on all of the possible 
functions that a Group Administrator can perform within the WAWF 
Administration Console.  Just like the Administration Console this link will 
only appear when the user is assigned as a Group Administrator. 

 FTP– This link will display different guides that provide procedures that can 
be used by a Vendor to submit documents via File Transfer Protocol (FTP)  

 EDI Guides– This link will display different guides that provide procedures 
that can be used by a Vendor to submit documents via Electronic Document 
Interface (EDI). 

 Attachments in EDI – This link provides access to a document that identifies 
the steps required for including attachments with files staged using the 
Electronic Document Interface 

 Supporting Documents –This page contains certificates required as 
attachments on certain document types. 

Lookup	 This drop-down list contains links to many different pages that provide 
codes that may not be readily on hand for users trying to create documents 
in WAWF. 

 Active DoDAACs & Roles – This link will allow the user to check a 
DoDAAC within WAWF to see which roles currently have an active user. 
Any extensions currently set up with the DoDAAC will be included in the 
search results. 

 Active CAGEs & Roles - This link will allow the user to check a CAGE 
Code within WAWF to see which roles currently have an active user. Any 
extensions currently set up with the CAGE will be included in the search 
results. 

 Units of Measure Table – This link opens a new window that contains all of 
the codes for the unit of measure required on line items, and the description 
of each code. 
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 Foreign Currency Code Table – By selecting this link the user will be taken 
to a new page that displays all of the currency codes used in WAWF.  The 
list is in alphabetical order by currency code with the Country Name 
following in the second column. 

 DCMA Admin DoDAACs – This link will open a new window where the 
user can search for DCMA DoDAACs by specific city.  If the city is 
unknown leave the city field blank and click the submit button to create a 
list containing all of the DCMA DoDAACs. 

 Pay DoDAACs – This link works the same as the DCMA Admin DoDAAC 
link in which the user is given the option to search for specific Pay Offices 
by city. If the city is not know leave the field blank to populate a full listing 
of the Pay DoDAACs within WAWF. 

 Misc. Pay Types – This link will direct the user to the listing of Misc. Pay 
abbreviations used within WAWF.  The list is in alphabetical order based on 
the Misc. Pay abbreviations with the descriptions in the second row.  There 
are also a couple of Misc. Pay abbreviations that are One Pay specific.  They 
are listed in a separate section below the other abbreviations. 

 Misc. Pay Guidebook – This link allow the user to save or open a word 
document providing information on various aspects of the Miscellaneous 
Payment Voucher. It includes all of the Miscellaneous Payment Categories 
including templates that provide more detail on the use of each. 

 Direct Bill Authority Look Up – This link will open a new window where 
the user can check a CAGE Code to determine if it is available for direct 
billing. 

 Line Haul Modes Table – This link will open a new window that displays a 
table of the Line Haul Modes and their X12 conversions. 

 Find DCAA DoDAAC in Audit Office Locator – This is a link to the 
DCAA homepage. 

 Pay Status – This is a link to the myInvoice website. 

Log Out	 Selecting this link will log the user out of WAWF successfully ending 
their session.  The user will then be returned to the WAWF home page. 
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GAM Location Code Group History Search 

Procedure 	 Follow the steps below to review the use the location code group history search 
functionality. 

Step Action 
1 After Logon, click on the Administration Console link at the top of the 

screen. 

2 Select the Group link at the top of the screen. 

3 Select the Location Code Groups History Search link. 

4 Fill in any of the search criteria fields and select the Filter link 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
5 Review the Search Results, and repeat for any additional Location Codes. 

6 Once all required searches have been run, click the Exit link to close the 
Administration Console. 

GAM Role Information 

Overview 	 While individual users have the option of requesting additional roles for their 
User ID, the Group Administrator must take the final action by granting them 
access to each of the additional roles. This also places the responsibility on the 
GAM to verify that each user has a need to access the requested locations. 

Procedure Follow the steps below to activate a User in WAWF. 
Step Action 

1 After Logon, click on the Administration Console link at the top of the 
screen. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
2 Select the Role link at the top of the screen. 

3 Select the Role Information link. 

4 Enter at least one field to run the search then click the submit link.  
Adding multiple fields will limit the results displayed. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
5 On the search results screen, select the Add link. 

6 Select the Role to be added and click the Next link. 

7 Enter the Location Code (and extension if necessary) and click the Next 
link. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
8 Add any comments and attachments, then click the Submit button 

9 Select the View link to display the comments and attachments that were 
added to a specific role. 

10 Review any comments and attachments that were added to the selected 
role then click the Return link 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
11 Once all new roles have been added and any necessary research has been 

completed click the Return button. 

Note: Any newly added roles will need to be activated before they will 
appear for the User. To perform these activation please see the Role 
Activation training. 

12 Enter New Search Criteria to view another set of results or select the 
Return link to go back to the main role menu. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
13 Select the Exit link on the top menu. 

Note: The top menu is visible at all times, a user does not need to return to 
the base menu to exit out of the Administration Console. 

Group Information 

Overview 	 The Group Information link provides an overview of individual groups within 
WAWF. By selecting a group the GAM can view the users, both current and 
archived; the location codes associated with the Group Name, and in some cases 
even move a group. 

Procedure Follow the steps below to review the Group Information capabilities of a GAM. 
Step Action 

1 After Logon, click on the Administration Console link at the top of the 
screen. 

2 Select the Group link at the top of the screen. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
3 Select the Group Information link. 

4 If your GAM role supports DoDAACs from multiple groups, it may be 
necessary to choose this group you wish to view.  Select the Group from 
the drop-down menu, and then click the Select link. 

5 The user is currently at the top level group, if subgroups are available they 
can be selected to change the location that is being viewed. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
6 The user can view the Current users, Archived Users, and Location 

Codes for each group level. Only at the lowest level will the user be able 
to select the Move Group option. 

7 Current Users: The current users link will display the user information 
for each user that can access this particular group.  

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
8 Archived Users: This link will show a listing of all users that have access 

to this location but have been made inactive.  Users can be archived if 
they continually fail to logon to WAWF, or if they have been made 
inactive in all of their roles. 

9 Location Code: The location code link displays the DoDAAC(s) that are 
identified with the selected group/subgroup combination. 

10 Move Group: This is used to move an entire group and make it a 
subgroup to a different group. Only the bottom level groups can be 
moved, if not currently viewing the lowest level then the Move Group 
link will not appear. To move a group the user will need to enter a 
DoDAAC or Group Name to designate where the group will move to. 

Continued on next page 

18 



 

 

 

 

 

 

 

 

Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
11 Once the Group Name or DoDAAC have been entered WAWF will 

display the current group path with the new group destination. There will 
also be a warning message identifying the group that is being moved, and 
what it will be a subgroup of. 

12 Upon completion of the Group Information click the Exit link to close the 
Administration Console. 

Group Lookup 

Overview 	 The Group Lookup link allows a Group Administrator to search on a specific 
DoDAAC and identify what group the DoDAAC has been identified under. The 
search also identifies the Group Administrators that are registered under the 
DoDAAC. 
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Procedure Follow the steps below to lookup group data for a specific DoDAAC. 
Step Action 

1 After Logon, click on the Administration Console link at the top of the 
screen. 

2 Select the Group link at the top of the screen. 

3 Select the Group Lookup link. 

4 Enter the DoDAAC in the Search Value field. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
5 WAWF displays the group name, and group administrators for the entered 

DoDAAC. Select the Return link to view another location code, or select 
the Exit link to close the administration console. 

Location Codes 

Overview 	 The GAM can review the location codes belonging to specific groups by using the 
Administration Console.  This functionality allows a GAM to select a group name 
which populates a listing of all location codes that can be found under the selected 
group. Any extensions associated with a location code can also be viewed within 
this link. Additionally, the GAM can also view and edit the email addresses 
associated with these locations codes. 

Procedure Follow the steps below to work through the Location Code capabilities. 
Step Action 

1 After Logon, click on the Administration Console link at the top of the 
screen. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
2 Select the Location link at the top of the screen. 

3 Select a Location Code from the drop-down menu. Then click the 
Submit button. 

4 On the search results screen the GAM can View the Location Information 
(Step 5), Edit the email addresses (Step 6), and view any extensions to the 
location code (Step 7). 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
5 By selecting the View link the GAM can see what email addresses are set-

up to received messages from WAWF when that Location code is used. 

6 The edit link, which can be selected by the search results screen and the 
view screen, allows the GAM to add, remove, or edit the email addresses 
for the location and identify what type of email messages that address will 
receive. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
7 By selecting the extensions link, a page will display a listing of the 

extensions that have been added under that code.  The GAM can view and 
edit email addresses for extensions the same way as for a location code. 

Reset Certificate 

Overview 	 There are some cases where a user will need to have their certificate reset.  This 
may occur if the user needed to acquire a new CAC card, or if their certificates 
have expired. In this event the user can get their GAM to reset their certificate. 

Procedure Follow the steps below to reset a user’s certificate in WAWF. 
Step Action 

1 After Logon, click on the Administration Console link at the top of the 
screen. 

2 Select the User link at the top of the screen. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
3 Select the Reset Certificate link. 

4 Enter the User ID that needs the certificate reset. Then click the Submit 
link. 

5 The information for the user id appears, upon verifying that this data 
matches the user request select the submit link. 

6 A success message will appear under the Submit link. Click the Return 
link to go back to the Administration Console then click the Exit link. 
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Reset Password 

Overview 	 WAWF has a number of methods in which a user can reset their password without 
needing a GAM to take any action.  There is a password reset option on the 
WAWF main page, they can reset their own password from within their login, and 
if their password has expired WAWF will allow the password to be changed 
provided the user correctly answers the security questions. As it is there may still 
be some cases where the user is unable to reset their own password and will 
require their GAM to step in and take action. . 

Procedure Follow the steps below to reset a User’s Password in WAWF. 
Step Action 

1 After Logon, click on the Administration Console link at the top of the 
screen. 

2 Click the User link at the top of the screen. 

3 Click the Reset Password link 

4 Enter the User ID, and then click the Submit link. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
5 Confirm that the information matches the user requesting the password 

reset. Then click the Submit link. 

6 The one time password provided will need to be emailed to the user to 
inform them of their new temporary password so they can once again 
access WAWF. 

Role Activation Report 

Overview 	 This option permits the GAM to view role activation reports providing 
information on when accounts were last activated, and comments or attachments 
that have been added to specific roles.  Filtered results provide the GAM with 
access to User ID history, roles and comments. 

Procedure Follow the steps below to view the activation report for a User in WAWF. 
Step Action 

1 After Logon, click on the Administration Console link at the top of the 
screen. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
2 Select the Role link at the top of the screen. 

3 Select the Role Activation Report link. 

4 Select the Group Name from the drop-down list and select a series of 
activation/deactivation dates. (The User Id, First Name, and Last name 
fields are optional. Also the date fields will prepopulate to the past 30 
days.) Once completed select the Submit link. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
5 On the results screen, select the History link to display when this 

particular account was last activated. 

6 Review the information provided, and then click the Return link. 

7 Select the Roles link to obtain a list of all roles this user has signed up for, 
including both active and inactive roles. 

Continued on next page 

29 



 

 

 

  

 

 

 

 

 

 
 

 

 
 

  

Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
8 All roles are displayed in groups of ten and can be sorted 

alphanumerically on any of the columns by selecting the header title.  
Comments and attachments can be viewed by selecting the View link.  
Once you have completed your research select the Return link to go back 
to the report or the Exit link to leave the Administration Console. 

Role Activation 

Overview 	 While individual users have the option of requesting additional roles for their 
User ID, the Group Administrator must take the final action by granting them 
access to each of the additional roles. This also places the responsibility on the 
GAM to verify that each user has a need to access the requested locations. 

Procedure Follow the steps below to activate a User in WAWF. 
Step Action 

1 After Logon, click on the Administration Console link at the top of the 
screen. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
2 Select the Role link at the top of the screen. 

3 Select the Role Activation link. 

4 Enter at least one field to run the search then click the submit link.  
Adding multiple fields will limit the results displayed. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
5 On the search results screen, select the Edit link. 

6 Enter any necessary comments in the Comments box. (Note: System 
Notes may also be present here.) Then select the Add Comments link. 

7 Attachments can also be added within the Edit screen.  To add an 
attachment click the Browse… button. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
8 Select the Attachment that you wish to include with the activation of this 

role. Then click the Open button. 

9 Select the Add Attachment link. 

10 Once all comments and attachments have been added click the Return 
link to take additional actions on the search results screen. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
11 Once you have returned to the search results screen, select the drop-down 

menu located under the actions field. 

12 Select the Change Status item. (If all roles are to be activated the user 
can select the Change all Status found next to the comments box.) 

13 Enter any necessary comments, and then click the Submit link. 

14 Notice the Role is now registered as active (There is now a Y under the 
Active Header).  Select the Return link to continue activating roles or 
select the Exit link to close the Administration Console. 
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Role Deactivation 

Overview 	 The GAM is responsible for deactivating user roles when they no longer have a 
need for them. This may occur when a user leaves the organization, if they switch 
locations within the same organization or when they move away from working 
within WAWF. 

Procedure Follow the steps below to activate a User in WAWF. 
Step Action 

1 After Logon, click on the Administration Console link at the top of the 
screen. 

2 Select the Role link at the top of the screen. 

3 Select the Role Activation link. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
4 Enter at least one field to run the search then click the submit link.  

Adding multiple fields will limit the results displayed. 

5 On the search results screen, select the Edit link. 

6 Enter any necessary comments in the Comments box. (Note: System 
Notes may also be present here.) Then select the Add Comments link. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
7 Attachments can also be added within the Edit screen.  To add an 

attachment click the Browse… button. 

8 Select the Attachment that you wish to include with the activation of this 
role. Then click the Open button. 

9 Select the Add Attachment link. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
10 Once all comments and attachments have been added click the Return 

link to take additional actions on the search results screen. 

11 Once you have returned to the search results screen, select the drop-down 
menu located under the actions field. 

12 Enter any necessary comments, and then click the Submit link. 

13 Notice the Role is now registered as inactive (There is now an N under the 
Active Header).  Select the Return link to continue activating roles or 
select the Exit link to close the Administration Console. 
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User Information 

Overview 	 The Administration Console provides a method for a GAM to make changes to a 
user’s information within WAWF.    The GAM can edit the User’s name, phone 
number, email address, and job information, but is not allowed to change the User 
ID or the Security Question Information. 

Procedure Follow the steps below to edit a User’s information in WAWF. 
Step Action 

1 After Logon, click on the Administration Console link at the top of the 
screen. 

2 Select the User link at the top of the screen. 

3 Select the User Information link. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
4 Enter at least one field to run the search then click the submit link.  

Adding multiple fields will limit the results displayed. 

5 Select the View link to see the information provided for the specified user. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 

Step Action 
6 Review the user information displayed on the screen.  Click the Return 

button to go back to the search criteria results screen. 

7 Under the Actions header select the Edit link of the appropriate User. 

Continued on next page 
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Procedure The steps below are continued from the previous page. 
(continued) 
Step Action 

8 The information for the User ID appears; make any necessary changes to 
the User Information. Once finished select the submit link. 

9 A success message will appear under the Submit link. Select the Return 
link to go back to the search criteria results screen. 

10 Select the Roles link to go to the role information screen (this is identified 
in the role information guide). 
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