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Adding an Additional Role

Overview All users have the option of requesting additional roles for their User ID. Any
role requested will need to be activated by the responsible Group Administrator.

Procedure  Follow the steps below to add roles to users in WAWF.
Step Action
1 After Logon, click on the User link at the top of the screen.

Wide Area Workflow 5.0.0

User  Administration Console  Government  Property Transfer  Documentation Lookup  Logout

2 Select the Add Role link under the Role Maintenance Header.

User

Profile Maintenance
Role Maintenance
Add Roles
View | Edit Roles
Security Maintenance
Change Logon Type
Change Password
View | Edit Security Questions
Submit User Feedback

Group Administrator Lookup
3 Select the (Add) next to the Government User Roles.

Role Maintenance - Add Role

Government User Roles * (Add)
Administrative User Roles * (Add)

BTA Information System User Agreement * (View & Accept)
4 Select the appropriate Role from the drop-down menu, then select the
Location Code Type, and add the Location Code/Ext that you wish to

add to your user id.
Role Maintenance - Add Government Role

Role *
Acceptor w |

Location Code Type *
'DoDAAC v |

Location Code * Extension

SPMTH1 [ ]

Click the Save button.

[ Save l [ Cancel ] [ Help I

Continued on next page



Procedure  The steps below are continued from the previous page.
(continued)
Step Action
5 Click the View/Add link to include attachments and/or comments.

Role Maintenance - Add Role

Government User Roles * (Add)
Role Group Location Code i C C Actions
Acceptor GOVERMNMENT SPMTMA N N View ! Add Deleta

Administrative User Roles * (Add)

BTA Information System User Agreement * (View & Accept)

6 Enter the comments/attachments to justify the request for access.

Role Maintenance - Edit Government Role

Role *
_Acce ptar

Location Code Type *
1

Location Code *  Extension
|sPu7M1 |

Comments
kaascn for needing access.

Attachments

| e )
Attachment Name Date Actions
Sample_Attachment.doc 201011019 0759 MST Delete View

Click the Save button.

[ Save ] [ Cancel ] [ Help I
7 Select the (View & Accept) link next to “BTA Information System User
Agreement”

Role Maintenance - Add Role

Government User Roles ™ (Add)
Rolz Group Location Code Extension Comments Comm: s Actions
Aoceptar GOVERMMENT SPNTIA Y A WView | Add Delete

Administrative User Roles ™ [Add)

BTA Information System User Agreement ™ (View & fccept)

Continued on next page



Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

8

Review the User agreement and select the Accept button.

Role Maintenance - View & Accept BTA Information System User Agreement

STANDARD MANDATORY NOTICE AND CONSENT PROVISION FOR ALL DOD INFORMATION SYSTEM USER AGREEMENTS

By signing [or clicking-through] his document. you admontedge and consent that when you access Department of Defense (DoD) information systems

You are accessing a US. Government (USG) information system (IS) (which includes any device altached 10 this information system) that is previded for U S, Government
authorized use only

You consent to the following condifions:
The U.S. Government routinely intercepts and monitors communicalons on this information system for purposes including, but not limited to, panetration lesting

communicabions securty (COMSEC) moniionng. network operations and defense. personnel miscondudt (PM). law enforcement (LE). and counter-intelligence (C1)
meshyatons

AL any bme, the U.S. Govemnment may inspedt and seze data stored on This information system

Communicaions using. or data stored on. this informaticn System are not private, are subject 1o routine monitoring. interception, and search, and may be disclosed or
used for any U.S. Govemnment-authorioed purpose.

This information system incudes Secunty measures (&.g. aulhenticalion and acCess CONrols) 1o protect U.S. Government interests--not for your personal beneft o privacy
NotwERStanding e above. USING 3n INFHMABON SySiem COES Nt Consitute CONSENt 10 personnel misconduck, Law enforcement of countenntelligence imestigative
searching or monitoring of e content of privileged communicaions of data (including work produdt) Mat are related to personal repres entation of senices by allomeys.
pSychotherapists, of clergy, 3nd their assistants. Under 1ese Crrumstances. Such communicaions and work product are private and confidential, 3s further explained
below

Mothing in e User Agreement shall be interpreted 1o lmi he users consent 1o, of in any ofher way restrict or affect. any U. S. Govemment actions for purposes of
network administralion, operaion. proleciion, of defense, of for communicabions security. This incledes all communications and data on an information system,
regardiess of any apphcabie priviege or confidentiality

The user consents 10 intercepBon/Capture and seure of ALL communications and data for any authorized purpose (including personnel misconduct, law enforcement, of
countenntellioencs mesbaabon] However Consent 10 nberceobon/'cactune of SeCure of communicalions and data i1s not consent 10 the use of orvleoed

Gt ] Corovews ] (o ]

Click the Submit button.

Role Maintenance - Add Role

Government User Roles * (Add)
Role Group Location Code Ci C Actions
Acceptor GOVERNMENT SPM7M1 Y Y View ! Add Delete

Administrative User Roles * (Add)

BTA Information System User Agreement * (View)

Submit | Help I

10

View the success message.

Role Maintenance - Add Roles

You have successfully added roles to your user

Chang

ing from User ID to CAC

Overview

You can change your logon method between a User ID and a CAC. This may be
necessary if there is a need to log into WAWF with a User ID and password until
a CAC can be obtained, or if the CAC certificates have expired and an interim

User ID and password are necessary until the certificates can be reset.




Procedure  Follow the steps below to change the login method in WAWF.
Step Action
1 After Logon, click on the User link at the top of the screen.

Wide Area Workflow 5.0.0

User  Administration Console  Government  Property Transfer  Documentation Lookup  Logout

2 Select the Change Logon Type link under Security Maintenance

User

Profile Maintenance
Role Maintenance
Add Roles
View | Edit Roles
Security Maintenance
Change Logon Type
Change Password
View | Edit Security Questions
Submit User Feedback
Group Administrator Lookup

3 Select the Common Access Card radio button. Then click the submit
button.

Security Maintenance - Change Logon Type

How will you be accessing WAWF? =
& Common Access Card
0 Software Certificate

[ submit | [ Heip |

4 Select the Certificate and then click the OK button.

Select Certificate

Select the certificate you wank to use,

Issuedto | Issuedby  Intende... | Friendhy... Expirati...  Location
E2WWoLF,,, DODEM... SmartC... Mome 7115/2013 Mok avail...
Elwolr... pobca.. <l Mane 7/15/2015 Mot avail...

| >

s

Ok H Cancel ” Wiews Certificate ]

Continued on next page



Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

5

Click Yes on the security box that appears.

Security Alert E

Thiz ‘Web site needs to create a digital zignature uzing your private key.

WAARMNIMG: Allowing an untrusted 'web site bo uze your private key iz a securnity nzk.
The ‘Web zite could uze pour private key to compromize protected data or azsume
your identity,

Do you want thiz Web site bo create the signature now'’?

[~ Do not show this dialog box again.

IF you select thiz check box, any Web pages within thiz zite will be able to create
digital signatures without prompting pou again. Howewver, you will be prompted
again when pou visit another Web zite.

Enter your PIN then click the OK button.

hctivClient Login

Actividentity

ActivClient

Plzase enter your PIM.

FIN

oK | Cancel

Note the successful update.

Security Maintenance - Change Logon Type

Your Logon Type has been updated successfully.

Description of User Navigation Menu

User

The first of the selection links is the User link which contains link for the
profile, roles, and security.

¢ Profile Maintenance — This link will take the user to a page where they can
update their profile information, and can also edit their login information.

¢ Role Maintenance- A subheading under the User link that contains Add Role,
and View/Edit Roles.

5



[ ]
Administration

Console

Government

Property
Transfer

Documentation

Add Role — This link allows a user to request access to new roles/DoDAACS.
After each request a Group Administrator will need to activate the user for
the DoDAAC.

View/Edit Roles— By selecting this link the user will be directed to a page
that lists all roles currently added to the user id (both active and inactive.)
This screen also allows the user to view comments and attachments
involving the role acquisition.

Security Maintenance — This subheading contains links that work with the
login method and security backup for the user id.

Change Logon Type — This link allows the user to choose between logging
on with a User ID/Password or a Common Access Card (CAC).

Change Password- Selecting this link will allow the user to create a new
password for accessing their user role. This link will not appear if the user
accesses WAWF by using a CAC.

View/ Edit Security Questions — This link will direct the user to the security
questions page where the user can review the Security Questions that they
have chosen for their user id. If security questions have not been created,
they can be added using this page. The answers are obscured to prevent
unwanted viewing/access.

Submit User Feedback — This link opens a new window where the user can
send comments or suggestions to WAWF. By selecting the Feedback info
button on the bottom of the screen the user will be led to a page that
provides email addresses or phone numbers for a wide array of issues and
inquiries.

Group Administrator Lookup — Allow the user to research the GAM by
Group Name, or specific Location Code.

This link will only be displayed when the user has a Group

Administrator access. It opens a separate window that provides access for all

the GAM functionalities.

Below these links is the specific WAWF role submenu, displaying the roles you
have registered for. It provides access to all the document actions you can
perform in WAWF.

This link will direct the user to the documents/roles within WAWF
that handle property.

This link will direct the user to the documents related to the workings of
WAWE.

Software User’s Manual — This link will open a new webpage that will
contain the software user’s manual for WAWEF 5.0.0. This manual contains

6



all the information regarding Wide AREA Workflow including the Known
Issues and recent updates made in WAWF for the 5.0.0 release. If
attempting to save the SUM, the file is 33.5 MB and may take some time to
fully save. Also printing should only be done with specific sections because
the document is 920 pages long.

e Software User’s Manual for Special Users — The special users in Wide Area
Workflow are the Group Administrator (GAM), Help Desk Administrator
(HAM), and System Administrator (SAM), the PMO, and the Auditor. This
guide provides the available actions for all of the special groups above.

Each of the role responsibilities are identified on the Administration
Overview page within the guide.

e Software User’s Manual for GAMs — The software user’s guide for GAMs
provides details and descriptions of the responsibilities of the Group
Administrator role. It provides screenshots and notes on all of the possible
functions that a Group Administrator can perform within the WAWF
Administration Console. Just like the Administration Console this link will
only appear when the user is assigned as a Group Administrator.

e FTP- This link will display different guides that provide procedures that can
be used by a VVendor to submit documents via File Transfer Protocol (FTP)

e EDI Guides— This link will display different guides that provide procedures
that can be used by a Vendor to submit documents via Electronic Document
Interface (EDI).

e Attachments in EDI — This link provides access to a document that identifies
the steps required for including attachments with files staged using the
Electronic Document Interface

e Supporting Documents —This page contains certificates required as
attachments on certain document types.

Lookup This drop-down list contains links to many different pages that provide
codes that may not be readily on hand for users trying to create documents
in WAWF.

e Active DODAACs & Roles — This link will allow the user to check a
DoDAAC within WAWF to see which roles currently have an active user.
Any extensions currently set up with the DoDAAC will be included in the
search results.

e Active CAGEs & Roles - This link will allow the user to check a CAGE
Code within WAWF to see which roles currently have an active user. Any
extensions currently set up with the CAGE will be included in the search
results.

e Units of Measure Table — This link opens a new window that contains all of
the codes for the unit of measure required on line items, and the description
of each code.



Log Out

Foreign Currency Code Table — By selecting this link the user will be taken
to a new page that displays all of the currency codes used in WAWF. The
list is in alphabetical order by currency code with the Country Name
following in the second column.

DCMA Admin DoDAACSs - This link will open a new window where the
user can search for DCMA DoDAACSs by specific city. If the city is
unknown leave the city field blank and click the submit button to create a
list containing all of the DCMA DoDAACS.

Pay DoDAACs — This link works the same as the DCMA Admin DoDAAC
link in which the user is given the option to search for specific Pay Offices
by city. If the city is not know leave the field blank to populate a full listing
of the Pay DoDAACSs within WAWF.

Misc. Pay Types — This link will direct the user to the listing of Misc. Pay
abbreviations used within WAWEF. The list is in alphabetical order based on
the Misc. Pay abbreviations with the descriptions in the second row. There
are also a couple of Misc. Pay abbreviations that are One Pay specific. They
are listed in a separate section below the other abbreviations.

Misc. Pay Guidebook — This link allow the user to save or open a word
document providing information on various aspects of the Miscellaneous
Payment VVoucher. It includes all of the Miscellaneous Payment Categories
including templates that provide more detail on the use of each.

Direct Bill Authority Look Up — This link will open a new window where
the user can check a CAGE Code to determine if it is available for direct
billing.

Line Haul Modes Table — This link will open a new window that displays a
table of the Line Haul Modes and their X12 conversions.

Find DCAA DoDAAC in Audit Office Locator — This is a link to the
DCAA homepage.

Pay Status — This is a link to the mylnvoice website.

Selecting this link will log the user out of WAWF successfully ending
their session. The user will then be returned to the WAWF home page.




GAM Location Code Group History Search

Procedure  Follow the steps below to review the use the location code group history search
functionality.
Step Action
1 After Logon, click on the Administration Console link at the top of the

screen.

Wide Area Workflow 5.0.0

User  Administration Console = Government  Property Transfer  Documentation Lookup  Logout

Select the Group link at the top of the screen.

| Group | User | Role | Location | Exit

WAWF Administration Console

Geroup group structure

User profile data

Loeation date

Administration Console for Group Administrators

Admnister groups and subgroups by moving groups in the group structure and adding and moving locations m the

Adinister users by editing user profiles, resetting user passwords, resetting user certificates and viewing user

Role Administer roles by activating user roles, deactivating user roles, archiving uset roles, adding user roles, viewing
user role data and viewing role activation reports

Adrminister locations by editing locations, adding exttensions, editing extensions and viewing location and extension

Close the admimstration console win dow

_Group | User | Role | Location | Exit

Exit
Select the Location Code Groups History Search link.

Group Administration

» Group Information
s Group Looky

o Location Code Groups History Search

Fill in any of the search criteria fields and select the Filter link

Location Code Groups History Search

Location Code

Location Type Code

|equa|t0 V| | | | v
User ID Action Code
[oqual t v | [ ]

Group Name

| starts with v| |DFas |
Update Date

Start End

[YYYY/MM/DD |3 [YYYY/MMDD

Please enter search criteria and press filter.

Filter Reset

Continued on next page



Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

5

Review the Search Results, and repeat for any additional Location Codes.

Please enter search criteria and press filter.

Filter Reset

Item Location Code Location Type Code Group Name Parent Group Name Group Level Update Date User ID Action Code
1 9382 GROUP ADMINISTRATOR DFASPURCHASE 2

10 % |Resize

1 items found, displaving 1 - 1.

Once all required searches have been run, click the Exit link to close the
Administration Console.

| Group | User | Role | Location | Exit

Location Code Groups History Search

Location Code Location Type Code

equal to hd hd
User ID Action Code
equal to \d w

Group Name

starts with | |DFAS
Update Date
Start End
YYYY/MM/DD & [YYYYMM/DD gz |

Please enter search criteria and press filter.

Filter Reset

GAM Role Information

Overview  While individual users have the option of requesting additional roles for their

User ID, the Group Administrator must take the final action by granting them
access to each of the additional roles. This also places the responsibility on the
GAM to verify that each user has a need to access the requested locations.

Procedure  Follow the steps below to activate a User in WAWF.

Step

Action

1

After Logon, click on the Administration Console link at the top of the
screen.

Wide Area Workflow 5.0.0

User  Administration Console  Government  Property Transfer  Documentation

Lookup  Logout

Continued on next page
10



Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

2

Select the Role link at the top of the screen.

WAWTF Administration Console

Administration Console for Group Administrators

Administer groups and subgroups by moving groups in the group structure and adding and moving locations in the

Lanip group structure
User Administer users by editing user profiles, resetting user passwords, resetting user certificates and viswing user
profile data
Role Administer roles by activating user roles, deactivating user roles, archiving user roles, adding user roles, viewing
user role data and viewing role activation reports
. Administer locations by editing locations, adding extensions, editing extensions and wiewing location and extension
Location data
Exit Cloge the administration congole window

Select the Role Information link.

Role Administration

+ Role Information
+ ERole Activation
+ Fole Activation Feport

Enter at least one field to run the search then click the submit link.
Adding multiple fields will limit the results displayed.

Group | User | Role | Location | Exit

Role Information

Search For
Current Roles v

Userld (case sensitive)

equal to « |DFASgovt
First Name

equal to A
Last Name

equal to b
Group Name

Location Code

equal to A
Extension
equal to hd
Role
v
Email
equal to b

Active Status

v

Search for role information. Data must be entered in at least one search field. Enter search data then click the "Submit’ link.

Submit Return Reset

Continued on next page

11



Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

5

On the search results screen, select the Add link.

Role Information

Roles Found: 61 Role Status: CURRENT

Ttem Userld ﬁ Il\}in:[le Role Group Name % Extension Registered Active Comment Attach Actions
1 DFASgovt Nate  Wolfram  Acceptor GOVERNMENT ~SPMTM1 20101019 N Y Y Add| View
2 DFASgovt Nate  Wolfram Pay Official ~ GOVERNMENT M67443 200906/16 Y N N Add| View
3 DFASgovt Nate  Wolfram  Pay Official ~ GOVERNMENT N68732 20080703 Y N N Add|View
4 DFASgovt Nate Wolfram ff;“ocffial GOVERNMENT HQ0347 20001216 Y N N Add|View
5 DFASgovt Nate  Wolfram Pay Official ~ GOVERNMENT HQO0347 20080703 Y N N Add | View
6 DFASgovt Nate  Wolfram Pay Official ~ GOVERNMENT F03000 Y N N Add|View
7 DFASgovt Nate  Wolfram Pay Official ~ GOVERNMENT HQO352 20100812 Y N N Add|View
8 DFASgovt Nate  Wolffam Pay Official ~ GOVERNMENT HQO349 20100812 Y N N Add|View
9 DFASgovt Nate ~ Wolfram Pay Official ~ GOVERNMENT HQO303 20100310 Y N N Add| View
10  DFASgovt Nate  Wolfram Pay Officiall ~ GOVERNMENT HQO301 20100315 Y N N Add| View
10 |¥ Resize

61 items found, displaving 1 - 10.

Select the Role to be added and click the Next link.
Role Information - Add

UserId*

Role*

Acceptor View Only hd

*Asterisk indicates required field.

Select a role and click 'Next' to continue or click 'Return’ to cancel and return to the previous page.

Next Return

Enter the Location Code (and extension if necessary) and click the Next
link.

Group | User | Role | Location | Exit

Role Information - Add

UserId*

Role*

Registration Method*
Register by DoDAAC +
Location*

HQ0015|

Extension

*Asterisk indicates required field.

Enter the DoDAAC/MAPAC information then click "Next' to continue or click 'Return’ to cancel and return to the previous page.

Next Return

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step Action

8 Add any comments and attachments, then click the Submit button

Role Information - Add

UserId*

Role*

Registration Method*
Location™

Extension

Comments

Attachments

(Browse.. | Add

*Asterisk indicates required field.

Submit Return

Enter the comment and attachment information then click 'Submit’ to add the role or click 'Return’ to cancel and return to the previous page.

9 Select the View link to display the comments and attachments that were

added to a specific role.

Role Information

Roles Found: 61 Role Status: CURRENT

Item Userld %& ﬁe Role Group Name ﬁ Extension Registered Active Comment Attach Actions
| DFASgovt Nate  Wolfram Acceptor GOVERNMENT SPM7MI 20100019 N Add | View
2 DFASgovt Nate  Wolftam Pay Officil  GOVERNMENT M67443 200906116 Y N N Add|View
3 DFASgovt Naw  Wolfram Pay Offiidl  GOVERNMENT N68732 20080703 Y N N Add| View
4 DFASgovt Nate  Wolfom 12 Ol GovERNMVENT HQO3T 20001216 ¥ N N Add|View
S DFASgovt Nate  Wolftam Pay Officil  GOVERNMENT HQU347 20080703 Y N N Add| View
6  DFASgovt Nate  Wolfiam Pay Offiil  GOVERNMENT F03000 Y N N Add| View
7  DFASgovt Nate  Wolfiam Pay Offiil  GOVERNMENT HQD352 20100812 Y N N Add| View
§  DFASgovt Nate  Wolfram Pay Officil  GOVERNMENT HQU3M9 0000812 Y N N Add| View
©  DFASgovt Nate  Wolftam Pay Officil  GOVERNMENT HQD303 200100310 Y N N Add|View
10 DFASgovt Nate  Wolfam PayOfficial  GOVERNMENT HQO301 20100315 Y N N Add|View
10 v |Resize

61 items found, displaying 1 - 10.

10 Review any comments and attachments that were added to the selected

role then click the Return link

Role Information - View

Userld: DFASvend? Name: Mathaniel Wolfram  Roele: Vendor  Group: VENDOR

Comaments:
Item  Date C By g
1 2009/03/31 0912 Nathariel Wolfram Comments
MET
Attachments:
Item Date Attachmenis Actions
I%JEISD_?_!DEBI 0913 Sample_Attachment. doc Vigwr
Return

Continued on next page
13



Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

11

Once all new roles have been added and any necessary research has been

completed click the Return button.

Role Information

Roles Found: 62 Role Status: CURRENT

First Last Location

Item Userld T N Role Group Name E Extension Registered Active Comment Attach Actions
| DFASgovt Nae  Wolfram  Acceptor GOVERNMENT SPM7MI 20101010 N v Y Add|View
2  DFASgovt Nate  Wolfram Pay Offical  GOVERNMENT M67443 200006116 ¥ N N Add| View
3 DFASgovt Nate  Wolfram Pay Offical  GOVERNMENT N68732 20080703 Y N N Add| View
4 DEASgovt Nae  Woifam Lo OMCRl GOVERNMENT HQU34T 2000012116 Y N N Add| View
5  DFASgovt Nate  Wolfram Pay Offical  GOVERNMENT HQU347 20080703 Y N N Add| View
6  DFASgovt Nate  Wolfram Pay Offical  GOVERNMENT F03000 ¥ N N Add| View
7 DFASgovt Nate  Wolfram Pay Offical  GOVERNMENT HQO352 20100812 ¥ N N Add) View
§  DFASgovt Nate  Wolfram Pay Offical  GOVERNMENT HQO349 20100812 Y N N Add) View
0  DFASgovt Nate  Wolfram Pay Offical  GOVERNMENT HQO303 20100310 ¥ N N Add) View
10 DFASgovt Nate  Wolftam Pay Offical  GOVERNMENT HQ0301 0100315 Y N N Add|View
10 v [Resize

62 items found, displaying 1 - 10.

Click the "Add’ link in the Actions column to add a new role.

Click the "View' link in the Actions column to view comments and attachments for the role.
Click the "Activation' link to go to the role activation page.

Click the 'Return’ link to return to the previous page.

Activation Return

Note: Any newly added roles will need to be activated before they will
appear for the User. To perform these activation please see the Role
Activation training.

12

Enter New Search Criteria to view another set of results or select the
Return link to go back to the main role menu.

Role Information

Search For
Current Roles -

UserId (case sensitive)

equal to ~ |DFASgovt
First Name

equal to v

Last Name

equal to k4

Group Name

Location Code

equal to hd
Extension
equal to v
Role
v
Email
equal to ~

Active Status

Search for role information. Data must be entered in at least one search field. Enter search data then click the 'Submit’ link.

Submit Return Reset

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)
Step Action
13 Select the Exit link on the top menu.

WAWF Administration Console

| Group | User | Role | Location | Exit

Role Administration

« Role Information
« Role Activation
+ Role Activation Report

Note: The top menu is visible at all times, a user does not need to return to
the base menu to exit out of the Administration Console.

Group Information

Overview The Group Information link provides an overview of individual groups within
WAWEF. By selecting a group the GAM can view the users, both current and
archived; the location codes associated with the Group Name, and in some cases
even move a group.

Procedure  Follow the steps below to review the Group Information capabilities of a GAM.

Step Action
1 After Logon, click on the Administration Console link at the top of the
screen.
Wide Area Workflow 5.0.0

User  Administration Console  Government Property Transfer  Documentation Lookup Logout

2 Select the Group link at the top of the screen.

WAWF Administration Console

| Group | User | Role | Location | Exit

Administration Consele for Group Administrators

Administer groups and subgroups by moving groups in the group structure and adding and moving locations in the

Grovp group structure
User Admanister ugers by editing user profiles, resetting user passwords, resetling user certificates and wiewing user
profile data
Administer roles by activating user roles, deactivating user roles, archiving user roles, adding user roles, viewing
Role ; F
user role data and viewing role activation reports
L Y Administer locations by editing locations, adding extensions, editing extensions and wiewing location and extension
ocation data
Exit Close the administration cong ole window

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

3

Select the Group Information link.

_Group | User | Role | Location | Exit

Group Administration

o Group Information
+ Group Looky

» Location Code Groups History Search

If your GAM role supports DoDAACs from multiple groups, it may be
necessary to choose this group you wish to view. Select the Group from
the drop-down menu, and then click the Select link.

Group | User | Role | Location | Exit

Group Information

Group Root DFAS v: Select
Group Name: DFMOCASGOVCOLS
Group Path: TOP / GOVERNMENT / FU4417 / DFMOCASGOVCOLS

Group Actions: Current Users | Archived Users | Location Codes | Move Group

Item Subgroups
10 v Resize

Return

The user is currently at the top level group, if subgroups are available they
can be selected to change the location that is being viewed.

Group | User | Role | Location | Exit

Group Information

Group Root | DFAS v| Select
Group Name: DFAS

Group Path: TOP / DFAS

Group Actions: Current Users | Archived Users | Location Codes

Item  Subgroups
1 COMMERCILPAY

(10 ¥ Resize
| iterns found, displaying 1 - 1.

Return

Continued on next page
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Procedure  The steps below are continued from the previous page.

(continued)
Step Action
6 The user can view the Current users, Archived Users, and Location

Codes for each group level. Only at the lowest level will the user be able
to select the Move Group option.

Group | User | Role | Location | Exit

Group Information

Group Root DFAS v Select

Group Name: MOCASWEST
Group Path:  TOP /DFAS / COMMERCILPAY / MOCASWEST
Group Actions: Current Users | Archived Users | Location Codes | Move Group

Item Subgroups
10_v| Resize
Retwrn

Current Users: The current users link will display the user information
for each user that can access this particular group.

Group | User | Role | Location | Exit

User Information

Users Found: 193  User Status: CURRENT  Group Name: MOCASWEST

Itemn Userld First Name Last Name Actions

1 spacesss View | Edit | Roles
2 chubins 1 Sherrie Chubin View | Edit | Roles
3 duanegov Duane Kartchner (duanegov) View | Edit | Roles
4 duanegov] Duane Kartchner (duanegovl) View | Edit | Roles
5 tretertr dfgdfg2435 4235345 View | Edit | Roles
fi KI1LtTIZg bIACNA ARNMENTA View | Edit | Roles
7 DLAGOVTI Beth Altrnan View | Edit | Roles
8 WAWF govtll Geoffrey Ames View | Edit | Roles
9 ottnandes Telina Anders View | Edit | Roles
10 WAWFGOVT Bianca Armenta View | Edit | Roles

10 % Resize

193 items found, displaying 1 - 10

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)
Step Action
8 Archived Users: This link will show a listing of all users that have access
to this location but have been made inactive. Users can be archived if
they continually fail to logon to WAWF, or if they have been made
inactive in all of their roles.

User Information

Users Found: 4  User Status: ARCHIVED  Group Name: MOCASWEST

Item Userld First Name Last Name Actions

1 WAWF govtd Military Sealift View | Edit | Roles
2 FMOTester10 FMOTester10 Tester Viewr | Edit | Roles
3 FMOTester3 FMOTester3 Tester View | Edit | Roles

4 CAPStestl0 Michelle Young View | Edit | Roles
10 % Regize

4 itemns found, displaying 1 - 4.

Return

9 Location Code: The location code link displays the DoDAAC(s) that are
identified with the selected group/subgroup combination.

Location Information

Locations Found: 2 Group Name: MOCASWEST

Iiem Location & Type Email Actions
1 HQO0337 DoDaAC wawfgovti@dema mil Wiew | Edit
2 HQ0333 DoDAAC ho-wawfifldfas. mil View | Edit
10 ¥ Resize

2 iterns found, displaying 1 - 2

10 Move Group: This is used to move an entire group and make it a
subgroup to a different group. Only the bottom level groups can be
moved, if not currently viewing the lowest level then the Move Group
link will not appear. To move a group the user will need to enter a
DoDAAC or Group Name to designate where the group will move to.

| Group | User | Role | Location | Exit

Group Information - Move Group

Group Name
MOCASWEST
Group Path
TOP / DFAS / COMMERCILPAY / MOCASWEST
Group Destination*
Location Code + |
*asterisk indicates required field,
Please select the new placement in the group structure for the current group.

Enter a destination {location or group) and click ‘Submit’ to mowve the group, or click "Return’ to cancel and return to
the previous page.

Submit Return

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step Action
11 Once the Group Name or DODAAC have been entered WAWF will
display the current group path with the new group destination. There will
also be a warning message identifying the group that is being moved, and
what it will be a subgroup of.
erouplusen ERoleffiventiont BERE——2 . .
Group Information - Move Group
Group Name
MOCASWEST
Group Path
TOP f DFAS 7/ COMMERCILPAY / MOCASWEST
Group Destination*
TOP f GOVERNMENT / DISAPMO / PMOTHREE / PMOFOUR.
*#Asterisk indicates required field.
Please select the new placement in the group siructure for the current group.
Enter a destination (location or group) and click "Submit’ to move the group, or click 'Return’ to cancel and return to
the previous page.
Submit Return
12 Upon completion of the Group Information click the Exit link to close the
Administration Console.
e
Group Information
Group Root DFAS | Select
Group Name: MOCASWEST
Group Path: TOP /DFAS / COMMERCILPAY / MOCASWEST
Group Actions: Current Users | Archived Users | Location Codes | Move Group
Item Subgroups
10 | Resize
Return
Group Lookup
Overview  The Group Lookup link allows a Group Administrator to search on a specific

DoDAAC and identify what group the DoODAAC has been identified under. The

search also identifies the Group Administrators that are registered under the

DoDAAC.
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Procedure  Follow the steps below to lookup group data for a specific DODAAC.

Step Action
1 After Logon, click on the Administration Console link at the top of the
screen.
Wide Area Workflow 5.0.0

User  Administration Console  Government  Property Transfer  Documentation Lookup  Logout

2 Select the Group link at the top of the screen.

WAWF Administration Console

| Group | User | Role | Location | Exit

Administration Consele for Group Administrators

Administer groups and subgroups by moving groups in the group structure and adding and moving locations in the

Grovp group structure
User Admanister ugers by editing user profiles, resetting user paseworde, resetling user certificates and wiewing user

profile data

Administer roles by activating user roles, deactivating user roles, archiving user roles, adding user roles, viewing
Role ; s

user role data and viewing role activation reports

Y Admanister locations by editing locations, adding extensions, editing extensions and wiewing location and extension

Location data
Fxit, Close he gdministration congole window

3 Select the Group Lookup link.

_Group | User | Role | Location | Exit

Group Administration

» Group Information
s Group Looky
o Location Code Groups History Search

4 Enter the DoDAAC in the Search Value field.

Group | User | Role | Location | Exit

Group Lookup

Search Type

Location Code v
Search Value
\HQo015]

Search for groups. Enter a location code then click the "Submit’ link.

Submit Return

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

5

WAWEF displays the group name, and group administrators for the entered
DoDAAC. Select the Return link to view another location code, or select
the Exit link to close the administration console.

| Group | User | Role | Location | Exit

Group Lookup

Group Nama
TOP / GOVERNMENT / DFCAPSGOVCOLS
Group Administrator(s)
liem FirstNeme Last Name 4 Job Description Email Commercial Phone DSN Phone
1 DISA GOVT1 DISA govt clspann@gmail. com 123-456-7890
i Stacy Woolen UsMC jerolyn melenden@ecedi nit. disa il 555 555-5555
3 Jeremy Worst govt acct hg-wawf@dfas. mi 703-607-1537 327-1537
10 ¥ Resize

3 tterns found, displaying 1 - 3.

Click ‘Return’ to return io the previous page.

Return

Location Codes

Overview

The GAM can review the location codes belonging to specific groups by using the
Administration Console. This functionality allows a GAM to select a group name
which populates a listing of all location codes that can be found under the selected
group. Any extensions associated with a location code can also be viewed within
this link. Additionally, the GAM can also view and edit the email addresses
associated with these locations codes.

Procedure  Follow the steps below to work through the Location Code capabilities.

Step

Action

1

After Logon, click on the Administration Console link at the top of the
screen.

Wide Area Workflow 5.0.0

User  Administration Console  Government  Property Transfer  Documentation Lookup  Logout

Continued on next page
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Procedure

The steps below are continued from the previous page.

(continued)
Step Action
2 Select the Location link at the top of the screen.

WAWTF Administration Console

| Group | User | Role | Location | Exit

Administration Console for Group Administrators

Administer groups and subgroups by moving groups in the group structure and adding and moving locations in the

Lanip group sructure
Administer users by editing user profiles, resetting user passwords, resetting user certificates and viswing user
User
profile data
Role Administer roles by activating user roles, deactivating user roles, archiving user roles, adding user roles, viewing
user role data and viewing role activation reports
Location ?adtr;]imstﬁ' locations by editing locations, adding extensions, editing extensions and viewing location and extension
Exit Close the administration cons ole window
3 Select a Location Code from the drop-down menu. Then click the
Submit button.
Group | User | Role | Location | Exit
Location Information
Location Code |{Mgat v
Search for location information. Enter a location code then click "Submit’.
Submit Reset
4 On the search results screen the GAM can View the Location Information

(Step 5), Edit the email addresses (Step 6), and view any extensions to the

location code (Step 7).

Location Information

Locations Found: 3

Item Locations Type Email Actions
1 HQO105 DoDAAC hq-wawfi@dfas.mil View | Edit
2 HQ0351 DoDAAC wawf_undel@ecedi nit. disa mil View | Edit
3 HQ0448 DoDAAC ho-wawf@dfas.mil View | Edit | Extensions
10 ¥ Resize

3 items found, displaying 1 - 3.

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step Action
5 By selecting the View link the GAM can see what email addresses are set-

up to received messages from WAWF when that Location code is used.

Location Information - View
Location Type
Primary Organizational Email Email Settings
Secondary Organizational Email(s) FEmail Settings
Click 'Edit" to go to the edit page, or click ‘Retwrn’ to retwrn to the previous page.
Edit Return

6 The edit link, which can be selected by the search results screen and the

view screen, allows the GAM to add, remove, or edit the email addresses
for the location and identify what type of email messages that address will

receive.

Location Information - Edit

Location (DoDAAC/CAGENAPAC)
Primary Organizational Email * Email Settings *
ho-wawfigedfas. mil All Emails b
Secondary Organizational Email(s) Email Settings
All Emails b
All Emails ~
All Emails ~

Edit the location information then click 'Submit’ to save the changes, or click 'Retwrn’ to
previous page.

Submit Return

Continued on next page
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Procedure  The steps below are continued from the previous page.

(continued)
Step Action
7 By selecting the extensions link, a page will display a listing of the

extensions that have been added under that code. The GAM can view and
edit email addresses for extensions the same way as for a location code.

Extension Information

Location: 207TME3  Extensions Found: 1

Item Extension & Email EDA Access Actions Add

1 GREG waw fgon@dema. ol ¥ Wiew | Edit

10 ¥ Resize

1 items found, displaying 1 - 1.

Please select an extension.

Return

Reset Certificate

Overview

There are some cases where a user will need to have their certificate reset.
may occur if the user needed to acquire a new CAC card, or if their certificates
have expired. In this event the user can get their GAM to reset their certificate.

This

Procedure  Follow the steps below to reset a user’s certificate in WAWF.

Step Action
1 After Logon, click on the Administration Console link at the top of the
screen.
Wide Area Workflow 5.0.0
User  Administration Console  Government  Property Transfer  Documentation Lookup  Logout
2 Select the User link at the top of the screen.

WAWF Administration Console

| Group | User | Role | Lacation | Exit

Administration Console for Group Administrators

Adrminister groups and subgroups by moving groups in the group structure and adding and moving locations in the

Group group structure
User Administer ugers by editing user profiles, resetting nzer pasewaords, recetting user certificates and wiewing uzer

profile data

Administer roles by activating user roles, deactivating user roles, archiving uger roles, adding user roles, viewing
Role ot i

user role data and viewing role activation reports

1 Administer Locations by editing locations, adding extensions, editing extensions and wiewing location and extension

Location data
Exil Close the administration console window

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step Action
3 Select the Reset Certificate link.
Group | User | Role | Location | Exit
User Administration
» User Information
» Beset Password
» Reset Certificate
4 Enter the User ID that needs the certificate reset. Then click the Submit
link.
Reset Certificate
User ID* {case sensitive)
*Asterisk indicates required field.
Search for vser information. Enter the "User Id" then click the 'Submit’ link.
Submit Return
5 The information for the user id appears, upon verifying that this data
matches the user request select the submit link.
Reset Certificate
User ID First Name Last Name
Email Address Commerrial Phone DSN Phone
Title Organization Rank/Grade
Click the ‘Submit’ link to reset the certificate or click the ‘Return’ link to return to the previous page.
Submit Return
6 A success message will appear under the Submit link. Click the Return

link to go back to the Administration Console then click the Exit link.

Click the "Submit’ link to reset the certificate or click the 'Return’ link to return to the previous page.

Submit T

o SUCCESS: The certificate has been reset. An email has been sent to the user with the new one time password.
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Reset Password

Overview

WAWEF has a number of methods in which a user can reset their password without
needing a GAM to take any action. There is a password reset option on the
WAWEF main page, they can reset their own password from within their login, and
if their password has expired WAWF will allow the password to be changed
provided the user correctly answers the security questions. As it is there may still
be some cases where the user is unable to reset their own password and will
require their GAM to step in and take action. .

Procedure  Follow the steps below to reset a User’s Password in WAWF.

Step Action
1 After Logon, click on the Administration Console link at the top of the
screen.
Wide Area Workflow 5.0.0
User  Administration Console  Government Property Transfer  Documentation  Lookup Logout
2 Click the User link at the top of the screen.
e e s S
Administration Console for Group Administrators
Gro Administer groups and subgroups by moving groups in the group structure and adding
P and moving locations in the group structure
Uics Administer users by editing user profiles, resetting user passwords, resetting user
certificates and viewing usér profile data
Role Administer roles by activating user roles, deactivating user roles, archiving user roles,
adding user roles, viewing user role data and viewing role activation reports
L 5 Administer locations by editing locations, adding extensions, editing extensions and
ocation . . ’ .
viewing location and extension data
Exit Close the administration console window
3 Click the Reset Password link
Group | User | Role | Location | Exit
User Administration
+ User Information
+ Reset Password
+ EReset Certificate
4 Enter the User ID, and then click the Submit link.
Group | User | Role | Location | Exit
Reset Password
User ID* {case sensitive)
CAPStest11
*Asterizk indicates required field.
Search for user information. Enter the "User Id' then click the "Submit’ link.
Submit Return

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step Action
5 Confirm that the information matches the user requesting the password
reset. Then click the Submit link.
Group | User | Role | Location | Exit
Reset Password
User ID First Name Last Name
Email Address Commercial Phone DSXN Phone
Title Organiration Rank/Grade
Password Security Question 1 Password Security Question 2 Password Security Question 3
Password Security Answer 1 Password Security Answer 2 Password Security Answer 3
Click the "Submit’ link to reset the password or click the "Return’ link to return to the previous page.
Submit Returs
6 The one time password provided will need to be emailed to the user to
inform them of their new temporary password so they can once again
access WAWF.
Click the "Submit’ link to reset the password or click the 'Return’ link to return to the previous page.
Submit Return
e SUCCESS: The password has been reset. The new one time password is: #nT7bG8j68. This password
should be transferred via phone and/or secure fax ONLY. The one time password should NOT be
emailed and should ONLY be given AFTER the user has been authenticated. An email has been sent to
CAPStestl1 to inform them of the password change

Role Activation Report

Overview

This option permits the GAM to view role activation reports providing
information on when accounts were last activated, and comments or attachments
that have been added to specific roles. Filtered results provide the GAM with
access to User ID history, roles and comments.

Procedure  Follow the steps below to view the activation report for a User in WAWF.

Step

Action

1

After Logon, click on the Administration Console link at the top of the
screen.

Wide Area Workflow 5.0.0

User  Administration Console  Government Property Transfer  Documentation Lookup Logout

Continued on next page
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Procedure  The steps below are continued from the previous page.

(continued)
Step Action
2 Select the Role link at the top of the screen.

WAWTF Administration Console

Administration Console for Group Administrators

Administer groups and subgroups by moving groups in the group structure and adding and moving locations in the

Lanip group structure
User Administer users by editing user profiles, resetting user passwords, resetting user certificates and viswing user
profile data
Role Administer roles by activating user roles, deactivating user roles, archiving user roles, adding user roles, viewing
user role data and viewing role activation reports
. Administer locations by editing locations, adding extensions, editing extensions and wiewing location and extension
Location data
Exit Cloge the administration congole window

Select the Role Activation Report link.

Role Administration

« FRaole Information
» Role Activation
« Role Activation Report

Select the Group Name from the drop-down list and select a series of
activation/deactivation dates. (The User Id, First Name, and Last name
fields are optional. Also the date fields will prepopulate to the past 30
days.) Once completed select the Submit link.

Role Activation Report

Group Name*
DFAS v
Userld (case sensitive)
contains v |DFAS
First Name
equal to v |
Last Name
equal to v {
Activation/Deactivation Dates*
2002/09/28 (A - thru- 2010/10/28 =

*Asterisk indicates required field.

Search for role activation information. Enter search data then click the 'Submit’ link.

Submit Return Reset

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

5

On the results screen, select the History link to display when this
particular account was last activated.

Group | User | Role | Location | Exit

Role Activation Report

Users Found: 2

Item Userld First Name Last Name? Actions

1 DFASgovt Nate Wolfram Historv | Rolss
DFASgovt] Jeremy Worst History | Roles

10~ Resize

2 tems found, displaying 1 - 2. Note: Use the History' Enk to view activation history. Use the Roles' knk to view role information

Review activation history and user roles. Click the "Return’ link to return to the previous page.

Return

Review the information provided, and then click the Return link.

Role Activation Report - History

Name: Nate Welfram  Userld: DEASgovt  Registration: 2004/04/19

. Administrator Administrator
Ttem Datel Role Code Extension Status Administrator Name Rale Userld Actions
S . Marke Mark and the System -
M W N N o y
1 2010/10/19 DODAAC VISQKN NA ¥ tosgh jam A tstrator MARKSAM
2010/10/04 DODAAC NE3124  NA Y Nate Walfram o T — DEASgovt
1 . — i " 3 . Group
3 2010/10/04 DODAAC N63124  NA ¥ Nate Wolfram Admiistratoe DEASgovt
4 2010/10/04 DODAAC N63124  NA Y Nate Wolfram Grovp. DEASgovt
- ° - ° ° Administrator
c 5 — . . Tate W, Group
3 2010/10/04 DODAAC N63124  NA ¥ Nate Wolfram Admimistrator DEASgovt
6 2010/10/04 DODAAC NE3I24  NA Y Nate Wolfram Grovp DEASgovt
= : = o - Administrator

Select the Roles link to obtain a list of all roles this user has signed up for,

including both active and inactive roles.

Group | User | Role | Location | Exit

Role Activation Report

Users Found: 2

Item Userld First Name Last Name? Actions

1 DFASgovt Nate Wolfram Historv | Rolss
DFASgovt] Jeremy Worst History | Roles

10~ Resize

2 tems found, displaying 1 - 2. Note: Use the History' Enk to view activation history. Use the Roles' knk to view role information

Review activation history and user roles. Click the "Return’ link to return to the previous page.

Return

Continued on next page
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Procedure  The steps below are continued from the previous page.

(continued)
Step Action
8 All roles are displayed in groups of ten and can be sorted

alphanumerically on any of the columns by selecting the header title.
Comments and attachments can be viewed by selecting the View link.
Once you have completed your research select the Return link to go back
to the report or the Exit link to leave the Administration Console.

Role Information

Roles Found: 61 Role Status: CURRENT

Mem Lseg DO M gy GoupName MU0 pyener Repistered Acive Comment Atach Actions
1 DFASgovt Nate Welfram  Acceptor GOVERNMENT SPMTMI 201011019 N Y Y View
DFASgovt Nate Woelfram  Pay Official GOVERNMENT M67443 20090616 Y N N View
DFASgovt Nate Wolfram  Pay Official GOVERNMENT N68732 20080703 Y N N View
4 DFASgovt Nate Wolfram f;‘“c’g:h“] GOVERNMENT HQO347 20001216 Y N N View
DFASgovt Nate Welfram  Pay Official GOVERNMENT HQO0347 20080703 Y N N View
6 DFASgovt Nate Wolfram  Pay Official GOVERNMENT F03000 Y N N View
DFASgovt Nate Wolfram  Pay Official GOVERNMENT HQO332 20100812 Y N N Yiew
g DFASgovt Nate Welfram  Pay Official GOVERNMENT HQO349 20100812 ¥ N N View
9 DFASgovt Nate Wolfram  Pay Official GOVERNMENT HQO0303 2010/03/10 Y N N View
10 DFASgovt Nate Wolfram  Pay Official GOVERNMENT HQO0301 201003/15 Y N N View
10 Resize

61 ttems found, displaying 1 - 10.
First Prev 01 02 03 04 05 06 0T Next Last

Role Activation

Overview

While individual users have the option of requesting additional roles for their
User ID, the Group Administrator must take the final action by granting them
access to each of the additional roles. This also places the responsibility on the
GAM to verify that each user has a need to access the requested locations.

Procedure  Follow the steps below to activate a User in WAWF.

Step

Action

1

After Logon, click on the Administration Console link at the top of the
screen.

Wide Area Workflow 5.0.0

User  Administration Console  Government  Property Transfer Documentation Lookup  Logout

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

2

Select the Role link at the top of the screen.

WAWTF Administration Console

| Group | User | Role | Location | Exit

Administration Console for Group Administrators

Administer groups and subgroups by moving groups in the group structure and adding and moving locations in the

Lanip group structure
User Administer users by editing user profiles, resetting user passwords, resetting user certificates and viswing user
profile data
Role Administer roles by activating user roles, deactivating user roles, archiving user roles, adding user roles, viewing
user role data and viewing role activation reports
. Administer locations by editing locations, adding extensions, editing extensions and wiewing location and extension
Location data
Exit Cloge the administration congole window

Select the Role Activation link.

Role Administration

+ Role Information
+ ERole Activation

+ Fole Activation Feport

Enter at least one field to run the search then click the submit link.
Adding multiple fields will limit the results displayed.

| Group | User | Role | Location | Exit

Role Activation

Search For
Current Roles b

Userld (case sensitive)

equal to V|
First Name
equal to V|
Last Name
equal to v]
Group Name
v
Ln:atinn Code
| equal to V|
Extension
| equal to V|
Role
v
| equal to v
Active Status
[ v

Search for role information. Data must be eniered in at least one search field. Enter search data then click the *Submit” link.

Submit Return Reset

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

5

On the search results screen, select the Edit link.

Group | User | Role | Location | Exit

Role Activation - Selection

Roles Found: 2  Role Status: CURRENT

Mom Uorld gt LB pop GopMame (2990 pronsion Rogistored Active Comment  Attach Actions

1 DFASgowt! Nate  Wolfram 3&“"&3 503024 S03024 ¥ ¥ N ~| gt
2 DFASgowt! Nate  Wolfram \"}m% GOVERNMENT  S0305A ¥ Y | v| Eait
Comments: | Change all
Status  Send all to Archive

ote; Comnments will be applied to all roles selected. Use the 'Change all Status' or 'Send all to Archive’ links to change the activation action for all roles. Use the 'Edit' link to edit
attachments and comments,

Select the activation action for each role io be updated then click the "Submit’ link, or click the ‘Return’ link to cancel and return to the previous page.

Submit Return

Enter any necessary comments in the Comments box. (Note: System
Notes may also be present here.) Then select the Add Comments link.

Coruments:
Item Date Comment By Comments
1 2000/08/27 1225 MET WAWF System This WAWF UserID has been disabled because of too many invalid logons.

| Add Comment

MNote: Comments are permanent and cannot be deleted. Enter a comment then click the "Add Comment’ link to save the comment.

Attachments can also be added within the Edit screen. To add an
attachment click the Browse... button.

| Group | User | Role | Location | Exit

Role Activation - Edit

Userld: DFASgovt]l Name: Nate Wolfram  Role: Admin By View Only  Group: S03024

Comments:
Item Date Comment By Comments
1 2009/08/27 1225 MST WAWF System This WAWF UserID has been disabled because of too many invalid logons
2 2010/04/14 0719 MST Jeremy Worst Comments for 4.2 Training.
Comments for 4.2 Training.
Add Comment
ote: Comments are permanent and cannot be deleted. Enter a comment then click the 'Add Comment' link to save the comment
Attachments:
Ttem Date Attachments Actions

\ Add Attachment

ote: Attachments can only be deleted by a SAM or HAM. Select an attachment then click the 'Add Attachment' link to save the attachment.
Add comments and attachments, or click the 'Return’ link to cancel and return to the previous page.

Return

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)
Step Action

8 Select the Attachment that you wish to include with the activation of this
role. Then click the Open button.

Choose file [ @

Look in: | |5 Sample Docurment j |‘=:F Eq-
Ty T 1164 post Blackour, pdf
Bé : nple_aAktachment. doc
MyRecent | sFi1e4.pdf
Documents |5 rogh_attach_dfpioos_b.xs
?l_' - vendor Irvoice. pdf
] yendorTrvoice. doc
Desktop

- VendorInvoice, pdf

£

My Documents

Iy Computer

-

My Nebwark File name: |Samp|e_Attachment.doc j Open |
Flaces
Filess of tupe: [0 Files -] ~| Cancel

9 Select the Add Attachment link.

Comunents:

Item Date C By C

1 2009/08/27 1225 MST WAWF System This WAWTF UserID has been disabled because of too many invalid logons,

2 2010/04/14 0719 MST Jeremy Worst Comments for 4 2 Training

| Add Comment

Note: Comuments are permanent and cannot be deleted Enter a comment then click the 'Add Comment' link to save the comment.
Attachments:

Item Date Attachments Actions

c: \Decum_ents_an_d Sem_r\gs\f\iATH»‘\NiEL):’lf{}LFRAM'\M3»E Browse.. Add Attachment
Note: Attachments can only be deleted by a SAM or HAM. Select an attachment then click the 'Add Attachment' link to sawve the attachment.

Add comments and atiachmenis, or click the 'Return’ link io cancel and return io the previous page.

Return

10 Once all comments and attachments have been added click the Return
link to take additional actions on the search results screen.

Group | User | Role | Location | Exit

Role Activation - Edit

Userld: DFASgowtl Name: Mate Wolfram Role: Admen By View Only  Growp: 503024

Comments:

Ttem Date Commeni By Commenis

] 200908727 1225 MST WAWF System Thaz WAWF UserlD has been dizahiled because of too many Ewalid logons

1 2010404714 0719 MST Jeremy Worst Comments for 4.2 Tramning

Add Comment

Hote: Comments are pamanent ahd cannol be ddeted Enter 3 comament then chek the 'Add Comment' bnk Lo zave the ¢omment
Attachments:

Ttem Date Attach Actions

| 2010704714 0746 MST Sample_Attachment doc View | Delete

Add Attachment
Hote: Attachments can only be deleted by a SAM or HAM Select an attachment then chok the 'Add Attachmeni® bk fo sawve the atfackment

Add comments and attachments, or click the "Retum® link to cance] and return to the previeus page.

Retwm

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

11

Once you have returned to the search results screen, select the drop-down
menu located under the actions field.

Role Activatdon - Selection

Roles Found: Role Status: CURRENT

U te t At

Item Userld o N Role Crophame ™ ooy Extension Registered Active Comment Aitach Actions

1 CAPStest]3  Sagenl  Girgas ‘A}ff:;"oi{y GOVERNMENT  W15P77 N N I v zair
2 CAPStestl3  Sargent  Girgas {ifa‘;fgf;ly GOVERNMENT ~ W15P77 N N N v | Zgit
Comments: Change all

Stanms  Sendall  Archive

nte: Cornments will he asplied to all ro'es selected Usze the 'Change all Status' or 'Send all .0 Archiws' links to change the activaton action for all roles. Use the 'Fdit' Ini to edit
attachruents and comments

Select the activation action for each role w he updated then click the "Submit’ link, or click the ‘Retwm’ link to cancel and return to the previous page.

Stbmit Return

12

Select the Change Status item. (If all roles are to be activated the user
can select the Change all Status found next to the comments box.)

Active Comment Attach Actions
N N N Change Status ¥ | Edit
Change Status
Send to Archive
M M M ¥ | Edit

13

Enter any necessary comments, and then click the Submit link.

Location

First Last n 5 n A
Item Userld Name Name Role Group Name Code Extension Registered Active Comment Attach Actions
1 CAPStestl3  Sargent  Girgus éﬁ;‘;moagy GOVERNMENT ~ W15PFT N N N Change Status | Eit
2 CAPStestl3 Sargent  Girgus {z:;gﬁly GOVERNMENT ~ WI5P7T N N N ~ | Edit
Comments: Change all
Status  Send all to Archive

ote: Comnrnents will be applied to all roles selected. Use the 'Change all Status' or 'Send all to Archive' links to change the activation action for all roles. Use the 'Edit! link to edit
attachments and comments

Select the activation action for each role to be updated then click the ‘Submit’ link, or click the ‘Return’ link to cancel and return to the previous page.
Submit Retuwn

14

Notice the Role is now registered as active (There is now a Y under the
Active Header). Select the Return link to continue activating roles or
select the Exit link to close the Administration Console.

| Group | User | Role | Location | Exit

Role Activation - Notification

Roles Activated/Decativated: 1

First Last Location . . . New
Item Userld Name Name Role Group Name Code Extension Registered Active Comment Attach Siatus
1 CAPStestld Bargent  Girgus A By GOVERMMENT WISPTT ¥ N N Active

Wiew Only

Activation/Deactivation was successful. Email notifications have been sent to each user. Click the ‘Return’ link to return to the search page.

Return
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Role Deactivation

Overview

The GAM is responsible for deactivating user roles when they no longer have a

need for them. This may occur when a user leaves the organization, if they switch

locations within the same organization or when they move away from working

within WAWF.

Procedure  Follow the steps below to activate a User in WAWF.

Step Action
1 After Logon, click on the Administration Console link at the top of the
screen.
Wide Area Workflow 5.0.0
User  Administration Console  Government Property Transfer  Documentation Lookup Logout
2 Select the Role link at the top of the screen.
WAWF Administration Console
. | éroulp; | lisar | Role | ocation! | Exit
Administration Console for Group Administrators
Gro Administer groups and subgroups by moving groups in the group structure and adding and moving locations i the
P aroup structure
U Administer users by editing user profiles, resetting user passwords, resetling user certificates and viewing user
ser
profile data
Adroinister roles by activating user roles, deactivating ueer roles, archiving user roles, adding user roles, viewing
Role A e
user role data and viewing role activation reports
Locati Administer locations by editing locations, adding extensions, editing extensions and viewing location and extension
ocation data
Exit Close the administration console window
3 Select the Role Activation link.
| Group | User | Role | Location | Exit
Role Administration
» Role Information
« ERole Activation
» Fole Activation Report

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

4

Enter at least one field to run the search then click the submit link.
Adding multiple fields will limit the results displayed.

| Group | User | Role | Location | Exit

Role Activation

Search For

.Current Roles b
Userld (case sensitive)
[equal to ¥ |
First Name

: equal to b |
Last Name

| equal to b |
Group Name

Location Code

| equal to v |
Extension

| equal to vl
Role

Email

equal to v

Active Status

o

Search for role information. Data must be entered in at least one search field. Enter search data then click the *Submit® link.

Submit Return Reset

On the search results screen, select the Edit link.

Group | User | Role | Location | Exit

Role Activation - Selection

Roles Found: 1  Role Status: CURRENT

A Eirst Last Location .
Ttem Userld ¥ame Name Role Group Name Code Extension Registered Active Comment Attach Actions
1 DFASgovt6 Jason  Sefck Acceptor GOVERNMENT FA4877 20070723 Y N N v Edit
Comments: Change
all Status  Send all to Archive

Note: Comments will be appied to all roles selected. Use the ‘Change all Status’ or "Send all to Archove’ links to change the activation action for all roles, Use the Edit’ Ink to
edit attachments and comments

Select the activation action for each role to be updated then click the "Submit’ link, or click the "Return’ link to cancel and return to the previous page.

Submit Returs

Enter any necessary comments in the Comments box. (Note: System
Notes may also be present here.) Then select the Add Comments link.

Comments:
Item Date Comment By C
1 2010/10/28 1158 MST Nate Wolfram Reason for Deactivation.

Note: Comments are permanent and cannot be deleted. Enter a comment then click the 'Add Comment' link to save the comment.

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)
Step Action
7 Attachments can also be added within the Edit screen. To add an
attachment click the Browse... button.

Role Activation - Edit

Userld: DFASgovt6  Name: Jason Sefck  Role: Acceptor Group: GOVERNMENT

Comments:
Ttem Date Comment By Comments
1 2010/10428 1158 MST Nate Wolfram Reason for Deactivation.

Note: Comments are permanent and cannot be deleted. Enter 2 comment then chck the 'Add Comment' bnk to save the comment

Attachments:

Ttem Date Attachments Actions

[(Browse. ) Add Attachment

Note: Attachments can only be deleted by 2 SAM or HAM. Select an attachment then click the "Add Attachment’ knk to save the attachment

Add comments and attachments, or click the "Return’ link to cancel and return to the previous page.

8 Select the Attachment that you wish to include with the activation of this
role. Then click the Open button.

Choose file @

Look in: |E} Sample Document j |‘=:F Eq-

T 1164 post Blackour, pdf

ty Recent

" sF1164,pdf
Documnerts

@:] Test_Attach_dfpio04_b.xls
?i_' - vendor Irvoice. pdf
] yendorTrvoice. doc

Desktop - VendorInvoice, pdf

4 Y
My Documents

Iy Computer

My Nebwark File name: |Samp|e_Attachment.doc Open |
Flaces

Led Lol

Files of type: | 40 Files ()

9 Select the Add Attachment link.

Role Activation - Edit

Cancel

Userld: DFASgovtd Name: Jason Sefck  Role: Acceptor  Group: GOVERNMENT

Comments:
Ttem Date Comment By Comments
1 2010/10/28 1138 MST Nate Wolfram Reason for Deactivation
| Add Comment
Note: Comments are permanent and cannot be deleted. Enter 2 comment then click the 'Add Comment’ Enk to save the comment,
Attachments:
Ttem Date Attachments Actions

C.\Documents and Settings\MATHANIEL_WOLFRAMWY [ Browse | Add Attachment
Note: Artachments can onty be deleted by a SAM or HAM Select an attachment then click the 'Add Artachment’ ink to save the artachment_

Add comments and attachments, or click the "Return’ link to cancel and return to the previous page.

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

10

Once all comments and attachments have been added click the Return
link to take additional actions on the search results screen.

Role Activation - Edit

Userld: DFASgovtd  Name: Jason Sefck  Role: Acceptor  Group: GOVERNMENT

Comments:
Item Date Comment By Comments
1 2010/10/28 1158 MST Nate Wolfram Reason for Deactivation

Add Comment
Note: Comments are permanent and cannot be deletsd. Enter a comment then click the 'Add Comment' bnk to save the comment.
Attachments:
Ttem Date Attachments Actions
1 2010/10/28 1206 MST Sample_Attachment doc View | Delete

[(Browse.. | Add Attachment

Wote: Attachments can only be deleted by a SAM or HAM. Select an attachment then click the 'Add Attachment’ Ink to save the attachment.
Add comments and attachments, or click the "Return’ link to cancel and return to the previous page.

Return

11

Once you have returned to the search results screen, select the drop-down
menu located under the actions field.

Role Activation - Selection

Roles Found: | Role Status: CURRENT

- Eirst Last - Location

t ] = i Actl

Trem Userld mmm Group Name Code Extension Registered Active Comment Attach Actions

1 DFASgovt6 Jason Sefclk Acceptor GOVERNMENT FA4877 20070723 Y Y Y ¥ Edit
Comments: Change
all Status  Send all to Archive

Note: Comments will be applied to all roles selected. Use the "Change all Status’ or "Send all to Archive' links to change the activation action for all roles. Use the "Edit’ link to
edit artachments and comments.

Select the activation action for each role to be updated then click the "Submit” ok, or click the "Return’ link to cancel and return to the previous page.

Submit Returp

12

Enter any necessary comments, and then click the Submit link.

s First  Last ‘ Location
Trem Userld N N Role Group Name Code Extension Registered Active Comment Attach Actions
1 DFASgovt6 Jason Sefcik Acceptor GOVERNMENT FA4877 20070723 Y Y Y [Change Status [EARZT

Comments: v
all Status  Send all to Archive

Note: Comments will be applied to all roles selected. Use the 'Change all Status’ or "Send all to Archive' links to change the activation action for all roles. Use the 'Edit' knk to
edit attachments and comments.

Change

Select the activation action for each role to be updated then click the "Submit’ link, or click the 'Return’ link to cancel and return to the previous page.

Submit Return

13

Notice the Role is now registered as inactive (There is now an N under the
Active Header). Select the Return link to continue activating roles or
select the Exit link to close the Administration Console.

Group | User | Role | Location | Exit

Role Activation - Notification

Roles Activated/Deactivated: 1

First Last B Location E N R eai: 4 New
Item Userld Name Nuzrn Rele Group Name Code g Active C Attach Statas
1 DFASgovi6 Jason Sefcik Acceplor GOVERNMENT FA48T? 20070723 N Y Y Inactive

Activation/Deactivation was successful. Email notifications have been sent to each user. Click the "Return’ link to return to the search page.

Return
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User Information

Overview The Administration Console provides a method for a GAM to make changes to a
user’s information within WAWF. The GAM can edit the User’s name, phone
number, email address, and job information, but is not allowed to change the User
ID or the Security Question Information.

Procedure  Follow the steps below to edit a User’s information in WAWF.
Step Action

1 After Logon, click on the Administration Console link at the top of the
screen.

Wide Area Workflow 5.0.0
User  Administration Console  Government Property Transfer  Documentation Lookup Logout

2 Select the User link at the top of the screen.

WAWF Administration Console

Administration Console for Group Administrators

Adrinister groups and subgroups by moving groups in the group structure and adding and moving locations i the

Group group structure
User Administer users by editing user profiles, resetting user passwords, resetting user certificates and viewing user
profile data
Administer roles by activating user roles, deactivating usger roles, archiving user roles, adding user roles, wewing
Role ; M
user role data and viewing role activation reports
Locati Administer locations by editing locations, adding esdensions, editing extensions and wiewing location and estension
ocation .
Exit Close the administration cong ole window

3 Select the User Information link.

Group | User | Role | Location | Exit

User Administration

o User Information
» Reset Password
» Reset Cerdificate

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step

Action

4

Enter at least one field to run the search then click the submit link.
Adding multiple fields will limit the results displayed.

User Information

Search For

Current Roles b
Userld {case sensitive)
equal to V|
First Name

equal to V|
Last Name

equal fo \'|

Group Name

Location Code

equal to V|
Extension

equal fo V|
Role

Email
equal to v

Active Status

w

Search for user information. Data must be entered in at least one search field. Enter search data then click the 'Submit’ link.

Submit Return Reset

Select the View link to see the information provided for the specified user.
User Information

Users Found: 7 User Status: CURRENT

Item Userld First Name Last Name Actions

1 DFARISHL DFAR-IZ DFAS-IZ Viewr | Edit | Roles
2 DFASgowtS Gregory Howrell Wiew | Edit | Roles
3 DF ASgowt? Tiffany McCoy View | Edit | Roles
4 DFASgowts Jazon Sefoik View | Edit | Eoles
5 DFASgowts Sitmon WVargas View | Edit | Roles
f DF&ASgovtl MNate Wolfram Wiew | Edit | Roles
T DFASgowt Jeremy Worst Wiew | Edit | Roles
10 % Resize

Continued on next page
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Procedure  The steps below are continued from the previous page.
(continued)

Step Action

6 Review the user information displayed on the screen. Click the Return
button to go back to the search criteria results screen.
User Information - View
U D First Name Lt Nemn
Erall Adiress Commercil Fhone DS Phone
Tl Orguizaton Rank/Grode
Certificate lssuer Certificate Valid From Date Certificate Valid To Date
Certficate Subec Archived Roles DoDAACs
EDI Attachment location path Last Access Date
Pusrerd Socurtty Question 1 Password Security Question 2 Presword Securty Quastion
e — Pasrward Socurky Asemec 3
Clck e BAC sk (0 g0 0 he dit pags or click he Retur lsk o return 0 the previows oge.
Edit Retwn

7 Under the Actions header select the Edit link of the appropriate User.

User Information

Users Found: 7  User Status: CURRENT

Item Userld First Name Last Name Actions

1 DFASISEL DFAS-IJ3 DFAS-TS View | Edit | Roles
2 DFASgowts Gregory Howrell View | Edit | Roles
3 DFASgowt? Tiffany McCoy View | Edit | Roles
4 DFASgowtd Jason Sefrik Wiew | Edit | Roles
5 DFASgowts Sitmon WVargas View | Edit | Roles
fi DFASgovtl MNate Wolfram Wiew | Edit | Roles
7 DFASgowt Jeretny Worst View | Edit | Eoles
10 % Resize

Continued on next page
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Procedure  The steps below are continued from the previous page.

(continued)
Step Action
8 The information for the User ID appears; make any necessary changes to

the User Information. Once finished select the submit link.

Group | User | Role | Location | Exit

User Information - Edit

User ID First Name* Last Name*
DFAS-JS DFAS-JS
Email Address* Commercial Phone* DSN Phone
wawi_undel@ecedi. nit.disa. mil 703.999.9999
Title* Organization* Rank/Grade (* for Government Users)
[oFasJs DFAS-JS e
Password Security Question 1 Password Security Question 2 Password Security Question 3
Password Security Answer 1 Password Security Answer 2 Password Security Answer 3

*fsterisk indicates required field

Modify the user information then click ‘Submit’ to save the changes, or click ‘Return’ to cancel and return to the previous page.
Submit Return

9 A success message will appear under the Submit link. Select the Return
link to go back to the search criteria results screen.
Submit Return
o SUCCESE: The user information has been saved, click the Return link to return to the previous page.
10 Select the Roles link to go to the role information screen (this is identified

in the role information guide).

User Information

Users Found: 7 User Status: CURRENT

Item Userld First Name Last Name Actions

1 DFARISHL DFAR-IZ DFAS-IZ Viewr | Edit | Roles
2 DFASgowtS Gregory Howrell Wiew | Edit | Roles
3 DF ASgowt? Tiffany McCoy View | Edit | Roles
4 DFASgowts Jazon Sefoik View | Edit | Eoles
5 DFASgowts Sitmon WVargas View | Edit | Roles
f DF&ASgovtl MNate Wolfram Wiew | Edit | Roles
T DFASgowt Jeremy Worst Wiew | Edit | Roles
10 % Resize
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