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1.  Introduction.

     1.1.  Purpose.  Address the purpose and objective of this plan, e.g.  This Risk Management Plan has been prepared for the (insert system name).  It describes the processes and procedures to be used to identify risks, assess risks, analyze risks, eliminate or mitigate risks, plan risk management activities, communicate the risks, and track and measure risk control activities, adjusting them as necessary.
     1.2.  Program Summary.  Provide a brief description of the program, including the acquisition strategy and program management approach. (Use information from the Program Management Plan unless this is a chapter in the Program Management Plan.)
          1.2.1.  System Description.

          1.2.2.  Acquisition Strategy.

          1.2.3.  Program Management Approach. 

2.  Risk Management Approach and Strategy.  Provide an overview of the program’s approach to risk management to include procedures for tracking and documenting the status of the risk management effort.  Describe how the program will be organized to manage risks.

     2.1.  General Approach and Status.
     2.2.  Risk Management Strategy.
     2.3.  Organization.
3.  Risk Management Process and Procedures.  Describe the approach to identifying and managing risks.  Identify known or postulated events or factors that could prevent program objectives (cost, schedule, function, performance, or quality) from being met.  

     3.1.  Risk Planning.  Describe the program’s risk planning process.  How will the planning be accomplished (i.e., identifying the risks, assigning priorities, assigning the risk management to people, the documenting of risks, the reporting of risk status for each risk item, etc.).  Describe how the management of each risk will be accomplished.
     3.2.  Risk Identification.  Describe the process for identifying risks to the program, including answering the following:

· 
What is the Risk?

·  
What area is it in?

·  
Whose Risk is it?
     3.3.  Risk Analysis.  Describe how each identified risk will be analyzed to answer the following:
·   
What does it affect?

·   
What is its cause?

·   
What is its severity?

·   
What is its likelihood?

·   
How can it be measured?
     3.4.  Risk Mitigation.  Describe how each risk will have a risk mitigation approach developed.  It should provide answers to the following questions for each risk:

· 
How can the risk be made acceptable?
· 
Can it be avoided?  How?
· Can it be controlled?  How?

· How much risk can be assumed (i.e., take no action?)

· Can it be transferred?  (To whom?  And How?)

· Can it be covered by insurance funds?

     3.5.  Risk Monitoring.  Describe how the results of the previous activities will be put together in a detailed plan for each risk and how each will be monitored.  Include a description of how the following will be accomplished:

· 
Assigning responsibility for each risk.
·     Identifying and measuring the actual performance against the risk performance 
      measure.

· 
Monitoring risk management using status reports and reviews.
4.  Risk Items.  Provide the following information for each risk:

     4.1.  Risk Name and Description.  Provide name and description of risk. Describe the likely cause(s) for each risk.

     4.2.  Affected Objective.  Identify the affected objective (i.e., cost, schedule, function, performance, or quality).

     4.3.  Probability of Occurrence.  Identify the probability of occurrence as high, moderate, or low using the definitions from Appendix B.

     4.4.  Consequence of Risk.   Describe what would happen if the risk occurred.

     4.5.  Mitigation.  Describe what will be done to minimize the probability of occurrence.

     4.6.  Early Warning Signs.  Identify the signs that show if the probability of risk changes.

5.  Change Procedures and History.  Describe the steps required to modify the plan to include version number and methodology.  Include pertinent history.
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APPENDIX A - ACRONYMS

Describe the acronyms as they are used in the plan.

APPENDIX B - DEFINITIONS

Describe the key terms as they are used in the plan for  managing risks.  For example, definitions of the priorities assigned to each risk, probability of occurrence, etc.  Examples include:
· Risk is a measure of the inability to achieve overall program objectives within defined cost, schedule, and technical constraints and has two components:  (1) the probability of failing to achieve a particular outcome and (2) the consequences/impacts of failing to achieve that outcome.  For processes, risk is a measure of the difference between actual performance of a process and the known best practice for performing that process.

· Risk Events are those events within the program that, if they go wrong, could result in problems in the development, production, and fielding of the system.  Risk events should be defined to a level such that the risk and causes are understandable and can be accurately assessed in terms of probability/likelihood and consequence/impact to establish the level of risk.  For processes, risk events are assessed in terms of process variance from known best practices and potential consequences/impacts of the variance.
· Technical Risk. This is the risk associated with the evolution of the design and the production of the XYZ system affecting the level of performance necessary to meet the operational requirements.  The developer’s design, test, and production processes (process risk) influence the technical risk and the nature of the product as depicted in the various levels of the Work Breakdown Structure (product risk). 
· Cost Risk.  This is the risk associated with the ability of the program to achieve its life cycle cost objectives.  Two risk areas bearing on cost are (1) the risk that the cost estimates and objectives are accurate and reasonable and (2) the risk that program execution will not meet the cost objectives as a result of a failure to handle cost, schedule, and performance risks.

· Schedule Risk. These risks are those associated with the adequacy of the time estimated and allocated for the development, production, and fielding of the system. Two risk areas bearing on schedule are (1) the risk that the schedule estimates and objectives are realistic and reasonable and (2) the risk that program execution will fall short of the schedule objectives as a result of failure to handle cost, schedule, or performance risks.

· Risk Ratings. This is the value that is given to a risk event (or the program overall) based on the analysis of the probability/likelihood and consequences/impacts of the event.  For the program, risk ratings of Low, Moderate, or High will be assigned based on the following criteria.

· Low Risk:  Has little or no potential for increase in cost, disruption of schedule, or degradation of performance.  Actions within the scope of the planned program and normal management attention should result in controlling acceptable risk.

· Moderate Risk:  May cause some increase in cost, disruption of schedule, or degradation of performance.  Special action and management attention may be required to handle risk.

· High Risk:  Likely to cause significant increase in cost, disruption of schedule, or degradation of performance.  Significant additional action and high priority management attention will be required to handle risk.
· Independent Risk Assessor.  An independent risk assessor is a person who is not in the management chain or directly involved in performing the tasks being assessed. Use of independent risk assessors is a valid technique to ensure that all risk areas are identified and that the consequence/impact and probability/likelihood (or process variance) are properly understood.  The technique can be used at different program levels, e.g., Program Office, Service Field Activities, Contractors, etc.  The Program Manager will approve the use of independent assessors, as needed.
· Metrics. These are measures used to indicate progress or achievement. 

APPENDIX C - REFERENCES

Provide a list of documents referenced in the text of the plan.  Each reference shall contain document number, title, revision number and date.

SYSTEM RISK MANAGEMENT PLAN

Coordination/Approval

Submitted by:

________________________________________                      ________________________

 System Manager  or 
  Date

    Program Manager/Functional  Project Officer


Reviewed by (no signature required):

    Director for Information and Technology

    Director for Technology Services Organization

    Acquisition Support 

Concurred by:

________________________________________                      ________________________

Director Information and Technology
  Date

________________________________________                      ________________________

 Director for Systems Integration                         
  Date

Approved by:

________________________________________                     ________________________

 Milestone Decision Authority   or
   Date

  Business Line Executive   or

    Product Line Executive               
   

1
6

