
APPENDIX F

MINIMUM SECURITY REQUIREMENTS LIST (MSRL)

INSTRUCTIONS:

The MSRL in this appendix states all security requirements for the system.  Additional columns are added to the tabular form of these requirements for use in a certification analysis of each requirement.  The table contains the following columns:

     a.  Requirement number.

     b.  Requirement statement and associated question(s).

     c.  Compliance status column.


d.  Comments column.

During the certification analysis, compliance with each system requirement is determined by answering one or more associated questions.

Use the following codes to annotate the system’s level of compliance with each question in column three:

     a.  C = Compliant, the system fully complies with the requirement.

     b.  P = Partially Compliant, the system complies in part with the requirement, but not fully.

     c.  N = Not Compliant, the system does not comply with the requirement.

     d.  U = Unknown, compliance is unknown.


e.  N/A = Not Applicable.

Use the “COMMENTS” column to briefly explain your determination of the system’s level of compliance with respect to each requirement.

Note:  risk assessment results reported in Appendix Q will address only non-“C” entries in order to readily discern residual risks.
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Section 1 - Management Controls

Assign Security Responsibility

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

1

1a

1b
Personnel shall be assigned security duties to ensure policies for the operation and protection of THE SYSTEM are adhered to at all times, by all personnel.

Are security personnel trained in their respective responsibilities?

Is the system security staff sufficient to support the system security program?



2

2a
These individuals shall be knowledgeable in the nature of the information and processes supported by the application and in the management, personnel, operational and technical controls used to protect the information.

Are there documents including Security Operating Procedures (SOP) and Operating Instructions (OI) that describe the function for the information protection? 



3

3a
The responsibility for implementation, acceptance, and maintenance of adequate system security shall be assigned to applicable security positions.

Are there appointment memoranda for the DFAS Automated Information Systems (AIS) Security Manager, system Information System Security Officer (ISSO), and Center Information Security Managers (ISM)?



4

4a

4b
Responsibility for the security of the system shall be assigned to a Designated Approving Authority (DAA). (Specific responsibilities are located in DFAS Regulation 8000.1-R.)

Has the DAA been appointed?

Is the appointment letter on file with the DFAS AIS Security Manager?



5

5a
The DAA shall be responsible for evaluating the level of risk associated with operating the system and grant either an Interim Authority to Operate (IATO) or an accreditation of the risk is found to be acceptable.

Does the System Security Authorization Agreement (SSAA) contain space holder for a signed accreditation letter?



6

6a

6b
The ISM shall be appointed with overall responsibility of the system system and responsible to his/her respective DAA for ensuring the implementation of applicable security policies and safeguards for all personnel having access to the system.  (Specific responsibilities are located in DFAS Regulation 8000.1-R.)

Has the ISM been appointed in writing?

Does he/she maintain this document?



7

7a

7b
The Project Officer (PO) and System Manager (SM) shall be responsible for overall development, delivery, and life cycle maintenance of the system.  Project Managers reporting to Project Officers shall have responsibility for individual systems modules and the implementation of security policy and technical capabilities during systems development. (Specific responsibilities are located in DFAS Regulation 8000.1-R.)

Is the PO and SM assigned?

Does the PO and SM know their roles and responsibilities?



8

8a

8b
Day to day security administration and security management of the system shall be the responsibility of the Information System Security Officer ISSO assigned specifically to the system.  (Specific responsibilities are located in DFAS Regulation 8000.1-R.)

Has the ISSO been appointed in writing?

Is the appointment letter on file and less than 1 year old?



9

9a

9b
Each Terminal Area Security Officer (TASO) shall be responsible for ensuring established security policy is followed for the assigned work area.  

Have TASOs been identified?

Have TASOs been trained?



10

10a
Each user shall protect information and system resources against occurrences of sabotage, tampering, denial of service, espionage, fraud, misappropriation, misuse, or release to unauthorized persons.

Is there user documentation and training that identifies procedures for protection against these occurrences?



11

11a
Users shall immediately report all such occurrences to their TASO or ISSO.

Do procedures include reporting of these occurrences?



Personnel Security

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

12

12a

12b
Personnel security requirements as set forth in Department of Defense (DoD) 5200.2-R, Personnel Security Program; Chapters 731, 732, and 736 of the Code of Federal Regulations shall be met to ensure only personnel who have undergone the prescribed background investigation, commensurate with the designated position sensitivity, are granted access to THE SYSTEM information.

Does Automated Data Processing (ADP) sensitivity level depend on the position designation?

If personnel are involved in a security incident, is a determination made as to whether the individual should continue to have access to the system?



13

13a
Personnel security National Agency Checks (NAC) and need-to-know shall be verified by appropriate security personnel prior to a user being granted access to THE SYSTEM information.

Do managers ensure personnel have a NAC and establish the data authorized to be accessed by personnel prior to allowing them to access their system? 



14

14a
When personnel are involved in security incidents or behavior that could have an effect on their eligibility to occupy a sensitive position or for retention for federal service, the user’s supervisor and ISM shall determine whether the individual(s) should continue to have access to THE SYSTEM information. 

Are procedures written to cover such incidents or behaviors?



Security Planning

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

15

15a
Adequate security for the system shall be planned, taking into account the security of all systems in which the application will operate.

Does a system security policy and plan exist?



Vulnerability and Incident Reporting

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

16

16a
Vulnerability and security incident reporting capability and procedures shall be established.

Do adequate procedures and training exist?



17

18a
The incident reporting capability shall be developed to provide users with help when security incidents occur and with information on common vulnerabilities and threats and shared information with other organizations.

Do adequate procedures and training exist?



19

19a

19b

19c
The incident response capability shall be documented and all authorized users shall be trained on these procedures.

Do users know how to report an incident of unauthorized entry or attempted entry to a system?

Does the ISSO initiate formal reporting to the responsible ISM through appropriate channels?

Are there documented procedures?



System Interconnection

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

20

20a

20b
Written management authorization for system interconnection, based upon the acceptance of risk to the system, shall be obtained prior to connecting the system with other systems.  The organization responsible for obtaining authorization is the system Project Office.

Are there signed authorizations?

Are limits placed on interconnections to other systems?



21

21a
When connections are authorized, all system users shall be required to read and abide by the requirements set forth in the System Security Authorization Agreement..

Are adequate procedures and training available?



Memorandum of Agreement/Service Level Agreement (MOA/SLA)

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

22

22a
Multi-DAA accreditation(s) (if applicable) shall be accomplished in accordance with DoDD 5200.28.

Have the PO or SM identified the required accreditations and the responsible DAA(s)?



23

23a
Agreements between the system and the service provider shall be established.

Are there signed agreements?



24

24a
Agreements shall include definition of services to be provided, organizational responsibilities, rules of operation, and demarcation of authority and responsibilities.

Do agreements contain the appropriate content?



Authorized Processing (Accreditation)

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

25

25a

25b

25c
The system shall be certified and accredited IAW DoDI 5200.40 (DITSCAP).

Does previous accreditation documentation exist? Where, when? 

Does the risk management process leading to authorized processing determine the cost effectiveness of security measures?

Are progress reports maintained on the status of system accreditation to ensure that the system will be fully accredited?



26

26a
The system shall be reviewed and re-accredited at a minimum of every three years, or sooner if changes to the system are anticipated to alter the security posture, to ensure major system changes have not degraded the security posture.

 Does the PO or SM know when the current accreditation expires?



Work at Home

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

27

27a

27b

27c
System related work performed at a non-government or non-contractor approved facility shall have supervisory approval and must ensure the information is continually protected from unauthorized disclosure and access as outlined in this policy.  The ISSO and user shall retain approvals.

Do employees who do work at a non-government/contractor approved facility have approvals in writing?  

Do employees protect data from unauthorized disclosure and access by, for example, locking terminal when not in use, use of “good” passwords, and anti-virus software?

Are approvals in writing and retained by the ISSO and user?



28

28a
No controlled unclassified information shall be stored or processed on personal equipment.

Do users understand and follow this requirement?



29

29a
Classified information shall not be processed outside of the system facilities.

Do users understand and follow this requirement?



Use of System Resources

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

30

30a
System resources (facilities, networks, platforms, applications, external connectivity) shall only be used for conducting official business.

Do users understand and follow this requirement?



31

31a
System resources shall be used only for authorized purposes.  Unlawful activities, activities for personal gain, and access of pornographic materials represent unauthorized use of the system resources and violate this policy.

Do users understand and follow this requirement?



32

32a

32b
Use of the system resources for continuing education activities are at the discretion of the system management and shall be authorized in writing.

   NOTE:  The user shall maintain approvals.

Do managers approve such activities in writing?

Do users understand procedures for requesting such activities?



Control of Software

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

33

33a

Copyrighted or proprietary software and commercial off-the-shelf software shall not be copied or used in violation of license agreements.  The act of violating copyright laws or licensing agreements may result in disciplinary action, up to dismissal.

Is there a policy that lists licensed software and the actions that may be taken if users are found violating licensing agreements? 



34

34a
Software developed by government employees or contractors working on official government funded projects on government equipment or time shall be the property of the United States Government.

Are employees aware of Government ownership policies?



Waivers

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

35

35a
Waivers to this policy shall be authorized only by the DFAS HQ DAA.

Are waivers included in the SSAA?



36

36a
Waivers shall be reviewed every three years to determine appropriateness.  This review will ensure that the shortfalls are reviewed every three years or on major changes that affect the security posture.

Are waivers reviewed for content and validity?



37

37a
Waivers shall be identified and documented in the risk analysis activities.

Does the risk analysis address each waiver?



SECTION 2 – DEVELOPMENT/IMPLEMENTATION CONTROLS

Security Specifications

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

38

38a
The System Security Requirements document for the system shall be considered throughout the system’s life cycle.

Is the System Security Requirements document periodically reviewed as part of the overall configuration management process?



Design, Review and Test

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

39

39a

39b
Appropriate security controls shall be designed, tested, and accepted in the system or application.

Do system designers work with security personnel to ensure security measures are considered?

Are security tests planned and executed?



40

40a

40b
Malicious software shall not be developed, introduced, downloaded, or activated on any system resources.

Do system developers strictly control software implementation?  

Does the development environment prevent unauthorized access?



41

41a

41b
Procedures shall be developed and implemented, as appropriate, to protect the system resources against malicious software.

Do procedures exist?

Is anti-virus software loaded to protect the system and virus definitions updated regularly?



Review of Security and Application Controls

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

42

42a

A program for conducting periodic reviews of the adequacy of safeguards for the system shall be established.

Do personnel conduct periodic reviews and maintain results of these reviews?



43

43a
To the extent possible, reviews shall be conducted by persons who are independent of the system operation or facility.

Does the ISSO conduct the reviews?  If not, who does?



44

44a
Security controls in each system or application shall be reviewed when modifications are made, but at least every three years.

Are these reviews conducted?



SECTION 3 – OPERATIONAL CONTROLS

Physical Security

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

45

45a

45b

45c


Physical Security controls shall be developed and used to protect against physical and environmental threats and hazards.  These threats include unauthorized personnel gaining access to the facility, natural disaster, etc.

Are guards or an approved electronic security control at entrance to the DFAS Center?

Does the DFAS Center have an intrusion detection system installed?

Are physical end-of-day security checks performed?

Do procedures require that entry and exit inspections be conducted to deter and detect unauthorized introduction or removal of system resources?



46

46a
The level of control and protection shall be commensurate with the maximum sensitivity of the information processed, stored or communicated by the system.

Is the level of control adequate for the information sensitivity?



47

47a
The level of control shall provide the most restrictive control measure required by the data to be handled.

Do these controls restrict access?



Production, I/O Controls
RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

48

48a

Information shall be protected against unauthorized access, tampering, alteration, loss and destruction.

Do users understand procedures for protecting from unauthorized access and alteration?



49

49a

49b

49c
Information shall be safeguarded at all times. Safeguards must ensure that information is accessed only by authorized personnel, is used only for intended purposes, retains its content integrity, and is marked properly including classification level and handling caveats.

Is information labeled with sensitivity level?

Do procedures exist for marking data?

Do users follow procedures for protecting data?



50

50a

50b
Information shared from the application shall be protected appropriately; comparable to the protection provided when information is within the application.

Do procedures exist for the protection of hard copy output?

Are they comparable to the level of protection afforded by the system?



Marking

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

51

51a

51b

51c
All output media (and containers) shall be marked and protected commensurate with the maximum sensitivity of the information ever stored until the media are declassified.

Do all personnel know and follow proper procedures for handling controlled unclassified and classified information?

Are the displays, printers, and/or plotters arranged to prevent unauthorized viewing of controlled unclassified or classified information?

Is the system cleared of all controlled unclassified information before being left unattended?



Emergency, Backup, and Contingency Planning

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

52

52a

52b
Contingency plans shall be developed and tested in accordance with Office of Management and Budget (OMB) Circular No. A-130 to ensure that the system security controls function reliably.

Do contingency plans exist?

Are contingency plans tested annually?



53

53a

53b

53c
Adequate backup functions shall be in place to ensure that security functions are maintained continuously during interrupted service.

Are there frequent back-up of all programs and files?

Is backup data stored off-site and retrievable within 24 hours or less?

Is the electrical system backed up to prevent hard crashes?



54

54a

54b
Procedures shall be in place to recover modified or destroyed data.

Do procedures exist?

Are procedures adequate for recovery of data?



Configuration Management

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

55

55a
Modifications to system hardware and software configuration shall be documented.

Does documentation exist detailing all modifications to the system?



56

56a

56b
Modifications shall be evaluated for impact on the overall security posture prior to being implemented.

Is developed software used to control critical functions tested and certified before being used in the operational system?

Are configuration management procedures documented in writing?



57

57a
Each file or data collection in the system shall have an identifiable source throughout its life cycle.

Are all files identified by source?



58

58a
Each file’s or data collection’s accessibility, maintenance, movement, and disposition shall be governed by sensitivity level, security clearance, formal access approval, and need-to-know.

Do handling procedures include verification of user sensitivity?



Documentation

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

59

59a
Documentation shall be obtained or created to describe or create to describe how security mechanisms are implemented with the system.

Does documentation exist to show implementation of security mechanisms?



60

60a
Security documentation shall be kept current and updated whenever a significant change occurs to the security posture of the system.

Is this documentation less than 3 years old in accordance with reaccreditation requirements?



SECTION 4 – SECURITY AWARENESS AND TRAINING

Security Awareness and Training

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

61

61a
A security awareness and training program shall be established to ensure all security personnel and general users are aware of their responsibilities for safeguarding systems and information.

Is there a security training program?



62

62a

62b

62c

62d

62e

62f
The program shall ensure that all persons who access the system are aware of proper operational and security-related procedures and risks

Does the training cover all levels of security personnel? DAA, ISM, ISSO, TASO?

Do all users who work with the system complete security training?

Does the training include an overview of the entire network, including a brief description of the interfaces?

Are common threats and vulnerabilities and how they may impact the system operation described?

Does the training include a review of the policies and procedures regarding physical security, procedures, personnel and information security?

Does the training include a review of the administrative procedures for the protection of controlled unclassified and classified data?



63

63a
All users, security, and operational personnel shall receive training on the application rules before being allowed to access the system (initial training).

Do all users receive initial training?



64

64a

64b
Select training topics shall be documented and re-administered on an annual refresher basis (recurring training)

When and how do all users receive refresher training?

Where is it documented?



65

65a
Users and administrators shall be trained on system updates and modifications as necessary.

When modifications occur, do all users receive security training on the modification?



66

66a

66b

66c

66d
All users shall be trained on their security responsibilities and how to perform them. 

Do the ISSO, ISM, and other security officers receive training on their responsibilities?

Have operators and users received training in the proper practices and procedures to establish and maintain a secure operating environment?

Do personnel in key security positions receive specialized training?  Describe.

Does the ISM review and approve training programs established by the ISSO?



SECTION 5 – TECHNICAL CONTROLS

Identification and Authorization

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

67

67a
The system shall require users to uniquely identify themselves to it (via user-IDs) before beginning to perform any other actions.

Do procedures exist to enforce user identification?



68

68a
A user shall enter a password during the login process before being allowed to access any DFAS operated or sponsored automated information system.

Does the login process require a user password?



69

69a


A user shall not use the same password on more than one automated system.  

Are users instructed in annual security awareness or other training to comply with this requirement?



70

70a

70b
Passwords shall be at least eight characters in length and contain both a numeric and a special character inside the password. 

Is there an automated  mechanism to enforce this policy?

Is this requirement included in annual security awareness training? 



71

71a
Passwords shall be validated each time a user accesses any DFAS operated or sponsored automated information system. 

Does the system validate the password before providing user access?




72

72a

72b
Users shall not display passwords at any terminal, workstation, or printer. 

Is this requirement included in annual security awareness training?

Are TASOs instructed to peruse his or her area to periodically look for recorded passwords?



73

73a
The system shall force users to change their passwords at least every 90 days.

Does the system comply with this requirement?



74

74a
Electronically stored passwords shall always be encrypted.

Are electronically stored passwords encrypted?



75

75a
The number of consecutive authentication failures allowed to any user shall be limited to three.  The system shall automatically deactivate the user’s access for a minimum of 20 minutes and create an audit trail record whenever a user is unable to successfully access the automated system within the established limits. 

Does the system comply with this requirement?



76

76a
The automated information systems operated or sponsored by DFAS shall maintain a password history for each user for one year. 

Does the system comply with this requirement?



77

77a
Users shall memorize their passwords. Passwords shall not be physically recorded. 

Are TASOs instructed to peruse his or her area to periodically look for recorded passwords?



78

78a

78b
Under normal circumstances, users shall not disclose their personal passwords to anyone. Disclosing one’s personal classified system password to anyone without a valid security clearance and need-to-know shall constitute a security violation. 

Are users instructed not to disclose their personal passwords to anyone?

Is this requirement included in annual security awareness training?



79

79a
A password that has been shared with another user shall be changed as soon as possible. 

Is this requirement included in annual security awareness training?



80

80a
If a user believes that his/her password has been compromised, that user shall notify the Systems Administrator (SA) and/or Information Systems Security Officer (ISSO) and promptly change his or her password. 

Is this requirement included in annual security awareness training?



81

81a
SAs shall share Unclassified system access passwords only when necessary. When possible, Unclassified system access passwords shall also be written down, sealed in a Standard Form 700 (SF-700) or plain envelope, and protected in a manner similar to the classified system passwords. 

Is this requirement included in SA training?



82

82a
SAs shall make their classified system passwords available to other SAs only during an emergency.  This effort shall be accomplished by storing a copy of the password in a secure container authorized for storage of information of the classification level of the password.  The password(s) shall be written down and sealed in an SF-700 or plain envelope.

Is this requirement included in SA training?



83

83a
All factory set, default, or standard user Ids and passwords shall be removed or changed on DFAS operated or sponsored automated information systems. 

Have all default user IDs and passwords been removed on all  system components?



84

84a
Passwords shall be changed promptly when compromised, possibly compromised, forgotten or when they appear in an audit document. 

Is this requirement included in annual security awareness training?



85

85a


Passwords shall be disabled if a user no longer requires access to the system, including departures, deaths, or loss of security clearance. 

Are there policies or procedures in place to ensure passwords are disabled in accordance with this requirement?



86

86a


Passwords shall be classified and controlled at the highest level of the information accessed or the classification level of the system. 

Are there policies or procedures in place to ensure passwords are classified and controlled in accordance with this requirement?



Discretionary Access

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

87

87a
There shall be an access control policy for the system that includes features or procedures to enforce the access control of the information within the system.

Are users allowed to specify and control sharing of objects, limit access rights, and access permission (read, write, execute).



88

88a
The system shall define and control access between users and objects (files, programs, and servers) in the system. 

Does the system prevent unauthorized access to system objects?



89

89a

89b
Access to the system resources (facilities, computer, or network hardware and software, and developed applications) processing, storing, manipulating or displaying the system information shall be controlled.

Do procedures exist for granting and verifying access to the system resources and data?

Does the system automatically log a user off the system if that user’s terminal has been inactive for a fixed length of time, i.e., 30 or fewer minutes?



Auditing

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

90

90a

90b
The system shall be able to create, maintain, and protect from modification or unauthorized access or destruction, an audit trail of access to the objects it protects.

Does the system audit all activities?

Is this file protected?



91

91a
System auditing/monitoring shall be accomplished to ensure data and application integrity, to ensure each individual having access to the system is held accountable for their actions, and to detect attacks or any misuses of the system.

Does the system provide the capability to audit to ensure integrity and hold users accountable for their actions?



92

92a
Access to the system resources is subject to monitoring.  Users shall be made aware that obtaining access to the system resources constitutes acknowledgment that these monitoring activities may be conducted.

Are personnel who access the system aware of potential monitoring?



93

93a
The audit trail shall be of sufficient detail to reconstruct events in determining the cause or magnitude of compromise should a security violation or malfunction occur.

Are all security-related events audited?



94

94a

The audit trail shall document the following:

- Identity of each person and device having access to the system.

- Beginning and ending time of access.

- User activity sufficient to ensure user actions are controlled and open to scrutiny.

- Activities that might modify, bypass, or negate safeguards controlled by the system.

Does the application software or database complement the operating system audit trail and provide data protection to the lowest identifiable element?



95

95a
The system shall be able to selectively audit the action of any one or more users based on individual identity.

Does the system provide the capability to audit all activities of a particular individual?



96

96a
Audit trails collected and produced by the system shall be reviewed at least weekly.

Are the audit trails reviewed at least weekly?



97

97a
Reviews shall be performed by an individual assigned with security responsibilities for the audit trail.

Are the audit trails reviewed by the ISSO and/or other designated security personnel?



98

98a
Abnormalities of the review shall be immediately acted upon at the most appropriate organizational level.

Do procedures exist for discovering audit trail abnormalities?



99

99a

99b
Unresolved findings or findings having a negative impact on the system security shall be reported via the system incident response capability.

Do procedures exist for unresolved findings?

Is there a reporting capability?



100

100a
The audit trail shall be protected from unauthorized access or destruction.

How is the audit trail protected?



100

101a
Audit trails shall have an adequate retention period.

Are the system audit trails retained at least 90 days?



Object Reuse

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

101

101a

101b


The system shall have the capability to revoke all authorizations to the information contained within a storage object prior to initial assignment, allocation, or reallocation to a subject (such as a user, application, or process).  In other words, core memory, message buffers, disk sectors, and other storage areas shall be reinitialized when released by the user.

Does the system provide this capability?

Is this capability implemented by the system administrator?



Public Access Controls

RQMT#
REQUIREMENT
C/P/N/U
COMMENTS

102

102a

102b
When an agency’s application promotes or permits public access, additional security controls shall be added to protect the integrity of the application and the confidence the public has in the application.

Are there any areas for public access?

If yes, what are the additional security measures taken in these areas?



103

103a
Such controls shall include segregated information made directly accessible to the public from official agency records.

How are these controls implemented?



F-27

