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JOINT TECHNICAL ARCHITECTURE PROFILE (Level 1)

The JTA Profile table below identifies the JTA Service Areas, Services, and Standards that may apply to DFAS Information Systems.  Note that all the Information – Technology (JTA Section 2) paragraphs are listed, even those that are just introduction paragraphs with no Service requirements.  This was done so that the complete list and hierarchy of Services was shown with no missing Services.

The Combat Support Services Domain Annex of the JTA includes Services that are considered applicable from the Combat Support Sub-Domain of the JTA.  The DCII and its component applications are considered to be part of the Combat Support Sub-Domain versus other domains (e.g., Combat Systems) so only these Services are included.  This section is not necessarily all inclusive of JTA Services implemented by DFAS systems.

To complete the application JTA Profile, the Program Manager (or his/her staff) performs the following:

Program Identification

Provide the System Name, Program Manager, DCII Application Type (i.e., Type I, Type II, or Type III), and the current System Life Cycle Phase.

JTA Service Area Identification

During Systems Requirements Analysis, review the current JTA and the below JTA Profile to verify that all the JTA Services for the application are included in the profile.  If a required JTA Service is missing (for example, a Combat Support requirement not currently included in the JTA Profile), add it to the Application’s JTA Profile in the appropriate location.

“Applies” Column

Review the profile and assess whether each specific JTA Service and annotated standard applies to the application.  If so, mark the Applies column for that service.  Accomplish this for all Services.

NOTE:  If a Service will be provided by a corporate component (e.g., the ELAN) the Service applies to your application. 

“Allocation” Column

Some of the previously identified Services may be supported by corporate components.  This column is used to allocate Services to those components.  Review the Applies column and allocate compliance to any corporate component that is providing that Service to your application.  This column may contain more than one entry.  For example, it may include both your application and a corporate component in situations where they share interface and development responsibility.

In the ELAN example identified above, the ELAN is provided by the DFAS COE component of the DCII so you would add DFAS COE to the Allocation column for that Service.  Other typical allocations include the DCD, DCR, DCW, and NSA.  Most of the allocations will refer to the DFAS COE.

NOTE:  One of the benefits of the Allocation column is that compliance for that specific JTA Service is met for your system once compliance is established for the Allocated component.  For instance, if a DFAS COE satisfies a JTA network Service (as established by the DFAS COE project team) then you can claim your application is compliant for the same JTA Service because you have allocated responsibility to the DFAS COE.  Do not assign responsibility without consulting with the project team managing the allocated component to confirm the appropriateness of this assignment, including schedule and required capability.

“Compliancy Plan” Column

Complete the Compliancy Plan column for each Service that applies to your application.  Use this column to provide rationale for complying with the Service standard.  Include the degree of compliancy you expect to achieve and any limitations to compliancy that you expect to encounter.  For example, a COTS development solution may not support all the relevant standards so it is important to state this and explain to what degree your application will comply.  The more detail you can provide the better; however, try to keep the size of the block within reason.

“Complies” Column

The Compliant column is left blank at this time.  This column is completed by the JTA testing group who will verify compliance during the System and Enterprise Testing.

Prior to Software Architecture Design, revisit the JTA Profile and update it using any new information that has resulted during requirements definition activities.  The resulting profile is the final version that the JTA testing organization will use to monitor compliance.

System Name JTA Profile

PROGRAM IDENTIFICATION:
SYSTEM NAME:



PROGRAM MANAGER:



DCII APPLICATION TYPE (I, II, III):



SYSTEM LIFE CYCLE STATUS:


SERVICE AREA
SERVICE
APPLIES (Y/N)
STANDARD
ALLOCATION
COMPLIANCY PLAN
COMPLIES (Y/N)

2.1 INFORMATION-TECHNOLOGY STANDARDS
2.1.2.2 Mandates

 





2.1.2.2.1 Year 2000 (Y2K) Compliance
 
Applications/Platforms handle Y2K date and time format transition





2.1.2.2.2  Defense Information Infrastructure Common Operating Environment (DII COE)
 
Level-5 Compliant (Segmentation, COE Kernel, Install w/ COE tools) for those applications/functions that support Joint Tactical Forces (JTF) and Combatant Commands




2.2 INFORMATION PROCESSING STANDARDS
2.2.2 Mandates Standards
 
Introduction to following requirements





2.2.2.1 Application Software Entity
 
1) Authorizes use of COTS, GOTS, custom SW or combination;  2) CSA categories: Multimedia, Communications, Bus. Processing, Environment Mgt., DB Utilities, Eng. Support





2.2.2.2 Application Platform Entity







2.2.2.2.1 Service Areas







2.2.2.2.1.1 Software Engineering Services
 
1) Reduce life-cycle costs/risks; 2) minimize need to modify code; 3) maximize portability





2.2.2.2.1.2 User Interface Services
 
C507: X-Window System Protocol; C508: Xlib; C509: X Toolkit Intrinsics; C510: File Formats; M021/M027/ MO28/M029/M213/M214A/M214B/ M214C/M216: CDE2.1/Motif 2.1; Win32 APIs: Microsoft Win32





2.2.2.2.1.3 Data Management Services
 
ISO/IEC 9075: DB Language - Entry-level SQL; ISO/IEC 9075-3: DB Languages - SQL/CLI





2.2.2.2.1.4 Data Interchange Services
 
Introduction to following requirements





2.2.2.2.1.4.1 Document Interchange
 
ISO 8879: SGML; HTML 4.0 Spec.; XML 1.0;  See Table 2.2-1 for detailed list of standards





2.2.2.2.1.4.2 Graphics Data Interchange
 
JPEG V.1.02; PNG Spec.; GIF V.89a





2.2.2.2.1.4.3 Geospatial Data Interchange
 
MIL-STD 2411: Raster Product Format; MIL-STD 2407: VPF; MIL-STD-2401: WGS84; FIPS PUB 10-4: Countries,…





2.2.2.2.1.4.4 Still Imagery Data Interchange
 
MIL-STD-2500B: NITF2.0; MIL-STD-188-196: Bi-Level Compression; MIL-STD-188-199: Vector Quantization Decompression; ISO/IEC 8632: 1992 CGM; ISO/IEC 10918-1: 1994 JPEG





2.2.2.2.1.4.5 Motion Imagery Data Interchange
 
Frame rates >= 1 Hz





2.2.2.2.1.4.5.1 Video Systems
 
Introduction to following requirements





2.2.2.2.1.4.5.1.1 Video Imagery
 
DoD/IC/USIGS VISP v.1.4; ITU-R BT.601-4: Encoding Parameter…Digital TV…; ISO/IEC 13818-1: Part 1 MPEG-2; ISO/IEC 13818-2: Part 2 MPEG-2; ISO/IEC 13818-4: Conformance Testing Part 4; ANSI/SMPTE 12M-1998; See remaining ANSI standards in Section 2.2.2.2.1.4.5.1.1





2.2.2.2.1.4.5.1.2 Video Teleconference
 
 





2.2.2.2.1.4.5.1.3 Video Telemedicine
 
 





2.2.2.2.1.4.5.1.4 Video Support
 
ISO/IEC 11172-1: Part 1 Systems; ISO/IEC 11172-2: Part 2 Video; ISO/IEC 13818-1: Part 1 MPEG-2; ISO/IEC 13818-2: Part 2 MPEG-2





2.2.2.2.1.4.6 Audio Data Interchange
 
ISO/IEC 11172-1: Part 1 Systems; ISO/IEC 11172-3: Part 3 Audio Layer-3





2.2.2.2.1.4.6.1 Audio Associated with Video
 
Introduction to following requirements





2.2.2.2.1.4.6.1.1 Audio for Video Imagery
 
ANSI S3.40-1992/AES3-1992: AES Digital Audio…; ISO/IEC 13818-3:1995: MPEG-2 Part 3: Audio





2.2.2.2.1.4.6.1.2 Audio for Video
 
 





2.2.2.2.1.4.6.1.3 Audio for Video Telemedicine
 
 





2.2.2.2.1.4.6.1.4 Audio for Video Support
 
ISO/.IEC 11172-3: 1993





2.2.2.2.1.4.6.2 Audio Not Associated with Video Systems
 
 





2.2.2.2.1.4.7 Data Interchange Storage Media
 
ISO 9660-:1988 Information Processing - CD-ROM





2.2.2.2.1.4.8 Atmospheric and Oceanographic Data
 
FM92-X Ext. GRIB WMO No. 306; FM 94-X Ext. BUFR WMO No. 306





2.2.2.2.1.4.9 Time of Day Data Interchange
 
Time-of-Day for clock synchronization and GPS standards; ITU-R Recommendation TF 460-4





2.2.2.2.1.5 Graphic Services
 
Non-COTS graphics development; ANSI/ISO/IEC 9636-1.2.3.4.5.6:1991 (R1997): CGI Techniques; OpenGL Graphics Systems v.1.1





2.2.2.2.1.6 Communications Services
 
 





2.2.2.2.1.7 Operating System Services
 
OS Controls via APIs; ISO/IEC 9945-1: 1996: POSIX Info Tech.; ISO/IEC 9945-1:1996: POSIX Real-time Ext.; ISO/IEC 9945-1:1996: POSIX Thread Ext.; ISO/IEC 9945-2:1993: POSIX: Shell & Utils; IEEE 1003.2d:1994: POSIX - Part 2: Shell & Utils; ISO/IEC 14519:1999: POSIX Ada; IEEE 1003.5g:1999: POSIX Ada; IEEE 1003.13: POSIX Realtime API; IEEE 1003.5b:1996: POSIX Ada API; Win32 APIs: Vol. 1





2.2.2.2.1.8 Internationalization Services
 
ANSI/ISO 8859-1: 1987: Latin Alphabet No.1; ISO/IEC 10646-1:1993: UCS





2.2.2.2.1.9 Security Services
 
 





2.2.2.2.1.10 System Management Services
 
Systems Mgt. includes Configuration Mgt., Network Mgt., Fault Mgt., and Performance Mgt.





2.2.2.2.1.11 Distributed Computing Services
 
Services include global time, data/file/name services, thread services, remote-process services





2.2.2.2.1.11.1 Remote Procedure Computing
 
C310 DCE 1.1: Time; C311 DCE 1.1: Security; C705 DCE 1.1: Directory Services; C706 DCE 1.1: RPC





2.2.2.2.1.11.2 Distributed Object Computing
 
Common Object Request Broker v.2.3 and related specs (See Section 2.2.2.2.1.11.2 in v.3.0); OMG document orbos/98-06-01 DCE/CORBA; OMG document orbos/97-09-06 COM/CORBA; OMG document orbos/97-09-07 COM/CORBA





2.2.3 Emerging Standards
 
 





2.2.3.1 Data Management
 
ISO/IEC DIS 9075-1: SQL/Framework; ISO/IEC DIS 9075-2: SQL/Foundation; ISO/IEC DIS 9075-3: CLI; ISO/IEC DIS 9075-4: SQL/PSM; ISO/IEC DIS 9075-5: SQL/Bindings; ISO/IEC DIS 9075-10: SQL/OLB; ISO/IEC DIS 13249-3: SQL Multimedia; ISO/IEC 9579:1999: SQL Remote DB Access; The Object DB Std: ODMG 2.0; 





2.2.3.2 Data Interchange
 
Introduction to following requirements





2.2.3.2.1 Document Interchange
 
XHTML 1.0; RDF Model & Syntax Spec.; RDF Schema Spec.





2.2.3.2.2 Graphics Data Interchange
 
Introduction to following requirements





2.2.3.2.2.1 Virtual Reality Modeling Language
 
ISO/IEC 14772-1: 1998: VRML





2.2.3.2.3 Geospatial Data Interchange
 
Digital Geographic Information Exchanged Std. (DIGEST): Ed. 2.0





2.2.3.2.4 Still Imagery Data Interchange
 
ISO/IEC 12087-5: 1998: Basic Image Interchange Format (BIIF)





2.2.3.2.5 Motion Imagery Data Interchange
 
 





2.2.3.2.5.1 Video Systems
 
 





2.2.3.2.5.1.1 Video Imagery
 
DoD/IC/USIGS VISP v.1.4; ATSC A/52 (Audio): Dolby Digital





2.2.3.2.5.1.2 Video Teleconference
 
 





2.2.3.2.6 Multimedia Data Interchange
 
DoD Guide to Selecting Computer-Based Multimedia Stds.





2.2.3.3 Binary Floating-Data Interchange
 
ANSI/IEEE 754-1985 Binary Floating-Point Arithmetic





2.2.3.4 Operating System
 
 





2.2.3.4.1 POSIX
 
P1003.1a: POSIX API; P1003.1d: POSIX Realtime Extensions; P1003.1g: POSIX PII; P1003.1h: Services; P1003.1j: POSIX API Amend J; P1003.1m: POSIX API Amend M; P1003.1q: POSIX API Amend q; P1003.5g/D1.0: POSIX Ada; P1003.13a/D1: POSIX AEP; P1003.21: POSIX API v.2.0





2.2.3.4.2 Virtual Machines
 
Java Virtual Machine (JVM)





2.2.3.5 Distributed Computing Services
 
 





2.2.3.5.1 Remote-Procedure Computing
 
OSF-DCE Version 1.2.2





2.2.3.5.2 Distributed-Object Computing
 
OMG doc. orbos/98-05-10: Persistent State Service 2.0; OMG doc. orbos/98-03-04: CORBA Name Serv.; OMG doc orbos/98-05-04: CORBA/Firewall Security; OMG doc. orbos/97-08-14: MOF; OME doc: bom/99-03-01: Workflow Mgt.; OMG doc. Mfg/98-06-06: Distributed Sim. Serv.; OMG doc orbos/99-02-12: Revises Realtime CORBA; OMG doc. orbos/99-03-29: Errata for Realtime CORBA 





2.2.3.6 Support Application Services
 
 





2.2.3.6.1 Environment Management
 
DoD-5015.2-STD: Electronic Records Mgt. SW Apps.(RMA)





2.2.2.6.2 Learning Technology
 
IEEE 1484.1: Learning Tech. Sys. Arch. (LTSA) v.4.0; IEEE P1484.2: Learner Model; IEEE P1484.12: Learning Object Metadata (LOM); AICC AGR 006: Computer Managed Instruction (CMI)




2.3 INFORMATION TRANSFER STANDARDS
2.3.2 Mandates
 
 





2.3.2.1 End-system Standards
 
 





2.3.2.1.1 Host Standards
 
IETF Std. 3/RFC-112/RFC-1123: Host Req'mts.





2.3.2.1.1.1 Application Support Services
 
 





2.3.2.1.1.1.1 Electronic Mail
 
ACP 123: Common Messaging Strategy; ACP 123 US Supplement No.1; IETF Std. 10/RFC-1869/RFC-1870: SMTP; IETF Std. 11/RFC-822/RFC-1049: ARPA Internet Text Messages; IETF RFCs 2045-2049: MIME





2.3.2.1.1.1.2 Directory Services
 
 





2.3.2.1.1.1.2.1 X.500
 
ITU-T X.500: Data Comm. Net. Directory





2.3.2.1.1.1.2.2 Lightweight Directory Access Protocol (LDAP)
 
IETF RFC-1777: Lightweight Directory Access Protocol





2.3.2.1.1.1.2.3 Domain Name System (DNS)
 
IETF Std. 13/RFC-1034/RFC-1035: Domain Name System





2.3.2.1.1.1.3 File Transfer
 
IETF Std. 9/RFC-959: FTP





2.3.2.1.1.1.4 Remote Terminal
 
IETF Std. 8/RFC-854/RFC-855: TELNET Protocol





2.3.2.1.1.1.5 Network Time Synchronization
 
IETF RFC-1305: Network Time Protocol





2.3.2.1.1.1.6 Bootstrap Protocol (BOOTP)
 
IETF RFC-951: Bootstrap Protocol; IETF RFC-2132: DHCP Options





2.3.2.1.1.1.7 Configuration Information Transfer
 
IETF RFC-2131: Dynamic Host Configuration Protocol





2.3.2.1.1.1.8  Web Services
 
 





2.3.2.1.1.1.8.1 Hypertext Transfer Protocol (HTTP)
 
IETF RFC-2616: HTTP





2.3.2.1.1.1.8.2 Uniform Resource Locator (URL)
 
IETF RFC-1738: URL; IETF RFC-1808: Relative URLs





2.3.2.1.1.1.9 Connectionless Data Transfer
 
MIL-STD-2045-47001B: Connectionless Data Transfer Application Layer Std.





2.3.2.1.1.2 Transport Services
 
 





2.3.2.1.1.2.1 Transmission Control Protocol (TCP)/User Datagram Protocol (UDP) Over Internet Protocol
 
 





2.3.2.1.1.2.1.1 Transmission Control Protocol (TCP)
 
IETF Std. 7/RFC-793: Transmission Control Protocol; IETF RFC-2001: TCP Slow Start





2.3.2.1.1.2.1.2 User Datagram Protocol (UDP)
 
IETF Std. 6/RFC-768: User Datagram Protocol





2.3.2.1.1.2.1.3 Internet Protocol (IP)
 
IEFT Std. 5/RFC-791/RFC-919/RFC-922/RFC-1112: Internet Protocol; IETF Informational RFC 1770: IPv4





2.3.2.1.1.2.2 Open Systems Interconnection (OSI) Transport Over IP-based Networks
 
IETF Std. 35/RFC 1006: ISO Transport Service





2.3.2.1.2 Video Teleconferenceing (VTC) Standards
 
FTR 1080A-1998: Video Teleconferencing Profile; See additional list of standards in Table 2.3-1: ITU/T/EIA Stds; ITU-T T.120: Transmission Protocols for Multimedia Data; ITU-T H.323: Packet-based Multimedia Communication Systems; ITU-T H.324: Terminal for Low Bit Rate Multimedia Comm.; ITU-T H.244: Synchronized Aggregation of Multiple 64 or 56 kbps channels





2.3.2.1.3 Facsimile Standards
 
 





2.3.2.1.3.1 Analog Facsimile Standards
 
TIA/EIA-465-A: Group 3 Facsimile; TIA/EIA-466-A: Procedures for Document Facsimile Transmission





2.3.2.1.3.2 Digital Facsimile Standards
 
MIL-STD 188-161D: Interoperability and Performance Stds. for Digital Facsimile Equipment





2.3.2.1.4 Imagery Dissemination Communications Standards
 
MIL-STD-2045-44500: NITFS Tactical Comm. Protocol 2 (TACO2)





2.3.2.1.5 Global Positioning System (GPS)
 
ICD-GPS-200C: NAVSTAR GPS Space Segment/ Navigation User Interfaces; ICD-GPS-222A: NAVSTAR GPS UE Auxiliary Output Chip Interface; ICD-GPS-225A: NAVSTAR GPS Selective Availability/ Anti-Spoofing Host Application Equip. Design Req'mts





2.3.2.2 Network Standards
 
 





2.3.2.2.1 Internetworking (Router) Standards
 
IETF RFC-1812: IPv4 Routers; IETF Std. 6/RFC-768: User Datagram Protocol; IETF Std 7/RFC-793: Transmission Control Protocol; IETF Std. 8/RFC-854/ RFC-855: TELNET Protocol; IETF Std. 13/RFC-1034/ RFC-1035: Domain Name System; IETF RFC-951: Bootstrap Protocol; IETF RFC-2132: DHCP Options; IETF RFC 2131: Dynamic Host Config. Protocol; IETF RFC-1542: Clarifications and Extensions for Bootstrap Protocol; IETF Std. 33/RFC-1350: TFTP Protocol (Rev. 2)





2.3.2.2.1.1 Internet Protocol (IP)
 
IEFT Std. 5/RFC-791/RFC-950/RFC-919/RFC-922/RFC-792/RFC-1112: Internet Protocol; IETF Informational RFC 1770: IPv4





2.3.2.2.1.2 IP Routing
 
 





2.3.2.2.1.2.1 Interior Routers
 
IETF Std. 54/RFC-2328: Open Shortest Path First Routing v.2.0





2.3.2.2.1.2.2 Exterior Routers
 
IETF RFC-1771: A Border Gateway Protocol 4 (BGP-4); IETF RFC-1772: Application for BGP in the Internet





2.3.2.2.2 Subnetworks
 
 





2.3.2.2.2.1 Local Area Network (LAN) Access
 
ISO/IEC 8802-3: 1996: CSMA/CD - 10BT MAU; IEEE 802.3u-1995: Supplement to ISO/IEC 8802-3: 1993: Local and Metropolitan Area Networks; IETF Std. 41/RFC-894: Std. for Transmission of IP Datagrams Over Ethernet Networks; IETF Std. 37/RFC-826: An Ethernet Address Resolution Protocol





2.3.2.2.2.2 Point-to-Point Standards
 
IETF Std 51/RFC-1661/RFC-1662: PPP; IETF RFC-1332: PPP IPCP; IETF RFC-1989: PPP LQM; IETF RFC-1994: PPP CHAP; IETF RFC-1570: PPP LCP Extensions; EIA/TIA-232-F: Interface Between Data Terminal Equip. and Data Circuit Terminating Equip. Employing Serial Binary Data Interchange; EIA/TIA-530-A: High Speed 25-Position Interface for Data Terminal Equip. and Data Circuit Terminating  Equip.





2.3.2.2.2.3 Combat Net Radio (CNR) Networking
 
MIL--STD-188-220B: Interoperability Std. for DMTD; 





2.3.2.2.2.4 Integrated Services Digital Network (ISDN0
 
ANSI T1.601: ISDN BRI; ANSI T1.605: ISDN BRI for S&T Reference Points; ANSI T1.408: ISDN PRI; See additional references to ISDN under Sect. 2.3.2.2.2.4





2.3.2.2.2.5 Asynchronous Transfer Mode (ATM)
 
ATM Forum. af-phy-00400.00: Physical Interface Spec. for 25.6 Mbps over Twisted Pair Cable; ATM Forum. af-uni-1101.002: ATM UNI Spec. V.3.1; See additional references to ATM under Sect. 2.3.2.2.2.5





2.3.2.2.2.6 Gigabit Ethernet
 
IEEE 802.3-1998: Telecommunications & Information Exchange Between Systems…; Applies only if Gigabit Ethernet is used





2.3.2.3 Transmission Media
 
 





2.3.2.3.1 Military Satellite Communications
 
 





2.3.2.3.1.1 Ultra High Frequency (UHF) Satellite Terminal Standards
 
 





2.3.2.3.1.1.1 5-kHZ and 25-kHz Service
 
MIL-STD-188-181B: Interoperability Stds for Single Access 5-Khz and 25-Khz UHF Satellite Comm. Channels





2.3.2.3.1.1.2 5-kHz Demand Assigned Multiple Access (DAMA)
 
MIL-STD-188-182A: Interoperability Stds. for 5-Khz UHF DAMA





2.3.2.3.1.1.3 25-kHz Time Division Multiple Access (TDMA)/Demand Assigned Multiple Access (DAMA) Service
 
MIL-STD-188-183A: Interoperability Stds. for 25-Khz TDMA/DAMA





2.3.2.3.1.1.4 Data Control Waveform
 
MIL-STD-188-184: Interoperability and Performance Std. for Data Control Waveform





2.3.2.3.1.1.5 Demand Assigned Multiple Access (DAMA) Control Systems
 
MIL-STD-188-185: DoD Interface Std., Interoperability of UHF MILSATCOM DAMA Control System





2.3.2.3.1.2 Super High Frequency (SHF) Satellite Terminal Standards
 
 





2.3.2.3.1.2.1 Earth Terminals
 
MIL-STD-188-164: Interoperability and Performance Stds. for C-Band, X-Band, and Ku-Band SHF Satellite Comms….





2.3.2.3.1.2.2 Phase Shift Keying (PSK) Modems
 
MIL-STD-188-165: Interoperability and Performance Stds. for SHF Satellite Comms. PSK Modems





2.3.2.3.1.3 Extremely High Frequency (EHF) Satellite Payload & Terminal Standards
 
 





2.3.2.3.1.3.1 Low Data Rate (LDR)
 
MIL-STD-1582D: EHF LDR





2.3.2.3.1.3.2 Medium Data Rate (MDR)
 
MIL-STD-188-136A: EHF MDR





2.3.2.3.2 Radio Communications
 
 





2.3.2.3.2.1 Low Frequency (LF) and Very Low Frequency (VLF)
 
MIL-STD-188-140A: Equip. Technical Design Stds. for Common Long Haul/Tactical Radio Comm…





2.3.2.3.2.2 High Frequency (HF)
 
 





2.3.2.3.2.2.1 HF and Automatic Link Establishment (ALE)
 
MIL-STD-188-141B: Interoperability and Performance Stds. for Medium and High Frequency Radio Systems





2.3.2.3.2.2.2 Anti-jamming Capability
 
MIL-STD-188-148A: Interoperability Std. for Anti-Jam Communications in the HF Band (2-30 Mhz)





2.3.2.3.2.2.3 Data Modems
 
MIL-STD-188-110A: Data Modems…





2.3.2.3.2.3 Very High Frequency (VHF)
 
MIL-STD-188-242: Tactical Single Channel (VHF) Radio Equipment





2.3.2.3.2.4 Ultra High Frequency (UHF)
 
 





2.3.2.3.2.4.1 UHF Radio
 
MIL-STD-188-243: Tactical Single Channel (UHF) Radio Equipment





2.3.2.3.2.4.2 Anti-jamming Capability
 
STANAG 4246: Secure and Jam-Resistant Communications Equipment





2.3.2.3.2.5 Super High Frequency (SHF)
 
MIL-STD-188-145: Digital Line-of-Sight (LOS) Microwave Radio Equipment





2.3.2.3.2.6 Link 16 Transmission Standards
 
STANAG 4175: Technical Characteristics of the Multifunctional Information Distribution System (MIDS)





2.3.2.3.3 Synchronous Optical Network (SONET) Transmission Facilities
 
ANSI T1.105: Telecommunications - SONET; ANSI T1.107: Digital Hierarchy; ANSI-T1.117: Optical Interface Specs. (SONET)





2.3.2.4 Network and Systems Management
 
 





2.3.2.4.1 Data Communications Management
 
IETF Std. 15/RFC-1157: SNMP; IETF Std. 16/RFC-1155/RFC-1212: Structure of Mgt. Info.; IETF Std. 17/RFC-1213: Mgt. Info. Base; IETF RFC-1514: Host Resources MIB; IETF Std. 50/RFC-1643: Definitions of Managed Objects for the Ethernet-like Interface Types; IETF RFC-1757: RMON v.1; IETF RFC-1850: OSPF v.2





2.3.2.4.2 Telecommunication Management
 
ANSI T1.204: OAM&P - Lower Layer Protocols for TMN...; ANSI T1.208: OAM&P - Upper Layer Protocols for TMN…; ITU-T M.3207.1: TMN Mgt. Services; ITU-T M.3211.1: TMN Mgt. Services; ITU-T M.3400: TMN Mgt. Functions; ISO/IEC 9595:1998: Info Tech.- CMIS; ISO/IEC 9596-1:1998: Info Tech.- CMIP; ISO/IEC 9596-2:1993: Info Tech. - CMIP PICS





2.3.3 Emerging Standards
 
 





2.3.3.1 End-system Standards
 
 





2.3.3.1.1 Internet Standards
 
IETF RFC 2374: IPv6; See additional IPv6 req'mts. in Section 2.3.3.1.1; IETF RFC-2236: IGMPv2; IETF RFC 2136: DDNS; IETF RFC 2251: LDAPv3; IETF RFC 2002: MHP; IETF RFC 2205: RSVP v.1 QoS; IETF RFC 2207: ?; IETF RFC 2380: ?; IEEE 802.1p & IEEE 802.1g: Traffic Classification Methods





2.3.3.1.2 Video Teleconferencing (VTC) Standards
 
ITU-T H.310: MPEG Audio/Video; ITU-T H.321: H.320 Codecs over ATM; ITU-T H.323: VTC over ATM





2.3.3.1.3 Space Communication Protocol Standards
 
MIL-STD-2045-44000: DoD Interface Std.: Transport Protocol…; MIL-STD-2045-43000: DoD Interface Std.: Network Protocol…; MIL-STD-2045-47000: DoD Interface Std.: File and Record Transfer…; MIL-STD-2045-43001: DoD Interface Std.: Network Security Protocol…





2.3.3.2 Network Standards
 
IEEE 802.11: Wireless LAN; ATM Forum v.4.0 af-sig-0076.000: ATM Stds.; IEEE Std. 802.3-1998: Gigabit Ethernet; J-STD-008: PCS Std; TIA/EIA-95-B: Mobile Cellular; ITU-R M.IMT-2000: International Mobile Telecomm.; IETF RFC 1990: PPP





2.3.3.3 Military Satellite Communications (MILSATCOM)
 
MIL-STD-188-166: Interface Std. SHF SATCOM; MIL-STD-188-167: Interface Std. Message Format SHF SATCOM; MIL-STD-188-168: Interface Std. Interoperability… SHF SATCOM





2.3.3.4 Radio Communications
 
Link 22 Transmission Stds.; MIL-STD-188-241: RF Interface Req'mts. for VHF Frequency Hopping Tactical Radio Systems





2.3.3.5 Network Management
 
IETF RFC 2271-2275: SNMPv3; IETF RFC 1695: ATM MIB; IETF RFC 1657: BGP-4; IETF RFC 1611,1612: DNS MIBs; IETF RFC 2006, 2011: IP MIBs; IETF RFC 1471-1474: PPP MIBs; IETF RFC 2021: RMON2 MIB; IETF RFC 2012: TCP MIB; IETF RFC 2013: UDP MIB; IETF RFC 1567: Directory Services MIB; IETF RFC 2248: Network Services MIB; IETF RFC 2249: Mail Monitoring MIB




2.4 INFORMATION MODELING, METADATA, & INFORMATION EXCHANGE STANDARDS
2.4.2 Mandates
 
 





2.4.2.1 Activity Model
 
IEEE 1320.1-1998: IEEE Std. for Functional Modeling Language





2.4.2.2 Data Modeling
 
DoD Manual 8320.1-M-1: DoD Data Standardization Procedures; FIPS PUB 184: Integration Definition for Information Modeling





2.4.2.3 DoD Model Implementation
 
DoD Manual 8320.1-M-1: DoD Data Standardization Procedures





2.4.2.4 DoD Data Definitions
 
DoD Manual 8320.1-M-1: DoD Data Standardization Procedures; Defense Data Dictionary System (DDDS); Secure Intelligence Data Repository (SIDR)





2.4.2.4.1 DoD Date Standards
 
DDDS Counter ID#195: Calendar Date YYYYMMDD; DDDS Counter ID#165: Ordinal Date YYYYDDD; DDDS Counter ID#166: Year Date YYYY





2.4.2.5 Information Exchange Standards
 
 





2.4.2.5.1 Information Exchange Standards Applicability
 
Development of logical data models; Exchange data using data-mgt., data interchange, and distributed computing services; Using object-oriented interfaces





2.4.2.5.2 Tactical Information Exchange Standards
 
 





2.4.2.5.2.1 Bit-oriented Formatted Messages
 
MIL-STD-6016A: TADIL J Message Std.; STANAG 5516: Tactical Data Exchange; Variable Message Format (VMF) Tech. Interface Design Plan 





2.4.2.5.2.2 Character-based Formatted Messages
 
MIL-STD 6040: USMTF





2.4.3 Emerging Standards
 
 





2.4.3.1 Object Modeling
 
IDEF1X97:Conceptual Schema Modeling and the Unified Modeling Language (UML) v.1.3; IEEE 1320.2-1998: IEEE Std. Conceptual Modeling Language; Object Mgt. Group (OMG) Unified Modeling Language (UML) Spec. v.1.3





2.4.3.2 DoD Data Definitions
 
DoD 8320.1: Data migration from bit-oriented and character-oriented joint message standards





2.4.3.3 Information Exchange Standards
 
Multi-functional Information Distribution System (MIDS); STANAG 5522: Edition 1, Tactical Data Exchange - LINK 22 




2.5 HUMAN-COMPUTER INTERFACE STANDARDS
2.5.2 Mandates
 
 





2.5.2.1 General
 
GUIs preferred; Character-based interfaces acceptable if absolutely necessary





2.5.2.1.1 Character-based Interfaces
 
DoD Human-Computer Interface Style Guide





2.5.2.1.2 Graphical User Interface
 
Uses of commercial user interface style guide; No Hybrid GUIs - mixing of user interface styles





2.5.2.2 GUI Style Guides
 






2.5.2.2.1 Commercial Style Guide
 
Commercial style guide to be selected as basis for user interface development





2.5.2.2.1.1 X-Window Style Guilde
 
Open Software Foundation (OSF) M027: CDE 2.1/Motif 2.1 - Style Guide and Glossary; OSF M028: CDE 2.1/Motif 2.1 - Style Guide Certification Check List; OSF M029: CDE2.1/Motif 2.1 - Style Guide Reference





2.5.2.2.1.2 Windows Style Guide
 
The Windows Interface Guidelines for Software Design





2.5.2.2.2 DoD Human-Computer Interface (HCI) Style Guide
 
DoD Human-Computer Interface Style Guide





2.5.2.2.3 Domain-level Style Guides
 
User Interface Specification for the DII





2.5.2.2.4 System-level Style Guides
 
To be created as necessary using the User Interface Specifications of the DII





2.5.2.3 Symbology
 
MIL-STD-2525B: Common Warfighting Symbology





2.5.3 Emerging Standards
 
MIL-PRF-89045: DoD Performance Spec. Geospatial Symbols for Digital Displays




2.6 INFORMATION SYSTEM SECURITY STANDARDS
2.6.2 Mandates
 
 





2.6.2.1 Introduction
 
 





2.6.2.2 Informatin Processing Security Standards
 
 





2.6.2.2.1 Application Software Entity Security Standards
 
DoD 5200.28-STD: The DoD Trusted Computer System Evaluation Criteria; NCSC-TG-021: v.1, Trusted DB Mgt. Sys. Interpretation; FORTEZZA Application Implementers Guide, MD4002101-1.52; FORTEZZA Cryptologic Interface Programmers' Guide, MD4000501-1.52b





2.6.2.2.2 Application Platform Entity Security Standards
 
 





2.6.2.2.2.1 Data Management Services
 
NCSC-TG-021: v.1, Trusted Database Management System Interpretation





2.6.2.2.2.2 Operating System Services Security
 
DoD 5200.28-STD: The DoD Trusted Computer System Evaluation Criteria 





2.6.2.2.2.2.1 Security Auditing and Alarms Standards
 
DoD 5200.28-STD: The DoD Trusted Computer System Evaluation Criteria 





2.6.2.2.2.2.2 Authentication Security Standards
 
IETF RFC-1510: The Kerberos Network Authentication Service, v.5; FIPS-PUB 112: Password Usage





2.6.2.3 Information Transfer Security Standards
 
 





2.6.2.3.1 End-system Security Standards
 
 





2.6.2.3.1.1 Host Security Standards
 
FORTEZZA Interface Control Document, Rev. P1.5; FIPS-PUB 140-1: Security Req'mts. for Cryptographic Modules





2.6.2.3.1.1.1 Security Algorithms
 
FIPS-PUB 180-1: Secure Hash Algorithm-1; FIPS-PUB 186-1: Digital Signature Std. (DSS) Digital Signature Algorithm (DSA); FIPS-PUB 185: SKIPJACK Algorithm; R21-TECH-23-94: Key Exchange Algorithm (KEA)





2.6.2.3.1.1.2 Security Protocols
 
MIL-STD-2045-48501: Common Security Label; ITU-T Rec. X.509: ISO/IEC 9594-8.2) v.3, The Directory: Authentication Framework; ACP-120: Allied Communications Publication 120, Common Security Protocol (CSP), Rev. A; SDN.903: Rev. 3.2, Secure Data Network System (SDNS) Key Management Protocol (KMP)





2.6.2.3.1.1.3 Evaluation Criteria Security Standards
 
DoD 5200.28-STD: The DoD Trusted Computer Sys. Evaluation Criteria; NCSC-TG-005: v.1, Trusted Network Interpretation





2.6.2.3.2 Network Security Standards
 
SDN.301: Rev.1.5, Secure Data Network System (SDNS) Security Protocol 3 (SP3); MIL-STD-2045-48501: Common Security Label





2.6.2.3.3 Transmission Media Security Standards
 
 





2.6.2.4 Information Modeling, Metadata, & Information Security Standards
 
 





2.6.2.5 Human-Computer Interface Security Standards
 
DoD Human-Computer Interface Style Guide





2.6.2.6 Web Security Standards
 
Secure Sockets Layer (SSL) Protocol v.3.0





2.6.3 Emerging Standards
 
 





2.6.3.1 Introduction
 
 





2.6.3.2 Information Processing Security Standards
 
 





2.6.3.2.1 Application Software Entity Security Standards
 
 





2.6.3.2.1.1 Evaluation Criteria Security Standards
 
IETF-RFC 2246: The Transport Layer Security (TLS) Protocol v.1.0; IETF-RFC 2487: SMTP Service Extension for Secure SMTP over TLS





2.6.3.2.1.2 Web Security Standards
 
IETF-RFC 2246: The Transport Layer Security (TLS) Protocol v.1.0; IETF-RFC 2487: SMTP Service Extension for Secure SMTP over TLS





2.6.3.2.2 Application Platform Entity Security Standards
 
 





2.6.3.2.2.1 Software Engineering Services Security
 
 





2.6.3.2.2.1.1 Generic Security Service (GSS) - Application Program Interface (API) Security
 
IETF RFC 2078: Generic Security Service Application Program Interface, v.2; Independent Data Unit Protection Generic Security Service Application Program Interface (IDUP-GSS-API)





2.6.3.2.2.2 Operating System Services Security
 
 





2.6.3.2.2.2.1 Evaluation Criteria Security Standards
 
Common Criteria Protection Profiles (Orange Book Class C2)





2.6.3.2.2.2.2 Authentication Security Standards
 
IETF RFC 2289: A One-Time Password System; IETF RFC 2138: Remote Authentication Dial In User Services (RADIUS)





2.6.3.2.2.3 Distributed Computing Services Security Standards
 
C311: DCE Authentication and Security Specification; CORBA Security Service 1.2





2.6.3.3 Information Transfer Security Standards
 
 





2.6.3.3.1 End-system Security Standards
 
 





2.6.3.3.1.1 Host Security Protocol
 
 





2.6.3.3.1.1.1 Security Protocol
 
IEEE 802.10: Interoperable LAN/MAN Security (SILS); IEEE 802.10c-1998: Interoperable LAN/MAN Security (SILS) Key Mgt. (Clause 3)





2.6.3.3.1.1.2 Medium Assurance Public-Key Infrastructure Security Standards
 
FIPS PUB 46-3; FIPS PUB 140-1; FIPS PUB 180-1; RSA PKCS#1 





2.6.3.3.1.1.2.1 Background
 
 





2.6.3.3.1.1.2.2 Certificate Profiles
 
ITU-T Recommendation X.509: Internet X.509 Public Key Infrastructure Certificate and CRL Profile





2.6.3.3.1.1.2.3 Operational Protocols and Exchange Formats
 
IETF RFC 2559: Internet X.509 Public Key Infrastructure Operational Protocols: LDAPv2; IETF RFC 2587: Internet X.509 Public Key Infrastructure LDAPv2 Schema; RSA Laboratories Public Key Cryptography Std. #12: Personal Information Exchange Syntax Standard, v.1.0 (draft)





2.6.3.3.1.1.2.4 Management Protocols
 
IETF RFC 2315: Public Key Cryptography Std. (PKCS) #7, Cryptographic Message Syntax, v.1.5; IETF RFC 2314: PKCS #10, Certification Request Syntax, v.1.5





2.6.3.3.1.1.2.5 Application Program Interfaces (APIs)
 
RSA Laboratories Public Key Cryptography Std. (PKCS) #11: Cryptographic Token Interface Standard, v.1.0





2.6.3.3.1.1.2.6 Cryptography
 
RSA Laboratories Public Key Cryptography Standard (PKCS) #1: RSA Cryptography Std., v.2.0; FIPS PUB 140-1: Security Req'mts. for Cryptographic Modules; Draft FIPS PUB 46-3: Data Encryption Standard





2.6.3.3.2 Network Security Standards
 
 





2.6.3.3.2.1 Internetworking Security Standards
 
IETF RFC 2401: Security Architecture for the Internet Protocol; IETF RFC 2402: IP Authentication Header; IETF RFC 2406: IP Encapsulating Security Payload (ESP); IETF RFC 2104: HMAC: Keyed-Hashing for Message Authentication; IEEE 802.10: IEEE Stds. for Local and Metropolitan Area Networks; See additional specifications listed in Section 2.6.3.3.2.1





2.6.3.4 Information Modeling, Metadat, & Information Security Standards
 
 





2.6.3.5 Human-Computer Interface Security Standards
 
 




CS. COMBAT SUPPORT DOMAIN ANNEX
CS.2.2 Information Processing Standards
 
 





CS.2.2.1 Introduction
 
 





CS.2.2.2 Mandated Standards
 
 





CS.2.2.2.1 Document Interchange
 
MIL-PRF-28001C: Markup Requirements and Generic Style Spec. for Electronic Printed Output and Exchange of Text  (CALS SGML); MIL-STD-1840C: Automated Interchange of Technical Information (AITI)





CS.2.2.2.2 Graphics Data Interchange
 
ANSI/ISO/IEC 8632: Info. Tech. - Computer Graphics - Metafile for the Storage and Transfer of Picture Description Info; MIL-PRF-280002C: Performance Spec., Req'mts for Raster Graphics Representation in Binary Format





CS.2.2.2.3 Product Data Interchange
 
ANSI/US Product Data Asso. (PRO)-100-1993: Initial Graphics Exchange Spec. (IGES), v.5.3; MIL-PRF-28000A w/ Amend 1: Digital Representation for Comm. Of Product Data; ANSI/PC-D350D: Printed Board Description in Digital Form; FIPS PUB 172-1: VHSIC Hardware Description Language (VHDL); ANSI/IEEE 1076: 1993, IEEE Std. VHDL Language Reference Manual; MIL-STD-1840C: Automated Interchange of Technical Info.; ANSI/AIM-BC1-1995: Uniform Symbology Spec. Code 39





CS.2.2.2.4 Electronic Data Interchange
 
ANSI ASC X12: Electronic Data Interchange; ISO UN/EDIFACT





CS.2.2.2.5 Configuration Management Data Interchange
 
MIL-STD-2549: DoD Interface Std., Configuration Mgt. Data Interface





CS.2.2.3 Emerging Standards
 
 





CS.2.2.3.1 Product Data Interchange
 
ISO 10303: Industrial Automation Systems and Integration; ISO/IEC 13584:1998: Industrial Automation Systems and Integration - Parts Library; MIL-PRF-28000B: Digital Representation for Comm. Of Product Data: IGES...





CS.2.3 Information Transfer Standards
 
 





CS.2.4 Information Modeling, Metadata, & Information Exchange Standards
 
 





CS.2.5 Human-Computer Interface Standards
 
 





CS.2.6 Information Security Standards
 
ANSI ASC X12.58: EC/EDI Security Services





CS.3 Domain Specific Service Areas and Interfaces
 
 





CS.3.1 Electronic Business/ Electronic Commerce
 
 





CS.3.1.1 Introduction
 
JECPO STD 1: DoD Electronic Business/ Electronic Commerce Stds. Profile (draft)





CS.3.1.2 Mandated Standards
 
 





CS.3.1.2.1 Smart Card Technology Standards
 
ISO/IEC 7816: Identification Cards - IC's w/ Contacts; ISO/IEC 10536: Identification Cards - Contactless IC's





CS.3.1.3 Emerging Standards
 
 





CS.3.1.3.1 Smart Card Technology Standards
 
ISO/IEC 7816: Identification Cards - IC's w/ Contacts; ISO/IEC 10536-4: Identification Cards - Contactless IC's; ISO/IEC 14443: Identification Cards - Contactless IC's…; ISO/IEC 15693: Identification Cards - Contactless IC's - Vicinity Cards…
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