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INFRASTRUCTURE REQUIREMENTS DESCRIPTION

1.  Purpose.  This document specifies the requirements for infrastructure items needed by all applications within this release. This requirements statement is used as the basis for procurement and qualification testing of infrastructure items.

2.  Scope.  This paragraph describes the scope of infrastructure requirements covered by this document. As defined here, “infrastructure” items include enabling system technology components that do not directly implement business functions but are required as an execution platform on which to host business components. Requirements specified herein go to the DCII Architect for a make versus buy decision. Requirements to be built will be placed under TPO responsibility and developed under application-level control. This paragraph identifies the applications and version that comprise the release. It should also depict the context of the covered requirements with respect to other related and interfacing systems to illustrate what requirements are not covered herein.

3.  Documentation Conventions.  This section provides a list of notational and other document conventions used within the document. Include a depiction of symbology used in diagrams along with the meaning of each symbol. Provide a description of special text usage such as fixed width fonts, alert, and warning icons.

4.  Infrastructure Identification and Overview.  This paragraph shall briefly state the purpose of the infrastructure for the release to which this document applies.  It shall describe the general nature of the infrastructure; summarize the history of infrastructure development, operation, and maintenance; identify the project sponsor, acquirer, user, developer, and support agencies; and identify current and planned operating sites.

Use the Oracle Designer Application System “Summary” property for the system development, operation, and maintenance history summary. Use the Application System “Description” property for all other text required in this section. Copy and Paste text from these properties into this section.

5.  Requirements for Services from the Infrastructure.  This paragraph shall identify a required infrastructure capability and shall itemize the requirements associated with the capability.  If the capability can be more clearly specified by dividing it into constituent capabilities, the constituent capabilities shall be specified in subparagraphs.  Examples include: operating systems, database management systems, communications/network software, systems management software, backup and media management software, utility software, input and equipment simulators, and test software. The requirements shall specify required behavior of the infrastructure components and shall include applicable parameters, such as response times, throughput times, other timing constraints, sequencing, accuracy, capacities (how much/how many), priorities, continuous operation requirements, and allowable deviations based on operating conditions.  The requirements shall include, as applicable, required behavior under unexpected, unallowed, or "out of bounds" conditions, requirements for error handling, and any provisions to be incorporated into the system to provide continuity of operations in the event of emergencies.

Use the Oracle Designer Function Hierarchy Diagram (FHD) as an outline for the infrastructure requirements list in this section. The subsection structure of this section should mirror the FHD decomposition structure. Create a new root function for “Release Infrastructure Requirements.” Infrastructure requirements under this node are to be listed in this section. Each subsection’s header text should provide the name of the requirement (the Business Function’s “Short Definition” property) and an application-unique identifier (the Business Function’s “Label” property). The body of each subsection should provide most of the details recorded against the Business Function including, but not limited to, “Description”, “Notes”, “Elementary” status, “Common” status, and “Frequency” properties. Each subsection should go on to include other relevant information such as objectives satisfied, key performance indicators contributed to, and business unit associations.

As an alternative to detailing infrastructure requirements in this section as described above, run the Oracle Designer Function Definition Report (ckdefin) and attach it as an appendix. Enter the function label corresponding to the “Release Infrastructure Requirements” business function to get only infrastructure requirements for this section. Set the “Include Usages” parameter to “Yes” and the “Include Events” and “Elementary Functions Only” parameters to “No.” 

6.  Requirements for Interfaces External to the Software Item.

     6.1.  Interface Identification and Diagrams.  This paragraph shall identify the required external interfaces of the infrastructure components.  The identification of each interface shall include an application-unique identifier and shall designate the interfacing entities (systems, configuration items, users, etc.) by name, number, version, and documentation references, as applicable.  The identification shall state which entities have fixed interface characteristics (and therefore impose interface requirements on interfacing entities) and which are being developed or modified (thus having interface requirements imposed on them).  One or more interface diagrams shall be provided to depict the interfaces.

     6.2. (Application-Unique Identifier of Interface). This paragraph shall identify an infrastructure external interface by application-unique identifier, shall briefly identify the interfacing entities, and shall be divided into subparagraphs as needed to state the requirements imposed on the infrastructure component to achieve the interface.  Interface characteristics of the other entities involved in the interface shall be stated as assumptions or as "When [the entity not covered] does this, the system shall…," not as requirements on the other entities.  This paragraph may reference other documents (such as data dictionaries, standards for communication protocols, and standards for user interfaces) in place of stating the information here.  The requirements shall include the following, as applicable, presented in any order suited to the requirements, and shall note any differences in these characteristics from the point of view of the interfacing entities (such as different expectations about the size, frequency, or other characteristics of data elements):

· Priority that the system must assign the interface

· Requirements on the type of interface (such as real-time data transfer, storage-and-retrieval of data, etc.) to be implemented

· Required characteristics of individual data elements that the system must provide, store, send, access, retrieve, etc., such as:

· Names/identifiers

· Application-unique identifiers

· Non-technical (natural-language) name

· DoD standard data element name

· Technical name (e.g., variable or field name in code or database)

· Abbreviation or synonymous names

· Data type (alphanumeric, integer, etc.)

· Size and format (such as length and punctuation of a character string)

· Units of measurement (such as meters, dollars, nanoseconds)

· Range of enumeration of possible values (such as 0-99)

· Accuracy (how correct) and precision (number of significant digits)

· Priority, timing, frequency, volume, sequencing, and other constraints, such as whether the data element may be updated and whether business rules apply

· Security and privacy constraints

· Sources (setting/sending entities) and recipients (using/receiving entities)

· Required characteristics of data element assemblies (records, messages, files, arrays, displays, reports, etc.) that the system must provide, store, send, access, receive, etc., such as:

· Names/identifiers

· Application-unique identifiers

· Non-technical (natural-language) name

· Technical name (e.g., record or data structure name in code or database)

· Abbreviation or synonymous names

· Data elements in the assembly and their structure (number, order, grouping)

· Medium (such as disk) and structure of data elements/assemblies on the medium

· Visual and auditory characteristics of displays and other outputs (such as colors, layouts, fonts, icons and other display elements, beeps, lights)

· Relationships among assemblies, such as sorting/access characteristics

· Priority, timing, frequency, volume, sequencing, and other constraints, such as whether the assembly may be updated and whether business rules apply

· Security and privacy constraints

· Sources (setting/sending entities) and recipients (using/receiving entities)

· Required characteristics of communication methods that the system must use for the interface, such as:

· Application-unique identifiers 

· Communication links/bands/frequencies/media and their characteristics

· Message formatting

· Flow control (such as sequence numbering and buffer allocation)

· Data transfer rate, whether periodic/aperiodic, and interval between transfers

· Routing, addressing, and naming conventions

· Transmission services, including priority and goals

· Safety/security/privacy considerations, such as encryption, user authentication, compartmentalization, and auditing

· Required characteristics of protocols the system must use for the interface, such as:

· Application-unique identifiers

· Priority/layer of the protocol

· Packeting, including fragmentation and reassembly, routing, and addressing

· Legality checks, error control, and recovery procedures

· Synchronization, including connection establishment, maintenance, termination

· Status, identification, and any other reporting features

· Other required characteristics, such as physical compatibility of the interfacing entities (dimensions, tolerances, loads, plug compatibility, etc.), voltages, etc.

Interfaces should be represented in Oracle Designer as Business Functions. Designate a top-level Business Function in the FHD (directly beneath the “Release Infrastructure Requirements”) as “External Interfaces.” Directly beneath this function, create a separate function for each interface. An interface should represent the requirement to transfer information to/from an external system or infrastructure component from/to the infrastructure components covered by this document. Thus, a bi-directional interface would be represented as two Business Functions beneath the “External Interfaces” function: one representing sending information to the external system and the other representing receiving information from the external system. Beneath each interface function can be an arbitrary number of functions which “decompose” the requirement to the elementary level as required. Such functional decomposition should be mirrored as subsections within this section. Within each section, use the Business Function “Short Definition” property as the section header and the “Label” property as an application-unique identifier. The body of the section should include, but not be limited to, the “Description”, “Notes”, “Elementary” status, “Common” status, and “Frequency” properties. Each subsection should go on to include other relevant information such as triggering and triggered functions, objectives satisfied, key performance indicators contributed to, and business unit associations.

As an alternative to detailing external interface requirements in this section as described above, run the Oracle Designer Function Definition Report (ckdefin) and attach it as an appendix. Enter the function label corresponding to the “External Interfaces” business function to get only functional requirements for this section. Set the “Include Usages” parameter to “Yes” and the “Include Events” and “Elementary Functions Only” parameters to “No.” 

There is no default association between Business Functions and Record Files in Oracle Designer. Add this as a User Extended Association and relate Business Functions in the “External Interfaces” subtree of the FHD to Record Files. Create a new report (or a modified copy of the Function Definition Report to show the association between Business Functions representing interface requirements and Record Files representing interface file/message formats.

Data usage associations within the repository should be used to illustrate how the interface will interact with the infrastructure component’s database, if applicable. Use relationships to the “Record File” object to represent information sets, to the “Record Type” object to represent data element assemblies, and to the “Field” object to represent data elements. Consider representing the interface format information in a table such as the following:

IER No.
Data Element Name
DFAS Function
Sending System
Receiving System
Criticality
Format
Units of Measure
Timeliness
Frequency
Classification
Transaction Volume
Communications Mechanism















7.  Security and Privacy Specifications (including those related to compromise of sensitive information):  This paragraph shall specify the infrastructure requirements, if any, concerned with maintaining security and privacy.  The requirements shall include, as applicable, the security/privacy environment in which the infrastructure must operate, the type and degree of security or privacy to be provided, the security/privacy risks the infrastructure component must withstand, required safeguards to reduce those risks, the security/privacy policy that must be met, the security/privacy accountability the infrastructure component must provide, and the criteria that must be met for security/privacy certification/accreditation.

The Security and Privacy Specifications to be supplied in this section can come from multiple locations within the Oracle Designer repository. For overall security specifications not at a business function or data attribute level, designate a top-level Business Function within the FHD (directly beneath the “Release Infrastructure Requirements” node) as “Security and Privacy Specifications.” Under this function, provide a decomposition of security requirements as required down to the elementary function level. Subsections of this section should mirror that decomposition, using the Business Function “Short Definition” property as the specification name and the “Label” property as an application-unique identifier.

As an alternative to detailing security and privacy protection requirements in this section as described above, run the Oracle Designer Function Definition Report (ckdefin) and attach it as an appendix. Enter the function label corresponding to the “Security and Privacy Specifications” business function to get only those requirements for this section. Set the “Include Events,” “Include Usages,” and “Elementary Functions Only” parameters to “No.”

8.  Human-Factors Engineering (Ergonomics) Requirements. This paragraph shall specify the system requirements, if any, included to accommodate the number, skill levels, duty cycles, training needs, or other information about the personnel who will use or support the infrastructure.  Examples include requirements for the number of workstations to be provided and for built-in help and training features.  Also included shall be the human factors engineering requirements, if any, imposed on the infrastructure component.  These requirements shall include, as applicable, considerations for the capabilities and limitations of humans, foreseeable human errors under both normal and extreme conditions, and specific areas where the effects of human error would be particularly serious.  Examples include requirements for adjustable-height workstations, color and duration of error messages, physical placement of critical indicators or buttons, and use of auditory signals.

Use the Oracle Designer FHD as an outline for the ergonomic requirements list in this section. The subsection structure of this section should mirror the FHD decomposition structure. Designate a top-level node of the FHD (immediately beneath the “Release Infrastructure Requirements” node) for “Ergonomic Requirements.”

     8.1.  Manual Operations. Beneath the “Ergonomic Requirements” business function, designate a business function as “Manual Operations” to represent the decomposition of requirements to be listed in this section. Each subsection’s header text should provide the name of the specification (the Business Function’s “Short Definition” property) and an application-unique identifier (the Business Function’s “Label” property). The body of the section can include the Business Function “Description” and “Notes” properties to fully describe the requirement.

As an alternative to detailing manual operations requirements in this section as described above, run the Oracle Designer Function Definition Report (ckdefin) and attach it as an appendix. Enter the function label corresponding to the “Manual Operations” business function to get only those requirements for this section. Set the “Include Events,” “Include Usages,” and “Elementary Functions Only” parameters to “No.”

     8.2.  Human-Equipment Interactions. Beneath the “Ergonomic Requirements” business function, designate a business function as “Human-Equipment Interactions” to represent the decomposition of requirements to be listed in this section. Each subsection’s header text should provide the name of the specification (the Business Function’s “Short Definition” property) and an application-unique identifier (the Business Function’s “Label” property). The body of the section can include the Business Function “Description” and “Notes” properties to fully describe the requirement.

As an alternative to detailing human-equipment interactions requirements in this section as described above, run the Oracle Designer Function Definition Report (ckdefin) and attach it as an appendix. Enter the function label corresponding to the “Human-Equipment Interactions” business function to get only those requirements for this section. Set the “Include Events,” “Include Usages,” and “Elementary Functions Only” parameters to “No.”

     8.3.  Constraints on Personnel. Beneath the “Ergonomic Requirements” business function, designate a business function as “Personnel Constraints” to represent the decomposition of requirements to be listed in this section. Each subsection’s header text should provide the name of the specification (the Business Function’s “Short Definition” property) and an application-unique identifier (the Business Function’s “Label” property). The body of the section can include the Business Function “Description” and “Notes” properties to fully describe the requirement.

As an alternative to detailing personnel constraint requirements in this section as described above, run the Oracle Designer Function Definition Report (ckdefin) and attach it as an appendix. Enter the function label corresponding to the “Personnel Constraints” business function to get only those requirements for this section. Set the “Include Events,” “Include Usages,” and “Elementary Functions Only” parameters to “No.”

     8.4.  Areas That Need Concentrated Human Attention and are Sensitive to Human Errors and Training. Beneath the “Ergonomic Requirements” business function, designate a business function as “Concentrated Human Attention Needs” to represent the decomposition of requirements to be listed in this section. Each subsection’s header text should provide the name of the specification (the Business Function’s “Short Definition” property) and an application-unique identifier (the Business Function’s “Label” property). The body of the section can include the Business Function “Description” and “Notes” properties to fully describe the requirement.

As an alternative to detailing areas that need concentrated human attention requirements in this section as described above, run the Oracle Designer Function Definition Report (ckdefin) and attach it as an appendix. Enter the function label corresponding to the “Concentrated Human Attention Needs” business function to get only those requirements for this section. Set the “Include Events,” “Include Usages,” and “Elementary Functions Only” parameters to “No.”

9.  Data Definition and Database (including installation-dependent data for adaptation needs). This section lists data requirements to be met by the infrastructure. Overall infrastructure data requirements can be stored in the Oracle Designer FHD by designating a top-level Business Function (immediately beneath the “Release Infrastructure Requirements” node) as “Data Requirements” and decomposing the requirements as sub-functions. The subsections of this section should mirror that decomposition using the Business Function’s “Short Definition” property as the requirement name and its “Label” property as a application-unique identifier.

As an alternative to detailing overall data requirements in this section as described above, run the Oracle Designer Function Definition Report (ckdefin) and attach it as an appendix. Enter the function label corresponding to “Data Requirements” business function to get only those requirements for this section. Set the “Include Events,” “Include Usages,” and “Elementary Functions Only” parameters to “No.”

Most data requirements will come from the infrastructure data model itself. Use a separate subsection of this section to represent each entity. The subsection header will list the entity’s name and abbreviation. The body of each entity section will provide entity details including, but not limited to, subtype, transaction volumes, description, and notes. It shall also include relationships to other entities as well as information regarding each relationship end such as name, optionality, and cardinality. Each entity section shall also list the required attributes, each in its own subsection. The attribute information shall include, but not be limited to, name, description, sequence within the entity, domain, format, average length, maximum length, decimal places, optionality, unit of measure, default value, allowable values and ranges, volumes (percent used initially and on average), authority, responsibility, validation rules, comments, and notes.

As an alternative to detailing internal data requirements in this section as described above, run the Oracle Designer Entity Definition Report (ckentdef) and the Attribute Definition Report (ckattdef) and attach them as appendices.

Usage of each entity and attribute by functions shall be provided in the form of a CRUD matrix. Primary and unique identifiers shall be provided for each entity listing the attributes which comprise each identifier and the sequence in which each appears in the identifier.

As an alternative to detailing data usage requirements in this section as described above, run the Oracle Designer Function to Entity Matrix Report (cdfentm) and Function to Attribute Matrix Report (cdfattm) and attach them as appendices.

10.  Infrastructure Software Quality Characteristics. This paragraph shall specify the requirements, if any, pertaining to infrastructure quality factors.  Examples include quantitative requirements concerning infrastructure functionality (the ability to perform all required functions), reliability (the ability to perform with correct, consistent results -- such as mean time between failure for equipment), maintainability (the ability to be easily serviced, repaired, or corrected), availability (the ability to be accessed and operated when needed), flexibility (the ability to be easily adapted to changing requirements), portability of software (the ability to be easily modified for a new environment), reusability (the ability to be used in multiple applications), testability (the ability to be easily and thoroughly tested), usability (the ability to be easily learned and used), and other attributes.

Use the Oracle Designer FHD as an outline for quality characteristics in this section. The subsection structure of this section should mirror the FHD decomposition structure. Designate a top-level node of the FHD (immediately beneath the “Release Infrastructure Requirements” node) for “Quality Characteristics.” Business Functions under this node are to be listed in this section. Each subsection’s header text should provide the name of the characteristic (the Business Function’s “Short Definition” property) and an application-unique identifier (the Business Function’s “Label” property). The body of the section can include the Business Function “Description” and “Notes” properties to fully describe the quality characteristic.

As an alternative to detailing quality characteristics in this section as described above, run the Oracle Designer Function Definition Report (ckdefin) and attach it as an appendix. Enter the function label corresponding to “Quality Characteristics” business function to get only those requirements for this section. Set the “Include Events,” “Include Usages,” and “Elementary Functions Only” parameters to “No.”

11.  Design and Implementation Constraints. This paragraph shall specify the requirements, if any, that constrain the design and construction of the infrastructure.  For hardware-software systems, this paragraph shall include the physical requirements imposed on the infrastructure.  These requirements may be specified by reference to appropriate commercial or military standards and specifications.  Examples include requirements concerning:

· Use of a particular system architecture or requirements on the architecture, such as required subsystems; use of standard, military, or existing components; or use of Government/acquirer-furnished property (equipment, information, or software)

· Use of particular design or construction standards; use of particular data standards, use of a particular programming language; workmanship requirements and production techniques

· Use of nameplates, part marking, serial and lot numbering marking, and other identifying markings [filenames/naming conventions in all docs]

· Flexibility and expandability that must be provided to support anticipated areas of growth or changes in technology, threat, or mission

Use the Oracle Designer FHD as an outline for design and implementation constraints in this section. The subsection structure of this section should mirror the FHD decomposition structure. Designate a top-level node of the FHD (immediately beneath the “Release Infrastructure Requirements” node) for “Design and Implementation Constraints.” Business Functions under this node are to be listed in this section. Each subsection’s header text should provide the name of the constraint (the Business Function’s “Short Definition” property) and an application-unique identifier (the Business Function’s “Label” property). The body of the section can include the Business Function “Description” and “Notes” properties to fully describe the constraint.

As an alternative to design and implementation constraints in this section as described above, run the Oracle Designer Function Definition Report (ckdefin) and attach it as an appendix. Enter the function label corresponding to the “Design and Implementation Constraints” business function to get only those requirements for this section. Set the “Include Events,” “Include Usages,” and “Elementary Functions Only” parameters to “No.”

12.  Computer Communications Requirements. This paragraph shall specify the additional requirements, if any, concerning the computer communications that must be used by, or incorporated into, infrastructure components.  Examples include geographic locations to be linked; configuration and network topology; transmission techniques; data transfer rates; gateways; required system use times; type and volume of data to be transmitted/received; time boundaries for transmission/reception/response; peak volumes of data; and diagnostic features.

Use the Oracle Designer FHD as an outline for communication requirements in this section. The subsection structure of this section should mirror the FHD decomposition structure. Designate a top-level node of the FHD (immediately beneath the “Release Infrastructure Requirements” node) for “Computer Communication Requirements.” Business Functions under this node are to be listed in this section. Each subsection’s header text should provide the name of the requirement (the Business Function’s “Short Definition” property) and an application-unique identifier (the Business Function’s “Label” property). The body of the section can include the Business Function “Description” and “Notes” properties to fully describe the requirement.

As an alternative to detailing computer communications requirements in this section as described above, run the Oracle Designer Function Definition Report (ckdefin) and attach it as an appendix. Enter the function label corresponding to “Communications Requirements” business function to get only those requirements for this section. Set the “Include Events,” “Include Usages,” and “Elementary Functions Only” parameters to “No.”

13.  Precedence and Criticality of Requirements.  This paragraph shall specify, if applicable, the order of precedence, criticality, or assigned weights indicating the relative importance of the requirements in this specification.  Examples include identifying those requirements deemed critical to security or privacy for purposes of singling them out for special treatment.  If all requirements have equal weight, this paragraph shall so state. Requirements could also be ranked using the MoSCoW method. Each requirement is designated as Must have, Should have, Could have, or Won’t have. This provides a basis for moving requirements to later releases as necessary.

In order to rank requirements as to precedence and criticality, add a property to the Business Function object called Rank. Populate this property with an appropriate ranking convention as described above. List requirements in order of criticality by referencing the application-unique identifier (“Label” property), name (“Short Definition” property), and rank in a table. Provide the subsection number of each requirement so that the reader can easily locate the full detail of the requirement for review.

There is no standard Oracle Designer report that presents this information. Develop a query which lists Objectives in Rank order with the associated business functions for each.

14.  Requirements Traceability.
     14.1.  Traceability from Infrastructure Requirements to Software Requirements. This section provides traceability from each infrastructure requirement in this specification to the software requirement it addresses. Since infrastructure requirements are consolidated for all applications in a release, the infrastructure requirements specified in this IRD will trace to software requirements in multiple application SRDs.

     14.2.  Traceability from Software Requirements to Infrastructure Requirements. This section provides traceability from each software requirement that has been identified as infrastructure to the infrastructure requirements that address it.  All software requirements allocated to infrastructure for a given release shall be accounted for.

15.  Rationale.  This section shall provide a discussion of the decision process and considerations undertaken in making the requirements decomposition and data modeling choices that were made to produce the requirements statement contained in this document. It should be organized into a subsection for each requirement in which multiple alternatives existed and a particular alternative was chosen.

The Oracle Designer repository “Notes” property should be used to record the alternatives considered and the rationale for choosing the alternative as presented in the requirement. This section will list each requirement’s name, application-unique identifier, type (functional, data, security, etc.), document section, and notes.

There is no Designer report that just lists notes held against business functions, entities, attributes, etc. Develop a query that provides this information.
16.  Change History.  This section shall provide a running history of changes applied to the IRD by version number.

INFRASTRUCTURE REQUIREMENTS DESCRIPTION

APPENDIX A - ACRONYMS

Describe the acronyms as they are used in the description.  This information can come, in part, from the Business Terminology and Synonym objects in the Oracle Designer repository.
Use the Oracle Designer System Glossary Report (ckgloss) as a basis for the glossary in this section.
APPENDIX B - DEFINITIONS

Describe the key terms as they are used in the description.  This information can come, in part, from the Business Terminology and Synonym objects in the Oracle Designer repository.
Use the Oracle Designer System Glossary Report (ckgloss) as a basis for the glossary in this section.
APPENDIX C - REFERENCES

Provide a complete list of documents referenced in the text of the description.  Each reference shall contain document number, title, revision number and date.
Policy and Regulation:  Policies or laws that give rise to the need for this description
DFAS Policy and Standards:  Defense Finance and Accounting Service policies and standards that give rise to the need for this description

Other Life Cycle Documents:  Other plans or task descriptions that elaborate details of this description
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