DEFENSE FINANCE AND ACCOUNTING SERVICE

      TECHNOLOGY SERVICES 

        ORGANIZATION

       CORPORATE SERVICES

[image: image9.wmf]App_Name

(ex:  DCW, HR)

iwr

queries

powerplay

report_source

posting

report_store

models

cubes


TSO-CS MID-TIER

GUIDELINES AND PROCEDURES

January 14, 2004

Version 1.9

Table of Contents

1.0  INTRODUCTION







1

    1.1  PURPOSE








1
    1.2  SYSTEM OVERVIEW






1
    1.3  SECURITY








2
        1.3.1  DOD IDENTIFICATION AND AUTHENTICATION


2
        1.3.2  PROCEDURE FOR RESETTING FORGOTTEN, 


2

                  COMPRISED, DISABLED PASSWORDS




        1.3.3  RESPONSIBILITIES






2
    1.4  TSO-CS, LSA, ADBA RESPONSIBILITIES




3
2.0  MID-TIER PLATFORM CONFIGURATION AND



3 

          MANAGEMENT









    2.1  INSTALLATION







3

    2.2  UNIX DIRECTORY STRUCTURE





4
    2.3  TSO-CS ACCESS







4
    2.4  RECOVERY PROCEDURES






4
        2.4.1  BACKUP/RESTORE






4
    2.5  SYSTEM MONITORING






4

        2.5.1  MACHINE PERFORMANCE





4

        2.5.2  MACHINE UPTIME






4
        2.5.3  DISK-SPACE MANAGEMENT





4
            2.5.3.1  DISK SPACE USAGE





5
                2.5.3.1.1  USER DIRECTORIES

 



5
                2.5.3.1.2  ALL DIRECTORIES





5
        2.5.4  UNAUTHORIZED LOGIN





5
    2.6  DISK SPACE CONFIGURATION RESPONSIBILITY


5
    2.7  UTILITIES/TOOLS/NONCOTS





5
    2.8  MAINTENANCE







5

    2.9  OS RELEASE CONTROL






5
    2.10  PERIPHERALS







5
    2.11  SUPPORT








6
        2.11.1  LSA SUPPORT







6
        2.11.2  OBTAINING DATABASE AND SYSTEM 



6
        ADMINISTRATIVE SUPPORT






    2.12  CAPACITY PLANNING






6
    2.13  PERFORMANCE MONITORING





7
    2.14  DEVELOPMENT







7

        2.14.1  INITIAL CONTACT






7
    2.15  REQUIRED SUPPORT






7
    2.16  PROCEDURES FOR UTILIZING THE CORPORATE


7
             FTP SERVER









3.0  DATABASE ADMINISTRATION




      
 7

    3.1  SOFTWARE INSTALLATION





 8


    3.2  OFA DATABASE ENVIRONMENT NAMING STANDARDS

 8
        3.2.1  DFAS ORACLE DATABASE NAMING STANDARDS

 9
    3.3  RESOURCE REQUIREMENTS PLANNING



10
    3.4  RESOURCE ALLOCATION






10

        3.4.1  ORACLE LOGICAL DATABASE ENVIRONMENTS


10
    3.5  DATABASE CREATION






13
        3.5.1  ORACLE DATABASE SPECIFICS




13
        3.5.2  RESPONSIBILITIES FOR MID-TIER APPLICATION


14
                  DESIGN, DEVELOPMENT, AND IMPLEMENTATION


            3.5.2.1  PURPOSE







14
            3.5.2.2  OVERVIEW OF RESPONSIBILITIES DURING


15
                          EACH PHASE OF AN APPLICATION




            3.5.2.3  MID-TIER APPLICATION DEVELOPMENT FLOW

17
    3.6  DATABASE MODIFICATION





18
    3.7  DATABASE ADMINISTRATION





18
    3.8  DATABASE SECURITY






18
    3.9  DATABASE PERFORMANCE





18
        3.9.1  DATABASE BACKUP AND RECOVERY



19             

        3.9.2  PRODUCTION SYSTEM BACKUPS




19        

        3.9.3  DEVELOPMENT SYSTEM BACKUPS




19
4.0  DFAS MID-TIER ACCESS






19

    4.1  DEVELOPER AND USER UNIX ACCESS




19
        4.1.1  ROOT USERS







19
        4.1.2  NEW UNIX USERS






20
        4.1.3  MID-TIER GROUP ID(GID) STANDARD     



20
            4.1.3.1  DEVELOPMENT PRIMARY GROUP



20
            4.1.3.2  PRODUCTION PRIMARY GROUP



20
            4.1.3.3  SECONDARY GROUP





20
            4.1.3.4  PORT ADDRESSES






20
            4.1.3.5  LIBRARIES







20
            4.1.3.6  LOGGING IN






20
    4.2  DEVELOPER AND USER ORACLE ACCESS



21
        4.2.1  ADBA ACCESS                                 




21
        4.2.2  APPLICATION ORACLE USER ID




21
            4.2.2.1  ORACLE APPLICATION ACCOUNT NAMING


21
            4.2.2.2  STANDARD ORACLE ROLES FOR APPLICATIONS

22
                4.2.2.2.1  ORACLE SESSIONS





23


    4.2.2.2.2  CREATE LIBRARY





23

        4.2.3  END-USER ORACLE USER ID





23
    4.3  ACCESS REQUEST







23
        4.3.1  NEW ORACLE USER ACCOUNTS




23 

        4.3.2  PROCEDURES FOR SUBMITTING FORM 1018


24
    4.4  APPLICATION ACCESS






24

    4.5  ORACLE TNSNAMES.ORA FILE



   
  
24

        4.5.1  PROCEDURE FOR SUBMITTING TNANAMES.ORA
   
24

                   REQUEST FORM















5.0  DFAS MID-TIER USER REMOVAL





24

6.0  REGISTRATION FOR MID-TIER TERMINAL AREA


25

           SECURITY OFFICER (TASO)






    6.1  DUTIES AND RESPONSIBILITIES FOR THE MID-TIER TASO

25
7.0  BASIC REQUIREMENTS OF RELEASE MANAGEMENT  

26

8.0  RESPOSITORY MAINTENANCE PROCEDURES



27

    8.1  DATABASE MAINTENANCE





27
    8.2  APPLICATION MAINTENANCE





27
    8.3  ACCOUNT MAINTENANCE





28
        8.3.1  SEMI-ANNUAL USER ACCOUNT REVIEW



28
                         AND MAINTENANCE







        8.3.2  ACCOUNT EXPIRATION





28

            8.3.2.1  NEW ACCOUNTS






28
            8.3.2 2 DORMANT ACCOUNTS





28
    8.4  SPECIAL EXEMPTION






28
9.0  GUIDELINES FOR ORACLE TRAINING CLASSES


29

     HOSTED BY DFAS








10.0  DFAS COGNOS LICENSING





29

    10.1  DEPLOYMENT OF DFAS DESKTIP SOFTWARE


29
    10.2  NEW COGNOS APPLICATIONS REQUESTS FOR


30
            COGNOS RESOURCES






        10.2.1  NEW APPLICATIONS






30
        10.2.2  USING COGNOS AGAINST AN EXISTING



30
                    APPLICATION








        10.2.3  REQUEST PROCESS






30
        10.2.4  TECHNICAL LEAD






30
    10.3  FTP ACCOUNTS ON THE COGNOS WEB SERVER


30
        10.3.1  NAMESPACE (ACCESS MANAGER) USERID’S


31

                   AND PASSWORDS







    10.4  APPLICATION DIRECTORY STRUCTURES



31

    10.5  PROCEDURE FOR ACCESS MANAGER ADMINISTRATION

32
        10.5.1  ACCESS MANAGER ADMINISTRATION



32

        10.5.2  RULES FOR ACCESS MANAGER




33
        10.5.3  ACCESS MANAGER CONFIGURATION



33
            10.5.3.1  ACCESS MANAGER CONFIGURATION


33

               WIZARD



            10.5.3.2  ADD A CONNECTION





33

    10.6  NAMESPACE USER ID STANDARD




33
        10.6.1  PASSWORD GUIDELINES





33

    10.7  USER CLASSES






   
34
        10.7.1  DEVELOPER USER CLASSES




34

        10.7.2  END-USER CLASSES






35
            10.7.2.1  USER PROPERTIES





36
    10.8  FTP INSTRUCTIONS






37

        10.8.1 MS DOS PROMPT






37

    10.9  PROCEDURE FOR PUBLISHING CUBES ON



37
             DEVELOPMENT SERVER







        10.9.1  FTP CUBE FILES TO WEB SERVER




37
        10.9.2  COGNOS ADMINISTRATOR PUBLISHES CUBES
     

38
    10.10  POWER PLAY REPORT PUBLICATION



38
    10.11  REFRESHING CUBES WITH NEW DATA



38

    10.12  PROCEDURE FOR PUBLISHING REPORTS ON THE


38
               DEVELOPMENT SERVER







        10.12.1  COGNOS ADMINISTRATOR PUBLISHES REPORT

41
    10.13  COGNOS TECHNICAL SUPPORT    




41
        10.13.1  REPORTING PROBLEMS WITH COGNOS



41
    10.14  CONTACTING COGNOS TECHNICAL SUPPORT


41
    10.15  REPORTING PROBLEMS ON NETWORK SERVERS


41
    10.16  MISCELLANEOUS GUIDELINES FOR COGNOS


41
              WEB PRODUCTS








        10.16.1  DATABASE TUNING FOR COGNOS QUERIES


41
        10.16.2  IWR REPORT TYPES AFFECT PERFORMANCE


42
        10.16.3  IMPROVE IWR REPORT PERFORMANCE BY


42
                      LIMITING ROWS RETURNED




        10.16.4  OPTIMIZE PDF FILES





42
        10.16.5  FILE NAMES FOR CUBES AND REPORTS


42
    10.17  DFAS WEB DESIGN GUIDELINES




42
        10.17.1  GENERAL GUIDELINES





42
    10.18  DFAS WEB PMO







42
    10.19  ACCESSIBLE WEB PAGES





43
APPENDIX LISTING

APPENDIX A:  MID-TIER ACCESS REQUEST 



44

             FORM AND INSTRUCTIONS
APPENDIX B:  DFAS MID-TIER TASO REQUEST FORM

47
APPENDIX C:  DFAS MID-TIER USER-ID (MUID)


48
             NAMING STANDARDS






APPENDIX D:  GLOSSARY






49
APPENDIX E:  ORACLE DATABASE SIZING 



57
             SPREADSHEET DOCUMENTATION
APPENDIX F:  TNSNAMES REQUEST FORM



62
APPENDIX G:  MID-TIER TRAINING CLASS



63
             REQUEST FORM
APPENDIX H:  COGNOS APPLICATION QUESTIONNAIRE  

64
MID-TIER GUIDELINES AND PROCEDURES

1.0  INTRODUCTION
This document was prepared based on the input from the Technology Services Organization-Corporate Services (TSO-CS), Local System Administrators (LSA), Application Database Administrators (ADBA), and Defense Finance and Accounting Service (DFAS) Enterprise Local Area Network (ELAN) Technical Instruction.

1.1  PURPOSE
This Guideline and Procedure document provides instructions for managing and maintaining the UNIX mid-tiers and the Oracle Relational Database Management System (RDBMS) by TSO-CS/DFAS Corporate Information Infrastructure (DCII) Infrastructure Engineering Division for production, test and development environments.  This guidance and procedure describes all installation, security, monitoring, diagnostic, recovery, and administrative procedures required to support this environment.

1.2  SYSTEM OVERVIEW
The TSO-CS/DCII Infrastructure Engineering Division is responsible for all aspects of the DFAS mid-tier platforms.  The DFAS mid-tier platforms are illustrated below.  Production platforms are currently located in  DFAS-CL, DFAS-CO, DFAS-DE, DFAS-IN, and DFAS-KC.  Development platforms are currently located at Technology Services Organization (TSO-CS)-CL, TSO-CS-CO, TSO-CS-DE, TSO-CS-IN, TSO-CS-KC, and TSO-CS-PE.  The mid-tier platforms are all UNIX-based and are comprised mainly of HP and SUN computers.

[image: image1.png]



1.3  SECURITY
The TSO-CS/DCII Infrastructure Engineering Division is responsible for ensuring that all DFAS mid-tier environments comply with Department of Defense (DoD) and DFAS security policies and regulations.
Any suspected security vulnerabilities and/or incidents should be immediately reported to the TSO-CS site Information Security Manager (ISM) , the Terminal Area Security Officer (TASO), or the Mid-Tier Terminal Area Security Officer (TASO)
1.3.1  DOD IDENTIFICATION AND AUTHENTICATION
Date (August 17, 2000)
Purpose:  To establish Identification and Authentication (I&A) policies and procedures to be used on DFAS Enterprise Local Area Network (DFAS-ELAN) servers and services.
Supercedes:  N/A

Definitions:  http://www.dfas.mil/technology/pal/definitions.htm
Acronyms:  http://www.dfas.mil/library/acronyms.htm
Scope:  Applicable to all DFAS components.

References:  DoD Administrative Instruction 26 (AI 26), Chapter 11, Section 5.1.1, Identification and Authentication (http://web7.whs.osd.mil/html3/ai-26.htm)


1.3.2  PROCEDURE FOR RESETTING FORGOTTEN, COMPROMISED,   

         DISABLED PASSWORDS
The DFAS Mid-Tier User ID Request Form 1018 must be completed to reset CORP1, UNIX or Oracle passwords that have been forgotten, compromised, or disabled.  The form should be submitted to the Application/Administrator Supervisor for review and approval and then submitted to the responsible Mid-Tier TASO.  The Mid-Tier TASO will verify the information, ensure the form has the necessary information, and forward it to the TSO-CS for processing.  The Mid-Tier TASO can also attach these forms to an email.  Receipt of these requests from a Mid-Tier TASO email account, constitutes their review, approval and signature.  See Appendix A for Form 1018 and instructions for completion.

1.3.3  RESPONSIBILITIES
DFAS users will comply with the policy contained herein in the creation, usage, and protection of passwords used for access to DFAS operated or sponsored automated information systems (AISs).

DFAS Systems Administrators (SAs) will comply with the policy contained herein relative to the protection of password files, audit records, and the creation of user 
accounts.  The SAs will also review the monthly security audit and ensure that the users change identified overage/weak passwords.






1.4  TSO-CS, LSA, ADBA RESPONSIBILITIE
S
To ensure close cooperation, TSO-CS will sponsor the semi-annual Mid-Tier Conferences  with Operations Management Division (OMD), ELAN Platform Engineering Team (EPET) and developing TSOs. 

Responsibilities, in addition to those mentioned below, can be delegated to TSO-CS sites where a mid-tier development platform is present.  This delegation of responsibility is subject to TSO-CS Corporate Database Administrator (DBA) approval.  Personnel at these sites are known as LSAs and  ADBAs.  For the purpose of coordination of non-problematic issues with the TSO-CS, the LSA is the point of contact (POC) for the TSO-CS site for systems administration and the ADBA is the POC for the TSO-CS site for database administration.  All problematic issues will be reported through the DFAS Problem Tracking System.

TSO-CS/DCII Infrastructure Engineering Division will provide remote support and assistance to the LSAs and ADBAs in all areas.

The LSA is responsible for changing and storage of backup tapes and assisting local users.
The ADBA will be responsible for the Oracle RDBMS within the applications development area(s) for which they have been assigned responsibility, including compliance with all policies, procedures, and standards developed by the ISO.


2.0  Mid-tier platform Configuration and Management
The installation and configuration of the mid-tier platforms in terms of disk partitions, the UNIX directory structure, and the Oracle directory structure is addressed in this section.

2.1  Installation
TSO-CS/DCII Infrastructure Engineering Division is responsible for ensuring that the operating system and all subsequent software releases and patches are properly installed and operational.  

TSO-CS/DCII Infrastructure Engineering Division is also responsible for hardware installation and configuration.

It is essential that new software releases be ordered, installed, validated, and distributed systematically.  Methods to properly protect systems software, production applications, development environments, user data, and libraries will be implemented by the TSO/DCII Infrastructure Engineering Division. TSO/DCII Infrastructure Engineering Division is responsible for ordering all new software releases for the mid-tiers.

All production and support software upgrades will be installed first on the TSO test platform for validation.  LSA and each project officer will be allowed to test applications on the TSO test platform, in accordance with reasonable resource usage and availability.

2.2  Unix Directory Structure
The UNIX directory structure provides a standard method of organizing files with similar functions and uses. Although HP and Sun machines may vary somewhat in structure definition, they are set up in accordance with applicable operating system.

2.3  TSo access
TSO/DCII Infrastructure Engineering Division will have remote access to all mid-tier platforms at each site, to include remote console and modem access.

2.4  recovery procedures
The TSO/DCII Infrastructure Engineering Division is responsible for all mid-tier backups and recovery.  With standard backup and recovery procedures, data backed up at one site will be able to be restored at another site both in its entirety and by project.

2.4.1  backup/restore
All backups/restores will be the responsibility of the TSO-CS/DCII Infrastructure Engineering Division including production, test, and development environments. As a minimum, a full system backup will be run once a week and incremental backups will be run Monday through Friday.  Two generations of full backups will be maintained and 10 generations of incremental backups will be maintained.   






2.5 system monitoring

Monitoring all DFAS mid-tier platforms fall under the auspices of the TSO/DCII Infrastructure Engineering Division.

2.5.1  MACHINE PERFORMANCE
Machine performance is monitored for CPU utilization, memory utilization and system load average.
2.5.2  MACHINE UPTIME
Uptime logs are checked each morning to detect automated system reboots that may have occurred during off-duty hours.  A reboot indication triggers an investigation of possible system problems.  

Log entries also reflect load averages for 5, 10, and 15 minute periods for each machine.  High load averages can indicate a machine is in trouble and also triggers a possible problem investigation.
2.5.3  disk-space Management


Disk-space management by the ISO/DCII Infrastructure Engineering Division is required to ensure optimal disk usage.


2.5.3.1  DISK SPACE USAGE

Disk space usage on all platforms will be the responsibility of the ISO/DCII Infrastructure Engineering Division. 

2.5.3.1.1  USER DIRECTORIES


User directories will be reviewed to ensure reasonable usage.  Any files that are no longer required or used should be removed by the owner to help save space.  

2.5.3.1.2  All directories
All directories are monitored for space usage.  When approaching 100% usage, older unused files will be subject to removal to avoid “out of space” problems.  Large files that need to be saved and are not currently in use should be archived to tape or compressed.
2.5.4  Unauthorized login
System logs are reviewed for multiple failed login attempts to identify possible hacking attempts. 

2.6  DISK SPACE CONFIGURATION RESPONSIBILITY

The configuration of disk space is the responsibility of the TSO-CS/DCII Infrastructure Engineering Division. 
2.7  UTILITIES/TOOLS/NONCOTS 

Utilities/Tools considered for use throughout the mid-tier infrastructure must be reviewed and approved through the Technical Architecture Review Board (TARB) process.












2.8  Maintenance


ISO/DCII Infrastructure Engineering Division is responsible for ensuring maintenance contracts are in effect for mid-tier hardware and software support.

2.9  OS Release Control


The ISO/DCII Infrastructure Engineering Division is responsible for all system updates and modifications for all DFAS mid-tier equipment.  The ISO/DCII Infrastructure Engineering Division will test the new system software prior to distribution to the mid-tier platforms.  All documentation associated with the new software will be forwarded to the LSA as required
2.10  Peripherals
All peripherals requiring kernel regeneration due to new or updated device drivers must be tested, accepted, and approved by ISO/DCII Infrastructure Engineering Division.  If approved, the device driver will be generated into the kernel of all similar mid-tier platforms.  This is done to ensure a uniform kernel on all similar mid-tier platforms.


The installation and configuration of peripherals approved by ISO/DCII Infrastructure Engineering Division for connection to mid-tier platforms is the responsibility of the TSO-CS/DCII Infrastructure Engineering Division .  The LSA may be required to install 

peripherals and assist with configuration.  The ISO/DCII Infrastructure Engineering Division must approve all peripherals prior to connection to the mid-tier platform.

2.11  Support
The ISO/DCII Infrastructure Engineering Division will be responsible for providing support to all mid-tier users on all mid-tiers.
2.11.1  LSA support


First level support for all user/developers on a mid-tier machine is available through the LSA.  The LSA is responsible for coordinating non-duty hour support with their customers and, if necessary, the ISO.  If there is no LSA for the mid-tier machine, the ISO/DCII Infrastructure Engineering Division will provide support.

2.11.2  OBTAINING DATABASE AND SYSTEM ADMINISTRATIVE SUPPORT

In an effort to improve support to DFAS mid-tier users, the following guidance is provided for obtaining system and database administrative support. 

The DFAS Problem Tracking System will be used to document all issues related to DFAS mid-tier (UNIX) hardware and Oracle DBA support.  All system and database related problems should be reported by opening a trouble ticket in the DFAS Problem Tracking System using local help desk procedures. (See the DFAS Problem Management Process Workflow.)
If the matter is urgent, you may follow with a telephone call to the SA or DBA assigned to your project.  Problems encountered after normal duty hours can be reported directly to the OMD Help Desk at 1-800-676-0615.  The OMD Help Desk hours are 6:00 a.m. through 10:00 p.m. Eastern time, 7 days a week.

Normal duty hours for the TSO-CS are Monday through Friday from 7:30 a.m. to 5:00 p.m. Eastern Standard Time.

After hours, the phone number to report problems is:  1-888-578-8048.  (See Appendix H for TSO-CS Points of Contact.)


2.12  Capacity Planning

Performance and capacity planning for all DFAS mid-tiers will be the responsibility of the TSO-CS/DCII Infrastructure Engineering Division.
Capacity planning for production, development, and testing involves the collection and analysis of data for the purpose of determining current operating conditions, future requirements, and available resources.  Mid-tier capacity planning involves keeping track of system resources over extended periods of time.

Initial capacity planning starts with the approved TARB that includes an estimated size of application.  See Appendix E for an Oracle database sizing spreadsheet tool in Microsoft Excel that may be used to estimate disk usage.  


2.13  Performance monitoring


The TSO-CS/DCII Infrastructure Engineering Division will be responsible for the day-to-day monitoring of all local systems and machine performance.
The ISO/DCII Infrastructure Engineering Division will use an audit trail methodology to capture performance metrics. The following performance monitoring and reporting tools are used by the SAs:

 

HP/Glance Plus


PerfView and Agent



Monitor



PerfView Rx



Disk Load Balancing


SAR



Crash                    


TeamQuest

2.14  development


Applications targeted for DFAS mid-tier systems must be approved prior to development or migration via the established Technical Architecture Guidance (TAG) and Technical Architecture Review (TAR) procedures. (See Systems Management Policies SM-04 (http://www.dfas.mil/technology/pal/policy/sm04pol.htm) and SM-09 (http://www.dfas.mil/technology/pal/policy/sm09pol.htm) for policy and procedures for the TARB process.)

2.14.1  INITIAL CONTACT
Initial Contact will be made by the Corporate DBA to the Application Point of Contact.  The Corporate DBA will furnish contact information and request an Application Release Checklist (ARC).  The ARC can be found and downloaded from:

http://www.dfas.mil/technology/pal/ssps/doc-stds/sse029.doc

2.15  required Support


The Project Officer is responsible for detailing the support that will be required for the application.  (See policies in paragraph 2.14 above.)


2.16  Procedures for utilizing the corporate ftp server


In order to facilitate the exchange of files with non-DFAS customers, DFAS has established an accessible Corporate File Transfer Protocol (FTP) server.  (Instructions and procedures can be found in Mid-Tier Technical Guidance Memorandum 98-06, Procedures for Utilizing the Corporate FTP Server.)  The form to request access is the DFAS Form 1018 – Appendix A of this document.


3.0  Database Administration

this section of the guidelines and procedures describes the duties, responsibilities, and procedures for maintaining the Oracle RDBMS. The TSO-CS/DCII Infrastructure Engineering Division will have final authority on all matters of Oracle policy, guidance, and issues.
The TSO-CS/DCII Infrastructure Engineering Division will maintain a complete description of each external database, data file and data stream.  This description will include: 

Purpose, Size, Location, and Access Method.

3.1  SOFTWARE INSTALLATION
Installation of and upgrades to the Oracle RDBMS are the responsibility of the ISO/DCII Infrastructure Engineering Division.
3.2  OFA DATABASE ENVIRONMENT NAMING STANDARDS

OFA STANDARD:  In order to standardize the mid-tier UNIX-based systems, the Oracle Optimal Flexible Architecture (OOFA) will be applied to all Oracle Databases residing on these platforms.  This Oracle standard, however, will be modified to meet the needs of the DFAS mid-tier platforms and applications.  The Oracle Corporation for the UNIX environment recommends this standard. The advantages of this structure are:

A.  An environment that separates Oracle system software from application data and libraries for increased flexibility in database and software maintenance.

B.  Allows the distribution of system-level tablespaces, application-level tablespaces, redo files, and rollback tablespaces to separate disk drives in order to avoid I/O bottlenecks and increase database performance.

Additional information on this subject can be found in the Oracle for UNIX, Performance Tuning Tips - PRC, An Optimal Flexible Architecture for a Growing Oracle Database, Oracle Corporation White Paper, and Optimal Flexible Architecture, Oracle Corporation Support Bulletin.

The implementation of the OOFA for the TSO-CS UNIX-based platforms will provide for the most efficient utilization of DFAS mid-tier computing resources.  The following are examples of OFA:
Example 1
Directory Structure               



 Description
/oracle






ORACLE_BASE

        admin

                 (sidname)




Actual SID name

            
     adhoc

Location

                             bdump



Alert Log Location

                             cdump



Core Dump Location

                             create




                                      apps







                                              (appname)       

Stores Application Files

                                      instance



                                              (database)      

Stores Database Files

                             exp




Stores Export/Import 
Files

                             pfile



Config.Ora Files

                             udump



User Trace Files

        local





General Tools
        oraInventory




Installer Repository
        oui





Installer scripts
         (patchversion)                 


Patches
        product

                 (oracle version)



ORACLE_HOME

                             (Standard Oracle directories)

The above example is the base directory structure for Oracle with a description.

Example 2
/fin100501/oradata/sidname/filename
/fin100501/oradata/fin10d01/control01.ctl

The above example is the location of an Oracle control file.  By reading the example, the control file is located on machine FIN10, disk 0501, in subdirectories oradata/fin10d01.  It is the first copy of the control file for the SID, fin10d01.  Other database files (.dbf, .rdo) are located and named in the exact same matter.
The Archived Log Destination will be on another disk drive other than ORACLE_BASE.

3.2.1  DFAS ORACLE DATABASE NAMING STANDARDS:


In order to establish an Oracle database environment standard for identifying Oracle databases for the UNIX environment, the following identifier has been created.

Col 1-3 
=  First three characters of host name




(See paragraph 2.2 for Host name Standard)

Col 4-5
=  Host number

Col 6

=  Type of SID




p = production




d = development




t = test




i = infrastructure




c = class




r = repository

Col 7-8 
=  Number of SID by type

Examples:

"FDE02D01" refers to an Oracle logical database environment that is the first development environment and is located at TSO-CS-DE.
"FPE01T02" refers to an Oracle logical database environment that is the second test environment and is located at TSO-CS-PE.
"FIN23P03" refers to an Oracle logical database environment that is the third production environment and is located at TSO-CS-IN.

"FCO04C01" refers to an Oracle logical database environment that is the first class(training) environment and is located at TSO-CS-CO.

"FIN01r01" refers to an Oracle logical database environment that is the first repository environment and is located at TSO-CS-IN.
3.3  RESOURCE REQUIREMENTS PLANNING
Planning for Oracle resource usage is the responsibility of the TSO-CS/DCII Infrastructure Engineering Division with information provided by the ADBA, functionals, and developers.

3.4  RESOURCE ALLOCATION
Allocation of system resources on development and production machines is the responsibility of the ISO/DCII Infrastructure Engineering Division.
3.4.1  ORACLE LOGICAL DATABASE ENVIRONMENTS
Development Systems (Diagram 1)

The number of Oracle logical database environments must be limited in order to manage the available system resources of memory and disk effectively. This configuration is illustrated in Diagram 1, and uses terminology based on the mid-tier policy glossary.

System “fin_hp10” is an Hewlett-Packard T-600 with HP-UX 11.0 UNIX operating system. The machine is presented by the outer box.

There are four Oracle logical database environments ("fin10d01”, “fin10t01”, “fin10t02”, and “fin10t03”) residing on this machine. 

The “(8.1.6)” refers to the version of Oracle software that each logical database environment is using.
Listed below each SID are the applications that reside in the logical environment.  

The UNIX user ID accounts and Oracle user ID accounts would be the same in both the UNIX environment and the Oracle logical database environment.  The reason for two separate user ID accounts with the same name is the Oracle logical database environment is an operating system within the UNIX operating system.  Separate user IDs would be setup to handle SQT, SAT and stress testing for each project, if needed.  Testing could stay on the same UNIX system and logical database environment that the application was developed in.

The schema of a project is defined as those tables, indexes, links and database object alias existing inside a logical database environment.  The TSO-CSs can freely create and manage these items as needed for the applications during development; however, database object names must be prefixed by a unique acronym that will be assigned by the Corporate DBA.
The TSO-CSs will not be able to create or modify any logical database structure, physical database structure or any schema object that interfaces with the UNIX operating system.  This would also apply to any system resource that is shared between different TSO-CSs.  Any modifications to the Init.ora file must be coordinated through the Corporate DBA.
To ensure that the logical database environment configurations function correctly, UNIX “group” and Oracle “role” security features must be used in order to ensure that each TSO-CS's application data remains secure from that TSO-CS's other applications, and from each of the other TSO-CS's applications and logical database environments.  UNIX environmental security is maintained by the use of UNIX groups and Oracle OFA.  The logical database environments are divided by the OFA and the UNIX groups.  The application libraries are secured by separate UNIX groups assigned to each individual application.
Oracle environmental security is maintained by the use of Oracle roles.  Each application’s schema objects have privileges granted to a role.  Then that role is granted to the proper users of each application.  By not using any special Oracle user accounts (SYS, SYSTEM, SCOTT and PUBLIC) and restricting the use of Oracle “public synonym” objects, an application can be secure from any other application coexisting in an Oracle logical database environment.

The amount of data used for development, SIT and SAT should be limited to a sampling of what is estimated for production.  Only during the stress testing process should anything even close to production size data be used or considered for testing.

Performance testing can be completed using the development sampling of data when the Oracle performance monitoring tools are used.  If performance is acceptable during the development phase of the application, performance should be acceptable enough for “fine tuning” during the stress test.

The TSO-CSs will not be allowed to modify any Oracle object that is considered system level to the logical database environment or any Oracle object that would be shared by different applications.  An example of this is the Oracle rollback segments.  Applications can be assigned a special rollback segment(s), therefore, there is no need to tune all the available rollback segments in a logical database environment for the express purpose of tuning only one application.  A second example is the modification of database objects installed by a third party, such as PowerBuilder.  PowerBuilder installs tables into the “SYSTEM” schema area as a tool for the entire logical database environment.  When this installation occurs, it becomes a system level resource used by several applications and is therefore off limits to modification by any single application.

Figure 2
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3.5  DATABASE CREATION
The creation of the Oracle tablespaces and logical database environment for development mid-tiers is the responsibility of the ISO Corporate DBAs.  The creation of the schema objects is the responsibility of the ADBA using the application Oracle user ID account (schema owner).  It is the responsibility of the TSO-CS Corporate DBAs to ensure that the application will run efficiently in the production environment.

The creation of the Oracle tablespaces and logical database environment for production mid-tiers is the responsibility of the ISO Corporate DBAs.
3.5.1  ORACLE DATABASE SPECIFICS
The use of Oracle “views” should not be greater than two levels deep.  For example, “view2” calls “view1”, which calls and accesses “table1”.
All Oracle privileges with the word “ANY” in it, will not be granted to an Oracle account or an Oracle role with the exception of the role “APP_DBA” which will have create any synonym and drop any synonym.  For example, “SELECT ANY TABLE”.
Use of Oracle public synonyms will be allowed provided the Oracle public synonym name matches the object name that it points to.

Application DBAs will have SELECT privilege on Oracle Data Dictionary Views.
The Application DBA will not have modification access to any logical database environment’s parameter file (init.ora).  All changes will be requested through the Corporate DBA.

Oracle tablespaces or logical database environments will be created and modified by the Corporate DBA.

3.5.2  RESPONSIBILITIES FOR MID-TIER APPLICATION DESIGN,   
          DEVELOPMENT, AND IMPLEMENTATION
3.5.2.1  Purpose  
The TSO-CS Corporate DBAs and the TSO-CSs must work together to ensure that each DFAS application being designed and developed will be implemented according to enterprise standards, providing optimal overall system and application performance.  Proper coordination and distribution of responsibilities will contribute to the manageability of an application and provide more stable applications for both testing and production.

TSO-CS Corporate DBAs are responsible to maintain and control mid-tier systems and applications according to standards that are established by senior TSO-CS Management.  They are to provide technical support that helps ensure applications are designed and developed according to accepted DOD, DFAS and industry standards.  TSO-CS Corporate DBAs, SAs and support personnel are committed to work with Application DBAs and project developers to provide for efficient applications development and smooth transitions into production.

To this end, TSO-CS/DCII Infrastructure Engineering Division personnel will continually look for ways to improve processes and work more closely with projects.  While these guidelines and procedures are intended to give more control of the development environment to developers, TSO-CS/DCII Infrastructure Engineering Division will continue to exercise the necessary control and monitoring methods to ensure developers stay as close to original design specifications as is necessary to provide for standardized and efficient application development.

Through these methods it is hoped solid working relationships will develop and that this will improve performance and processes both in TSO-CS and project development operations.

The following chart depicts the responsibilities in the management of an application.  The back-end management of an application deals with underlying resources and all database objects within a schema.  The front-end deals with the part of the application that has been designed for the end user.
Figure 3
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3.5.2.2  OVERVIEW OF RESPONSIBILITIES DURING EACH PHASE OF AN   
      APPLICATION
Development

Corporate DBA: 

· Control all system-level and database instance-level resources

· Maintain ownership of all database instances

· Provide development team with enterprise standards and expectations

· Review and approve the database design of an application

· Provide support to Application DBA throughout development process

· Provide design input that will affect application performance later during implementation

· Monitor the development process to ensure enterprise standards are followed

· Create and maintain all UNIX/Oracle user accounts

· Database performance tuning

Application DBA:

· Deliver the logical and physical data base designs to the Corporate DBA for review

· Control of the schema in the development environment

· Creation of the application database design in conjunction with Corporate DBA

· Coordinate with Corporate DBA to ensure compliance with enterprise standards

· Creation of all application objects (tables, indexes, triggers, etc.)

· Supply Corporate DBA with application design specifications

· Creation and maintenance of all application DDL

· Creation and maintenance of scripts and compiled programs 

· Creation and maintenance of other applicable application files

· Coordinate changes to application design with Corporate DBA

· Creation of the front-end application

Test

Corporate DBA:

· Control all system-level and database instance-level resources

· Maintain ownership of all database instances

· Recommend changes to improve overall performance

· Create and maintain all UNIX/Oracle user accounts

· Supply Corporate DBA with information for those users requiring access

Application DBA:
· Create application in test environment

· Supply Corporate DBA with information for those users requiring access for testing

· Support testing

· For errors, improvements, corrections found during testing, the Application DBA runs back through development and then implements back into the test environment

Production

Corporate DBA:

· Control all system-level and database instance-level resources

· Maintain ownership of all database instances 

· Maintain ownership of application schemas

· Database performance tuning

· Migrate DDL from test library

· Create and maintain all UNIX/Oracle user accounts

Application DBA:
· Perform application operations functions

· Coordinate application operation requirement with Corporate DBA

· Perform application troubleshooting
3.5.2.3  MID-TIER APPLICATION DEVELOPMENT FLOW
Figure 4
















3.6  DATABASE MODIFICATION


Modification of schema and schema objects on development mid-tiers is the responsibility of the ADBA.  Coordination with the ISO Corporate DBAs is required if the modification is expected to impact Oracle or system performance.

Modification of schema and schema objects on production mid-tiers is the responsibility of the ISO Corporate DBAs.

3.7  DATABASE ADMINISTRATION
System-level administration of the production, test, and development logical database environments will be the responsibility of the TSO-CS Corporate DBAs.  Application-level administration will be the responsibility of the ADBA.  The TSO-CS Corporate DBAs will provide support/guidance as required. 


3.8  DATABASE SECURITY

The ISO/DCII Infrastructure Engineering Division is responsible for security on all mid-tier systems.  The developer is responsible to ensure established security policy is implemented in the application.
Oracle ‘roles’ are to be used to handle database security.  Applications may augment the database security with application specific security.  Pseudo application Oracle user ID accounts can be used to tailor access to the data.  Object privileges will not be granted to individual Oracle user ID accounts. 

The ‘system’, ‘sys’, ‘scott’, and ‘public’ Oracle user ID accounts are not to be used in an application.  The only exception is for ‘public’ which may have public synonyms (see Section 3.5.1, third paragraph).


The granting of the “ANY” privilege to a role will not be used (see Section 3.5.1, second paragraph for the only exceptions).


3.9  DATABASE PERFORMANCE
Modification to any logical database environment’s parameter file (init.ora) will be the responsibility of the ISO Corporate DBAs.  All changes will be requested through the ISO Corporate DBAs.  Initialization of logical database environments will only be done with parameter files provided by ISO Corporate DBAs.
Performance tuning of the application and schema is the responsibility of the application developer and the ADBA.  The use of the Oracle performance monitoring tools ‘tkprof’, ‘trace’, ‘explain_plan’, and DBMS_PROFILER are available for individual use.  
DBMS_PROFILER is a delivered PL/SQL program that can be used to profile PL/SQL code.  It captures execution counts and time by line of code.  Profiler does significantly increase runtime and overhead and should only be used in a development database.

Performance tuning of the logical database environment on development and production mid-tiers is the responsibility of the TSO-CS Corporate DBAs.  The TSO-CS should be notified immediately of any database performance issues by contacting either TSO-CS Management or the TSO-CS Corporate DBA.

3.9.1  DATABASE BACKUP AND RECOVERY


The volatility and criticality of data will dictate the schedule and number of backups beyond the minimum standard system backups. This will assist in making timely, accurate recovery of the database(s).

3.9.2  Production system backups


The ISO/DCII Infrastructure Engineering Division will be responsible for the backup and recovery for the production system.  As a minimum, a full system backup will be run once a week.  Two generations of full backups will be maintained.

Production application backups will be determined by the application administrator/ project officer.  If no backup is required, the minimum backup will be used.

3.9.3  Development system backups
Backup and recovery of the development mid-tier databases is the responsibility of the TSO-CS/DCII Infrastructure Engineering Division. 
The LDBA has the responsibility of changing and storage of backup tapes.

As described in the OMNIBACK Manual, a full system backup will be run once a week and incremental backups will be run Monday through Friday.  Two generations of full backups will be maintained. 

4.0  DFAS MID-TIER ACCESS
4.1  developer and User UNIX ACcess
This section explores mid-tier UNIX developers and users, how the users acquire access to the system, the user's initial account configuration, and the use of access groups when defining a new user.

4.1.1  ‘root’ Users
The ISO SAs will retain ‘root’ access to all mid-tier development and production systems. 
The UNIX user ID “root” nor the Oracle software owner UNIX user ID account access will not be assigned to an application or project.  Application developers and application DBAs will not have access to the UNIX root account ID nor will they be in the system DBA group.
Site management is responsible for informing the TSO-CS when LSA support will not be available.
4.1.2  new UNIX Users
All UNIX user ID accounts will be established by the ISO/DCII Infrastructure Engineering Division. 

4.1.3  mid-tier Group ID (GID) Standard
The GID, assigned by ISO/DCII Infrastructure Engineering Division captures authorized resources and application access.  

4.1.3.1  Development Primary Group
In a development environment, the primary group may be used to identify the site, organization or project to which the user belongs, such as TSO-CSKC or CONTRACTOR-A.

4.1.3.2  Production PRIMARY GROUP
In a production environment, the primary group designates which application resources are accessible to the user.

4.1.3.3  Secondary group
The secondary group(s) allow users to access additional system directories/files as well as development resources.  The root user assigns groups.  The end-user can change their secondary group if they are authorized access to that group.
4.1.3.4  PORT ADDRESSES

The SQL*Net or NET8 port addresses will be established by the TSO-CS/DCII Infrastructure Engineering Division.
4.1.3.5  LIBRARIES
Production and development libraries will be managed under the application UNIX user ID account assigned to the application or project.
The directory structure and naming convention for the application library will be:

/mount_point/app acronym/app’s discretion
/fin_hp9/defms/app’s discretion
The only required structure and naming as shown above are the actual mount point and the application’s acronym.  Any subdirectories below the application’s acronym will be at the application’s discretion.
4.1.3.6  LOGGING IN
Logging in directly with any special UNIX user ID account (i.e. Application DBA, application (schema owner), root) will not be allowed.  Users will log in with their own personal UNIX user ID in order to be identified to the system, then “su <special UNIX ID>” or “su - <special UNIX ID>” to the special UNIX user ID.
4.2  DEVELOPER AND USER ORACLE access
This section explores mid-tier Oracle developers and users, and how they acquire access to the system

4.2.1  ADBA Access


The ISO Corporate DBAs retain DBA access to all mid-tier systems.   In situations where ADBAs are not available, the responsibility for local database support defaults to the ISO Corporate DBAs.  Site management is responsible for informing the ISO when ADBA support will not be available.

DBAs having access to ‘DBA’ privileges will sign on to the system with their normal user ID and issue the ‘su - oracle’ command to switch to Oracle.

4.2.2  APPLICATION ORACLE USER ID


The application Oracle user ID account will not have ‘dba’ privileges of any type nor execute the application as Oracle role ‘dba’.  The application must run as if it is sharing the logical database environment with other applications.  Application functional users must not execute the application as the Oracle application user ID account.
4.2.2.1  ORACLE APPLICATION ACCOUNT NAMING
To standardize and keep schema names consistent, TSO-CS/DCII Infrastructure Engineering Division will begin using the following naming conventions for all future application definitions.  Over time, older applications will be converted to the new standards.  This will be done in coordination with the Application Developers and Application DBA.

Figure 5

            Oracle Account

                               Definition

Application Owner
(Schema Owner)
Application acronym or abbreviation (this should be kept to 4-5 characters followed by  ‘_OWN’ (e.g. SORS_OWN – Salary Offset Reporting System, RESMX_OWN – Resumix)

Application
PL/SQL Owner
Application owner name followed by ‘_PROC’  (e.g. SORS_PROC, RESMX_PROC)

The application (schema) owner will own all the tables, indexes, sequences, triggers, etc., for the application.  This account will be used by the Application DBA to create an application environment.  SELECT, INSERT, UPDATE, and DELETE on all tables, and SELECT on all sequences will be granted to the respective application PL/SQL owner.  This will allow the PL/SQL account to perform full development and testing in these environments.

The application PL/SQL owner will own all procedures, functions, and packages that are associated with the application.  This account will be used by the application developers to write, store, compile, and test any PL/SQL code needed for the application. The password to this account will be given to the developers.  If the application (schema) owner objects do not have public synonyms created for them, then private synonyms will be created for the application PL/SQL owner to the application (schema) owner objects.

The application (schema) ownership will be given to the Application DBA for development and testing.  The application PL/SQL owner will be owned by the developers during development and test.  When an application is migrated to production, the Corporate DBA will assume ownership/management of the application schema).
4.2.2.2  STANDARD ORACLE ROLES FOR APPLICATIONS
Administrative application ID accounts will be granted one of the following Oracle roles:

APP_DBA –  Application Database Administrator (ADBA), Schema Owner
APP_USER – End User application accounts along with application specific role(s)
APP_PROC - Application Developers, PL/SQL owner
Figure 6

Privilege
APP_DBA
APP_USER
APP_PROC

CREATE SESSION
X
X
X

ALTER  SESSION
X
X
X

CREATE SYNONYM
X
X
X

*CREATE TABLE
X

X

CREATE VIEW
X

X

CREATE SEQUENCE
X

X

CREATE PROCEDURE
X

X

CREATE TRIGGER
X

X

CREATE SNAPSHOT
X



CREATE LIBRARY
X



CREATE ROLE
X



CREATE PUBLIC SYNONYM
X



CREATE DATABASE LINK
X



SELECT_CATALOG_ROLE
X



CREATE ANY SYNONYM
X



DROP ANY SYNONYM
X



QUERY REWRITE
X



* The quota on the default tablespace will be limited to no more    

   than 2M for the application developers assigned the app_proc   

   role.

4.2.2.2.1  ORACLE SESSIONS
Another function that the ADBA may have is to kill Oracle user sessions.  The procedure is called ORA_KILL_SESSION and it must be setup with the Corporate DBA.

4.2.2.2.2  CREATE LIBRARY
The application DBA (ADBA) will be granted the "create library" privilege by granting the privilege to the app_dba role.  The ADBA will create the library for the application developers as needed.  The ADBA may grant execute privileges on the library(ies) to application developers, who in turn can create external procedures and grant execute privilege on the specific external procedures to others. 

The ADBA should document the location of the dynamic link library(ies) and notify the assigned TSO-CS Corporate DBA of its existence and location.  If the database is ever moved to a new platform, when the UNIX AIS area is set up and files are copied to the new platform, it will be the responsibility of the ADBA to recreate the library and publish the new location (i.e., path with new mount point).  

The application DBAs should be advised that the library should be located in a path in their AIS area and not in a home directory.  Example:  

/fin290603/impac/dev/local/bin/AddrUtil.so.

4.2.3  END-USER ORACLE USER ID
Application users will log in to the logical database environment with their own individual Oracle user ID account, the access the Oracle application user ID account’s database objects and data using Oracle ‘roles’.

4.3  Access request
User access to the mid-tier platform is accomplished through their certified Mid-Tier TASO. 

The Mid-Tier TASO provides the user with the Mid-Tier Access Request Form 1018. (See Appendix A for sample form 1018 and instructions for completing).  The user completes form 1018 and returns it to the Mid-Tier TASO.  The Mid-Tier TASO verifies the information and forwards the request to the ISO/User Management for processing.  
Any DFAS Mid-Tier User-ID Request Forms 1018 submitted to the TSO-CS/User Management that do not have a valid, registered Mid-Tier TASO signature will not be processed.
The Form 1018 is also used to reset forgotten, compromised, or disabled passwords.  The procedure for submission to the TSO-CS/User Management is the same as for adds/removals of IDs  (see paragraph 4.3.2).



4.3.1  NEW ORACLE USER ID ACCOUNTS

All Oracle user ID accounts will be established by the TSO/DCII Infrastructure Engineering Division. 
4.3.2  ProcedurE(s) FOR submitting form 1018
Option A.  Fax completed form(s) to TSO-CS, ATTN:  ISO-Admin, MIDTIER at 317-510-5827.  Form 1018 may be found at Appendix A.
Option B.  The Mid-Tier TASO may email electronic copies of Form 1018 to ISO-Admin, MIDTIER.  Email requests must come to DPET MIDTIER administrators directly from the Mid-Tier TASO mail account.

User-ID account creation requests will be processed by TSO-CS/User Management within 2 business days unless otherwise communicated with the requester. User account creations that must be sent to other areas for processing may take longer to accomplish.  Password resets will be processed within 4 hours.
Email notification will be sent to the requester upon completion of the request.  Appropriate user ID(s) will be provided with the notification.

4.4  Application access
Normal application access is handled through the UNIX OS and Oracle DBMS.  Application security is handled through the OS and/or DBMS.
4.5  Oracle TNSNAMES.ORA FILE
The Oracle “tnsnames” file is used to allow remote access to a database.  DFAS will have a standard “tnsnames” file which will contain information on all Oracle databases used by DFAS personnel. See Appendix F for the Tnsnames.ora Request Form to add/drop systems/databases to the file.

4.5.1  Procedure for submitting Tnsnames.ora request form
Tnsnames requests must be received by the TSO-CS Corporate DBAs before noon on Fridays to be in effect on the following Monday morning.  
Fax completed and signed Tnsnames.ora Request Form(s) to TSO-CS, ATTN:  TNS DBA, at 317-510-5827.  
The TASO may mail electronic copies of the Tnsnames.ora Request Form to DPETADMIN.  Email requests must come to DPETADMIN  administrators directly from the TASO mail account.

Tnsnames.ora Request Forms(s) received without proper signatures will not be processed.



5.0  DFAS Mid-Tier USER REMOVAL
Upon any Federal Employee or Contractor Employee leaving service, transferring, or no longer requiring access to a mid-tier platform, a DFAS Mid-Tier User Request Form 1018 must be submitted immediately to the TSO-CS/User Management. (See Appendix A for instructions to remove a User from a mid-tier platform.)
6.0  REGISTRATION FOR MID-TIER TERMINAL AREA SECURITY OFFICER (TASO)
Each location must have a minimum of 1 Mid-Tier TASO appointed for the DFAS mid-tier computing platforms.  (See Appendix B for the Registration Form).  The ISM for each location will verify the Mid-Tier TASO's signature and sign the registration form before submission to the TSO-CS.
Each appointed MID-TIER TASO will have his/hers signature on file with the TSO-CS/User Management for verification purposes.
6.1  DUTIES AND RESPONSIBILITIES FOR THE MID-TIER TASO
Each Mid-Tier TASO must be officially registered as a DFAS Mid-Tier TASO with DFAS-TSO-CS, using the standard DFAS Mid-Tier TASO Registration Form (see Appendix B).  Requests for new DFAS mid-tier user accounts will not be processed unless the request is signed by a registered Mid-Tier TASO.  A completed Mid-Tier TASO Registration Form should be faxed to 317-510-5827, and the original mailed via Federal Express or Certified Mail to:  Deputy Director, DCII Engineering Division, DFAS-TSO-CS,  8899 E. 56th Street, Indianapolis, IN 46249-4560.

The appointed Mid-Tier  TASO will be responsible for distribution and submission of the DFAS Mid-Tier User-ID Request Form 1018.

The MID-TIER TASO will review Form 1018 for completeness, accuracy, readability, and proper signatures before submitting to TSO-CS/User Management.

Upon notification from TSO-CS/User Management that the request has been completed, the Mid-Tier TASO will notify the user with the ID information and password for initial system login.

Be responsible for ensuring established local security procedures are followed within the assigned work area.

Ensure DFAS mid-tier system usage is consistent with authorized use.  Only authorized users shall have access to DFAS mid-tier systems, and access shall be for business use only.

Work closely with the local ISM and ensure prompt reporting of any irregularities or breaches of security to the DFAS Mid-Tier Information Systems Security Officer, at 317-510-5789.

Report to the ISM when an employee transfers from the organization so all mid-tier user IDs for that employee can be canceled.

Authorize by signature a new user’s request for access to DFAS mid-tier systems, or the modification of current accesses for an established user, and activate local procedures to process the request.  This includes requests for password resets, additions and deletions within certain databases, and the modification of permissions within databases.  

Maintain a record of DFAS mid-tier users to include:  Date of action, user ID, user’s name, user’s office, type of action (add, delete, or modify), and DFAS mid-tier systems or databases affected.

Perform other security duties as directed by the local ISM, the mid-tier POC for user accounts, or the local organizational director.
7.0  BASIC REQUIREMENTS OF RELEASE MANAGEMENT
The goal is for an application to be able to be migrated from one machine to another with minimal interruption to the users.

Installation scripts, program procedures, and documentation should be received by TSO-CS Corporate DBAs one month prior to production release.  This will allow time for review and clarification of any questions or concerns.  TSO-CS Corporate DBAs shall respond within 14 calendar days.

No script, program or procedure should depend upon any group or special requirement to complete the installation.  This is to include any special computer and/or hardware.

List of all objects showing owner, primary group and permissions should be given 14 days prior to installation.

Any tools, special requirements, or non-standard must be pre-approved by the TARB.  Special tools required for production must be sent to the TSO-CS Corporate DBAs with the installation package along with recommended parameter settings.

The installation script should have interactive prompts requesting the proper mount points for non-database elements of the application.  This is exclusive of database files, tables, or related database placement requirements.  Placement of database elements is the sole responsibility of TSO-CS Corporate DBAs and will be placed with appropriate performance considerations and effects to other currently running applications.

The installation script should provide for logging of activities and prudent back up points.  The script should be designed with restart capability at logical points in the installation.   

Installation will occur under its own assigned project identification or root.  The installation script must set up all permissions and hard/soft links. 

Final changes to the spreadsheet, which defines sizing, must be completed 14 days prior to production implementation.  This will identify all tables and table sizes and will assist TSO-CS Corporate DBAs in placement of the project.  Sizing in this step should include first year production requirements.  (See Appendix E for sizing guidelines)

FTP requirements must be finalized 14 days prior to production implementation and will include the following information:

Number of expected files received/transmitted.

Size of each file.

Frequency of reception and/or transmission.

FTP user IDs will be unique with each having its own password as defined by TSO-CS/DCII Infrastructure Engineering Division.

A transmission schedule of days/dates/times.

Verification that the FTP process has been tested and performs as required.

Any binary that requires special handling should be identified 30 days prior to production implementation.


Cleanup scripts are required to clear system of files required only during installation.

There will be no hard coding of mount points, passwords and user IDs in application code.

8.0  REPOSITORY MAINTENANCE PROCEDURES
8.1  DATABASE MAINTENANCE
The repository databases are created to hold the metadata for the application objects defined through the Oracle Designer tool.  User owned objects, such as tables, indexes and packages, should not be created in or generated into these databases.  All physical objects created by users should be placed into a development database.  

To effectively manage the objects in the repository databases, a routine will be run every weekend to identify and remove all user owned objects from the repository databases.

NOTE:  The only exception to this policy is the tutorial repository (TUTOR6) which is used for training.  User owned objects in TUTOR6 will be deleted when the user is deleted.

8.2  APPLICATION MAINTENANCE
Only the last three versions of an application will be retained in any repository.  When there are more than three versions of an application, Repository Management will export the oldest version(s) to an archive area on the network and will then delete the version(s) from the repository.  

For example, if the application DEMO has just been versioned and now has versions 3, 4, 5 and 6 in the repository, version 3 of the DEMO application will be exported, saved on the network and then deleted from the repository.

The removal of all versions of an application will only be done with a request/approval from the application’s Technical Project Officer (TPO) or Alternate TPO.  Each version of the application would first be exported to an archive area on the network and would then be deleted from the repository.

8.3  ACCOUNT MAINTENANCE
In order to effectively manage Oracle repository accounts on the mid-tier systems, these procedures will be implemented to regularly review and clean up unused accounts.  Two methods will be used to manage the Oracle accounts, a semi-annual review and an account expiration process.

8.3.1  SEMI-ANNUAL USER ACCOUNT REVIEW AND MAINTENANCE
Repository Management will generate a report, by application, of existing user accounts.  The report will be delivered via email to the TPO and the Alternate TPO for each application for review.

The TPO/Alternate TPO should review the list to determine whether access is still correct for each individual account.  The TPO/Alternate TPO will then highlight the accounts to be deleted or modified and will record any changes to name, host, location or phone number.  The changes should be returned within 30 days to the REPOSITORY MANAGER email account.

The repository management will make the requested changes by removing or modifying the users access in the repository and/or database.  They will then send an email to ISO-ADMIN, MIDTIER notifying them of the changes made so the user tables can be modified to reflect the changes.

8.3.2  ACCOUNT EXPIRATION
A routine will run daily to track the last time a user logged into the repository.  From this data, reports will be generated which will flag those user IDs which have expired.  Expired accounts will fall into two categories:

8.3.2.1  NEW ACCOUNTS 

A new account, which has not been accessed within 90 days of creation, will be disabled and the user’s TPO/Alternate TPO will be notified.  The TPO/Alternate TPO will have another 30 days to determine if the account is still needed.  If it is not needed, the repository manager will remove the account from the repository.  

8.3.2.2  DORMANT ACCOUNTS 

Accounts which have not been used for a period of 90 days will be disabled and the user’s TPO/Alternate TPO will be notified.  The TPO/Alternate TPO will have another 30 days to determine if the account is still needed.  If it is not needed, the repository manager will remove the account from the repository.  

8.4  SPECIAL EXEMPTION
There may be users who have a need to retain access to the repository although their use might be infrequent.  The REPOSITORY MANAGER should be notified by the TPO or Alternate TPO via email of any user requiring a special exemption.  The email should include the user’s name, user ID and repository instance (e.g. John Doe, FIN12345, DCDREPOS).

9.0  GUIDELINES FOR ORACLE TRAINING CLASSES HOSTED BY DFAS
All training classes requiring mid-tier support must be approved by TSO-CS management.  A request should be submitted to TSO-CS/DCII Infrastructure Engineering Division Chief at least three weeks prior to the first scheduled training date. See Appendix G for the Mid-Tier Training Class Request Form.  A local site POC will be assigned the responsibility of setting up the client side software and other local preparations for the class.  He or she will also provide the class type, version, duration, and the FTP username/password, location for each class.  The below information will step through the training procedure sequentially.

1) Training site POC requests class

2) TSO-CS approves class and assigns Corporate DBA

3) POC provides Corporate DBA with class information

4) Corporate DBA downloads class information and reviews setup

5) Corporate DBA locates available resources to accommodate class

6) Corporate DBA sets up class following the instructions of Vendor giving class.  Ideally, this should be done two to three days prior to start of class.

7) Corporate DBA confirms class setup is correct and ensures network connectivity from PC

8) Corporate DBA contacts training site POC and confirms connectivity from local site

9) Corporate DBA offers assistance for unexpected problems and failures during class duration

Since most classes are taught by private contractors, the local site POC will provide TSO-CS Corporate DBAs with a training representative to help troubleshoot any class creation issues.  Private contractors should provide class setup instructions for personalized classes.  The instructions will be explicit and easy to follow.
10.0  DFAS Cognos Licensing
DFAS has an enterprise license for Cognos products as described in DFAS Memorandum, subject:  Cognos Products Available Through DFAS Licensing Agreements, dated November 14, 2000.  The enterprise license covers product use for all DFAS employees.  The enterprise license extends to non-DFAS customers (end-users) for approved DFAS-developed applications only.

10.1  Deployment of COGNOS Software TO DFAS DESKTOPS
New software products and versions will be reviewed with TSO-CS and tested prior to deployment.  All desktop software requires several weeks of lead-time for testing and certification by TSO-CS-EPET prior to distribution and installation.  When software is received by TSO-CS, it is forwarded with a test request to TSO-CS-EPET.  EPET certifies the software for use on the DFAS LAN.

Once certified by EPET, software install packages including installation instructions are forwarded to TSO-CS-OMD for distribution to LAN teams.

Each site LAN team is responsible to provide the software to the end-users at their site.

DFAS employees may request installation of approved Cognos software from their local LAN teams.

In cases where end-users outside of DFAS need desktop Cognos software, a request should be made via email to the Cognos Admin for the application.  TSO-CS will forward Cognos software to the non-DFAS entity.

10.2  New Cognos Applications Requests for Cognos Resources
10.2.1  New COGNOS Applications
New applications are reviewed and approved at DFAS by submitting a TAG document to the TARB.   A new application would include one whose database has yet not been developed.  The Cognos requirement for the application can be included in the TARB documentation for the greater application, and will be processed with the TARB.  A questionnaire will be forwarded to the requestor that is specific to the Cognos portion of the application.  

10.2.2  Using Cognos against an existing application
If Cognos is being proposed as a reporting tool for an existing application, you will not need to submit an updated Technical Architecture Design (TAD) to the TARB but will be required to fill out the Cognos Questionnaire for your Cognos web application and submit the form to the DCII Infrastructure Division, attention to: Cognos Administrator.  POC names are provided in Appendix H.

10.2.3  Request Process


Once received, the questionnaire will be reviewed by the Cognos Administration Team.  Please ensure all questions are answered, including information about the database that Cognos will be querying for the application.  This will assist in determining the approximate demand for computer resources that the application will need, the destination host for the completed system, and placement on the network.

10.2.4  Technical Lead
Contact TSO-CS’s Cognos Administration Team (See Appendix H for POC names.)

Inform the Cognos Administrator of the name of the technical lead for the project.  This will be the primary person with oversight of the project, with whom TSO-CS will do most communicating regarding server issues.  All server account requests (not including namespace user id’s) should be reviewed, approved, and forwarded from the Technical Lead via a TASO.

10.3  FTP ACCOUNTS ON THE COGNOS WEB SERVER
Developers who will be moving reports and cubes from their client tools to the web server will need an FTP account established on the server.

With the initial setup of the application on the server, a directory structure for project data will be put into place, and a group name (acronym) will be established for all project developers, on the server.

For each developer requiring FTP capability, fill out an TSO-CS Web Server Login Account Request Form (see DFAS Web Technical Guidance Memorandum 98-02, subject:  Procedures for Requesting User Accounts on TSO-CS-managed Servers used for Web site maintenance.  Have the form signed by the project lead for your Cognos application, and your local mid-tier TASO, and fax it to Cognos Administrator at 317-510-5827.  Please follow up your faxed request with an email to the Cognos Administrator team (Cognos.Admin@dfas.mil).

The web administrators will create your FTP group, account, and directory structure with appropriate permissions on the web server.  You will be notified by phone/email when the requests are completed.

10.3.1  NAMESPACE (ACCESS MANAGER) USER IDs AND PASSWORDS
Access Manager is the software tool that manages Cognos’ namespace.  The namespace is used to authenticate users and developers who want to view a cube or report on the web.  It is also used to establish and enforce permissions to newsboxes and news items (folders and their contents), in UpFront’s web portal.

An initial user ID and password will be established in the namespace, and will have permissions to create other users and user classes in Access Manager for the developers and users of their application.  All users and user classes should be established within the project’s folder.

The initial user ID should be assigned for the individual who will be in charge of adding developer and user accounts and user classes into the namespace for their application.

10.4  Application Directory Structures
Each application will have a directory structure that is similar.  For example, the directory structure for each application on NT looks like the following:

Figure 7
E:\data\’project’\iwr\posting is used by the Cognos Distribution Shuttle tool as for placing report files and their index, needed by the Report Administrator tool.

E:\data’project’\iwr\Report_Source is where FTPd report files are placed by developer’s to be published (.imr’s and .cat’s).  It is the source directory for publishing reports with Cognos Distribution Shuttle.  Create a subdirectory named for the catalog for each report set.

E:\data\’project’\PowerPlay\models is where developers should FTP their cube models (.mdl’s and .pyi’s).  This directory will store the most recent models and can be updated as models are modified and tested.  This allows you to keep a copy of the most recent file on the server.

E:\data\’project’\PowerPlay\cubes is where cubes are to be FTPd for publication to UpFront.  ‘.mdc’ and ‘.ppx’ files go to this directory.

E:\data\’project\Iwr\Report_Store is the folder where the Report Administration tool places published report sets.

When logging in to the server from an FTP utility, you will be placed into the top level directory for your application.  You will need to change directories to the appropriate subfolder before FTPing the files.

10.5  Procedure for Access Manager Administration
10.5.1  Access Manager Administration
Access Manager runs on both the web server and on client PCs.  Access Manager may be used by developers on their workstations to manage users and user classes for their application.  Access Manager will be installed with the PowerPlay Admin install provided by the LAN team. 

In order to use Access Manager from the workstation, you will need an Access Manager user ID.  If you do not have a user ID, please contact TSO-CS and identify the project for which you will be managing users.  If you have not been identified as an Access Manager Administrator for your project, you will need the project leader to email the request on your behalf, to Cognos.Admin@dfas.mil.

Cognos Administrators at TSO-CS will have ‘root’ user class, and the administrator password in the namespace.  No one else will belong to the root user class.

Cognos Administrators will create a main user class and user ID for each application.  The initial user ID is given to the individual responsible for namespace IDs for that application.    The development team may wish to have ‘sub’ user classes in order to build application security into cubes and reports.  Request new user classes by e-mailing Cognos Admin with the desired user class name.

Developers will belong to a user class with permissions set according to their requirements, by the application’s Access Manager Administrator (see above step).

User classes and IDs will be created for end-users by the Access Manager Administrator for each project.  The minimum possible permissions are assigned to the user class, so that end-users can use the Cognos application without unnecessary risk to other data or software (see Illustration A).

10.5.2  Rules for Access Manager
Only TSO-CS will have the administrator password, and belong to the root user class.  Only “Basic Signons” will be used at DFAS.  When employees leave, request removal of the namespace user ID by emailing the Cognos Administrators (Cognos.Admin@dfas.mil).  Developers will not be able to delete users.  Requests to delete users should be forwarded to the Cognos Administrator.

Please do not add, remove, or modify permissions on users that are in other project’s folders.  Contact the Technical Lead for that application or request the POC name from the Cognos Administrator.  

Developers shall only create users in their project’s folder, so that each user can be correctly associated with a particular application.  

Do NOT map the ‘creator’ user to the root user class.  

10.5.3  Access Manager Configuration
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10.5.3.1  Access Manager Configuration Wizard

To use Access Manager from your workstation, you will need to run the Access Manager Configuration wizard.  You will need the following information when using the wizard:

Host name

Port number

Timeout

Base Distinguished Name (DN)

Runtime Administrator Distinguished Name

Runtime Administrator password

Use the Directory Server Default Namespace

Default authentication source = Directory Server

Please contact the Cognos Administrator for the information above for the server you need.

10.5.3.2  Add a Connection


You will then run Access Manager Administration to “Add a Connection”.  Select ‘Directory Server’ and right click to “Add Connection”.  You will use the same information as was used for the Configuration wizard, plus the following information for the ticket server:   Ticket Server Port = nnnn.

10.6  Namespace User ID STANDARD
Cognos user IDs will conform to the following standard:

Firstname.lastname (JON.SMITH) for DFAS users and non-DFAS users will be: firstname.lastname.company (JON.SMITH.PTI).

10.6.1  PASSWORD GUIDELINES


Follow DFAS Regulation 8000.1-R Part G, chapter 1, Appendix 5.

Illustration A.  Example Developer User Class Permissions.

10.7  User Classes
10.7.1  DEVELOPER USER CLASSES
Typically, a project will have a user class named for the project’s acronym (ex:  DCW, or BOD).  The user class will have permissions as follows:

Object
Show Permission
Create Permission
Delete Permission

User Classes
Yes
No
No

Users
Yes
Yes
No

Data Sources
Yes
Yes
No

PowerPlay Enterprise Servers
Yes
Yes
No

PowerPlay Transformation Servers
Yes
Yes
No

Members can view all user classes
No



Members can modify their own user properties and passwords
Yes



See Illustration A for an example.


                   Illustration B.  Example of End-User User Class Permissions.

10.7.2  END-USER CLASSES
Each development group determines the user classes for end-users of their application.  They may create “sub” user classes to their project-level user class.  End users do not need to create or delete objects in Access Manager.  Their permissions are as follows (see Illustration B):

Have “Show” Permissions on all objects.

Can NOT view all user classes.

Can modify their own user properties and passwords.


Illustration C.  Example of Developer User assigned to a Project level User Class.

10.7.2.1  USER PROPERTIES
Developers can add their own project users in Access Manager.   

Each user must be assigned to a user group.  

Developers typically belong to the user group at the project level (ex:  DCW or BOD).  See Illustration C.

End users for the application are typically assigned to a “User” user class that is a sub-class to the project-level user class.  Developers may request that sub-user classes be created by emailing the desired name of the user class and the project name to Cognos Admin.  See Illustration D.


Illustration D.  Example of an end-user assigned to a Project’s sub-user class with less privileges.

10.8  FTP Instructions
10.8.1  MS DOS prompt


C:>cd to directory with source files on your PC

C:>ftp ip_address (ex: ftp iso-is-w-12)

User: <enter the NT user ID you were provided by the web administrators>

Password:

ftp:>cd powerplay/cubes (change directory on the server to the destination folder)

ftp:> bin

ftp:> put my_cube.mdc

ftp:> quit

C:> exit

10.9  Procedure for Publishing Cubes on Development Server



10.9.1  FTP Cube Files to web server
FTP the cubes .mdl and .mdc files to the \powerplay\models and \powerplay\cubes folders on the development web server.

Notify Cognos Administrators (Cognos.Admin@dfas.mil) that the cubes need to be published.

In your notification, specify the names of the cubes and the folder where they exist on the server.  Also specify the destination newsbox in UpFront, for the cube.

10.9.2  Cognos Administrator Publishes Cubes
Cognos Administrator opens the PowerPlay Enterprise Server Administration tools, navigates to the project’s folder, “Insert”s the cube(s), then “Publish to UpFront”.

Check to see that the cube is enabled, and opens in the browser.

Reports any publishing problems to developers.

Notifies requestor when publication is complete.

If the cube was placed in the “New cubes” folder in UpFront, log into UpFront and move the cube into one of the application’s newsboxes.

Edit the ‘Properties” of the newsbox, and set read, write, and own user classes.

If you cannot set the properties, contact the Cognos Administrator.

10.10  PowerPlay Report publication
PowerPlay reports must point to their cube on the destination server.  Enter the pathname on the web server of the cube from which the report is built.  PowerPlay reports will not publish properly if they are pointing to a cube that resides on a client PC or network file server.

10.11  Refreshing cubes with new data
Developers have the option of:

Refreshing cubes on the client, and FTPing the refreshed cube to the /cubes directory on the web server.  In this case, it does not have to be re-published.

Using the scheduling feature in transformer to refresh the cubes’ data on a regular schedule.  Coordinate with the Cognos Administrator to determine the backup schedule for the server so that your refresh does not conflict with other backups.

10.12  REQUESTS TO PUBLISH IWR REPORTS ON TSO-CS WEB SERVERS
I.  IWR reports on TSO-CS servers are published by the Cognos Administrators.  Forward 

     requests for publication, along with your name, project and necessary information as 

    described in this document, to “Cognos Admin” or  (CognosAdmin.dfas.mil).

II.
MOVE REPORT FILES TO TSO-CS SERVER.


FTP report files (.cat and .imr files) to the TSO-CS web server using your FTP account.  

Each project has a directory structure that contains an ../iwr/report_source folder.

A subfolder should be created under ‘report_source’ for each report set, to include all reports AND their associated catalog.  The name of the folder will be included with the request so that Cognos Administrators will know the source of each report set to be published.  See TSO-CS Cognos Guidelines for more information on directory structure and setting up project space and FTP accounts for developers.

Example:

MS-Dos

>ftp 207.133.128.46

· cd my_project_dir

· cd iwr

· cd report_source

· mkdir new_reportset

· cd new_reportset

· put ….

· Quit

III. Provide information for the report set.

A. Name of source folder.

(path and folder name containing report set .imr’s and .cat).

B. Desired Report Set Name.

 (default will be the name of the source folder).

C. Report Folder Name.

(default is “Published_reportset-name”).  This will be what is displayed to users at the IWR  page and should be meaningful to the users.

D. Show to the report consumer?  (Y or N).  

If yes, users will see the report set on the IWR page.  

If no, the report set will exist but not be viewable by users directly (use for drill-down only reports, etc.)  Default is “No”.

E. Description.  

Enter a text description of the report set if needed.  The description will be displayed under the report set name on the IWR page.  A description is optional.

F. User Class Access.

Enter the list of user classes that should be able to access the report set.

Default is all user classes in the namespace, some of which may belong to other applications.

IV. Provide Information for each report in the report set.

If you have several reports, use the spreadsheet template as an easier way to submit information for each report.

A. General Settings.

1. Report name.

Default is the name of the .imr file, without the .imr extension.

2. Show report to Consumer?  (Y or N)

Default is “N”.

“Y” means that it will show up on the IWR web page.

3. Description for this report.

Default is blank.  

The description will show up under the report when listed on the IWR page.

4. Contact email address.

An email address of the person to contact if a user has a question about the data on the report.

Default is blank.

B. Output Settings.

1. Report Type (Personal or Public, or Burst).

a.  Personal – each user runs their own report, each report is saved on disk each time it is run.

b.  Public – The report is run once and viewed by any number of users.  It can be scheduled.

c.  Burst – A report is run, and a particular user class sees only their section of the report.

2. Default Action.

a. Run.  This is the default action for Personal reports.

b. View.  This is the default action for Public reports.

3. Report Formats.

a. .xls.  In addition to .pdf format, and excel format can be chosen.

b. .csv.  Text format.  A comma separated text file can be chosen.

c. .ims.  A hotfile.

4. Access Settings.

a. Default access is all user classes in the name space, which includes user classes from other projects.

b. Provide a list of user classes that need access to this individual report.

5. Dependencies.

a. None.  Report has no dependencies

b. Event.  Give the path name of the event on which this report depends.

c. Report.  Give the path and name of the Report on which this report is dependent.

6. Schedule Settings.  (For Public Reports only).

a. None.  There is no schedule.  Report will not be run automatically.

b. Frequency of report run.

(1) Once – also give date and time for the run.

(2) Hourly – give start date/time and end date/time if applicable

(3) Daily – give start date/time and end date/time if applicable

(4) Weekly – give start date/time and end date/time if applicable

(5) Monthly – give start date/time and end date/time if applicable

(6) Every n hours, days, weeks – give end date.

(7) Every n months – on a particular day (ex: 15th), give day

(8) Every n months – on mth Sunday…Saturday – give the weekday

7. Prompts

a. For Public reports only, prompts and their values have to be entered.

b. The prompt values are used for each report run.

10.12.1  Cognos Administrator Publishes Report


Runs the Cognos Distribution Shuttle to prepare posting files.

Runs Report Administration on the server to publish the reports to UpFront.

Set properties so that the report is visible, and other settings as indicated in the above step.

Notifies the requestor that the reports have been published.

10.13  Cognos Technical Support
10.13.1  Reporting Problems WITH COGNOS
If you experience problems connecting to the Cognos web server, report the problem to the OMD Help Desk at 1-800-676-0600.  Problems related to the Cognos software on the Cognos web server can be reported to Cognos.admin@dfas.mil.

Your reported problem may be forwarded to another support team if a Cognos or server problem is ruled out as the cause for the problem.

10.14  Contacting Cognos Technical Support
Cognos Technical support can be obtained by telephone at:

1-800-637-7447   Customer ID = 512365

Cognos’ Support Web Site: http://support.cognos.com.

You will need to register to log on to the support site.  A primary POC on our DFAS account can establish a login for you.  There are several primary POCs.  Contact the Cognos.Admin@dfas.mil for more assistance.

10.15  Reporting Problems on Network Servers


If you are using Cognos in a client/server environment, and your Cognos data is located on a LAN server, as opposed to a web server, please contact your site’s LAN team according to the procedures established at your site.

10.16  Miscellaneous Guidelines for Cognos Web Products
10.16.1  Database Tuning for Cognos Queries
If Cognos is not performing adequately when building a report, there are measures that can be taken to improve performance.  Contact the database’s DBA and let them know what SQL statements are hitting the database.  The DBA may adjust settings and options for the Oracle database (example:  Parallel Query).  Table indexes and “temp” space may also need to be checked.

10.16.2  IWR Report Types effect Performance
Within IWR there are two report types that are primarily used by web users. 

Personal Reports – These reports are run every time you access them from your report folder within IWR.  These reports are real-time and actually pull data from the database every time they are selected.  This report type is also used with drill-thru from PowerPlay Web to IWR.  Keep in mind that these should be reports that run relatively Fast.  Generally, you would not use the report type of “Personal” for reports that take long to run.

Public Reports – Public reports are static.  Unlike personal reports, they remain static until they are scheduled to run again through the IWR Report Administration tool.  These are typically your reports that run for a long period of time, generally not during business hours.  These reports cannot be used for drill-thru.

10.16.3  Improve IWR Report performance by limiting rowS             

              returned
Reports that initiate large queries can take a long time to produce output.  You can limit the number of rows returned by adjusting parameters in the catalog or .imr file.

10.16.4  Optimize PDF files
You can improve performance by optimizing the PDF files.  See Cognos’ Knowledge Base document number KB75227CS for instructions.

10.16.5  File Names for Cubes and Reports
File names should not contain spaces.  Future migration of the cube/report to or from UNIX servers at DFAS and DISA dictate that file names with spaces can not be used because they can not be processed by UNIX commands.

10.17  DFAS Web Design Guidelines
10.17.1  General Guidelines
Client-Server Guidelines and Infrastructure Web Guidance are available on the DFAS Infoweb. 
10.18  DFAS Web PMO
It is necessary to coordinate the concept approval, presentation, (commonly referred to as look and feel) and content of your web site with the DFAS Web PMO.  The point of contact is Shelle Harpley at 703-607-5152.

If you have questions on the technical aspects of the web site, please contact Ed Kabat at 317-510-5872 or email to: ED.KABAT@DFAS.MIL.  He will ensure you are provided with the latest software and hardware technical guidance related to web development and deployment.

10.19  Accessible Web Pages


All government technology designed, developed and deployed must be compliant with Section 508 of the Rehabilitation Act, which requires handicap access to the Federal government's electronic and information technology.  Section 508 compliance includes making web pages accessible to handicap access.  Documentation on this law is located at http://www.section508.gov.

Here are some additional resources to assist DFAS personnel and contractors in developing accessible web pages for DFAS web sites. Section 508 accessibility standards are still expected to take effect in Q1 2001. At that time DFAS web pages will need to have been modified to incorporate the new standards.  Please pass this information to all DFAS web page developers.

On-Line Web Site Accessibility Training -- http://www.lgta.org/accessibility/
How to create, modify, and check your web pages to make them "universally accessible."

The Land-Grant Training Alliance site features an on-line class designed to teach the basic steps to create, modify, and check web pages for ADA compliance. It includes lessons about why web page accessibility is important and the barriers that web pages create for disabled users. 























































APPENDIX A: MID-TIER ACCESS

REQUEST FORM



DFAS MID-TIER USER ID REQUEST FORM INSTRUCTIONS

This document explains the various fields on the Mid-Tier User-ID Request Form 1018 and outlines the procedures for requesting and/or removing a UNIX and/or Oracle account.  The form is divided into several sections.  Depending on the access a user needs, one or more sections may apply.  Each section is explained separately below and is identified as required or optional.

User Info - (required)

Enter the appropriate information for the user who is being added, modified or removed.  If the user is being added or modified, continue to the UNIX and/or Oracle section and complete the appropriate boxes.  If the user is being removed from a UNIX box(es), go to the UNIX section and complete the following boxes:  project name, host name(s).  If the user is being removed from an Oracle database(s), go to the Oracle section and complete the following boxes: database name(s), host names(s), project name.

UNIX ID Info

This section is required to be completed if the user needs to log on or be removed from a DFAS UNIX server (HP or SUN) for UNIX command line access.  This access gives the user the ability to write UNIX scripts, compile programs, etc., and is normally not provided to end-users.  For adds, complete all boxes; for modifications, complete appropriate boxes; for removals, complete only the project name, host name and special instructions if any. 

Project Name - official project name or system acronym

Primary Group - desired primary UNIX group

Secondary Group - desired secondary UNIX group (optional)

Host Name - server name and/or TCP/IP address of the server to which the user should be added, modified, or removed.

Type Shell - The desired default shell for the user.  Please check the appropriate box.  If none are checked, the Borne shell will be used as the default.
CORP1 ID Info
FTP Account Number – State existing Corp1 account id or check if account id is required 

FTP Path - Directory path for FTP files

FTP Group - FTP Group number

Special Instructions - Include any additional information that will assist in completing the request.

Oracle ID Info

This section is required if the user needs to access or be removed from an Oracle database.  This access is normally provided to both Oracle developers and Application end-users.  For adds, complete all boxes; for modifications, complete appropriate boxes; for removals, complete all boxes.

Database Name - The name of the database instance to which the user should be added, modified, or removed.

Host Name - server name containing the Oracle instance

Project Name - official project name or system acronym

NDS ID - User’s full context Novell LAN user ID if the account is for a CMIS or SID user.
Special Instructions - Include any additional information that will assist in completing the request, i.e., User will be an Application DBA.
Authorization - required

The first two signature blocks in this section must be completed prior to TSO-CS processing the request.

Appl Admin/Supervisor - printed  name and signature of the application administrator/ supervisor for the application requesting the action.  Date signed and office symbol.
TASO,  - printed name and signature of the DFAS Mid-Tier Terminal Access Security Officer validating the request.  Date signed and office symbol.
TSO-CS - printed name and signature of the ISO-Admin, Mid-Tier person completing the request.  Date signed.

To download the Request Form 1018, go to URL:  

http://www.dfas.mil/technology/pal/sestds/mt-form-1018.doc 
DFAS MID-TIER

 USER-ID REQUEST FORM 1018

User Info
Last Name:


First Name:
Middle Initial:

Office Symbol


Office Phone Number:

Current ID:


Add:

Modify:

Remove:


UNIX ID (FOR UNIX ACCESS/MODIFY/REMOVAL or FTP ACCOUNT)
Project Name:


Primary Group:
Secondary Group:

Host Name(s):



Type Shell:
KSH:
CSH:
Other:

FTP Account Number:


FTP Path:
FTP Group:

Special Instructions:



ORACLE ID (FOR ORACLE ACCESS/MODIFY/REMOVAL)
Database Name(s):  


Host Name(s):

Project Name: 

 
NDS ID:

Special Instructions:



AUTHORIZATION (required)

APPL ADMIN/SUPERVISOR:

Printed Name                              Signature
Date:



DFAS MID-TIER TASO:

Printed Name                              Signature 
Date:

TSO-CS:

Printed Name                              Signature
Date:



MID-TIER Form 1018   January 14, 2004

APPENDIX B:  dfas MID-TIER TASO request form
Click on form title link below for a downloadable form:

DFAS MID-TIER TASO REGISTRATION
DFAS Location:

MID-TIER TASO Name:

Address:

Phone:

Email:

MID-TIER TASO Area of Responsibility (only required if a subset of the organization - must list all valid office symbols):

------------------------------------------------------------

STATEMENT OF ACCEPTANCE


I have read the DFAS Security Policy and attached responsibilities and assume all duties as  Mid-Tier Terminal Area Security Officer (TASO).

________________________________________
                       _____________

MID-TIER TASO Signature






Date

-----------------------------------------------------------

VERIFICATION OF MID-TIER TASO SIGNATURE

________________________________________
                       _____________

INFORMATION SECURITY MANAGER (ISM)                            Date







APPENDIX C: DFAS MID-TIER USER-ID       (MUID) NAMING STANDARDS:



The MUID will adhere to the following standard:

Col 1  = Organization type code



C = Center



D = OPLOC



E = OMD


F = TSO-CS



M = ISO



Q = EPET
Col 2,3 = Standard Location Code

Col 5-9 Unique number following the ranges specified below:

CO   1000  -  5000

CL   10000 - 15000

DE   30000 - 35000

HQ   50000 - 55000

IN   20000 - 25000

KC   40000 - 45000


PE
60000 - 65000

Example:

      cde32500 for a DFAS Denver Center user

STANDARD LOCATION CODES

CH=Charleston
LW=Lawton
PE=Pensacola

CL=Cleveland
LI=Limestone
RI=Rock Island

CO=Columbus
NO=Norfolk
RO=Rome

DY=Dayton
OA=Oakland
SA=San Antonio

DE=Denver
OM=Omaha
SB=San Bernadino

GK=Klaber Kaserne
OR=Orlando
SD=San Diego

IN=Indianapolis
PC=Honolulu
SL=St. Louis

NE=Newark
PR=Pax River
SS=Seaside

LX=Lexington
LI=Limestone
KC=Kansas City

GR=Ramstine
GV=Vogelweh
JP=Japan






















































APPENDIX D: GLOSSARY
 

ACCESS GROUPS:  Access groups provide uniform, consistent resources by allowing users prearranged access to all resources within a group.  A user has one primary group and can have more than one secondary group.  By issuing the ‘newgrp <group>‘ command, the end-user can change their secondary group and therefore their resources.  Changing to another secondary group requires that the user be authorized for use of that secondary group.

APPLICATION UNIX USER ID:  The UNIX user ID account(s) that will manage and administer the system resources and library structure assigned to an application or project.  (ISO)

APPLICATION ORACLE USER ID:  The Oracle user ID account(s) that will own, manage, and administer the logical database structures, data, and schema of an application or project.  (ISO)

APPLICATION DATABASE ADMINSTRATOR (ADBA):   The ADBA may or may not be local to the mid-tier platform the application is developed on.
APPLICATION DBA (ADBA) UNIX ID: The UNIX user ID account(s) reserved for ADBAs.  These accounts will be in separate UNIX groups divided by DFAS Center.  (TSO-CS)
DATAFILES: Every Oracle database has one or more physical datafiles.  A database's datafiles contain all the database data.  The data of logical database structures such as tables and indexes is physically stored in the datafiles allocated for a database.  (Oracle Concepts Guide)
DATABASE STRUCTURE:  An Oracle database has both a physical and a logical structure.  Because the physical and logical server structure are separate, the physical storage of data can be managed without affecting the access to logical storage structures.   (Oracle Concepts Guide)
DATA TABLESPACE:  Tablespaces in which user data is stored to keep it separate from data dictionary information.  A typical data tablespace may contain the tables associated with an application

DBA - APPLICATION (ADBA):  The group of individuals supporting applications and projects for a single DFAS Center.  The ADBAs will have their own separate UNIX group that will be set aside for each DFAS Center.   (TSO-CS)
DBA - CORPORATE:  The group of individuals at the ISO who have sole access to the Oracle Software Owner UNIX ID account.  They will perform software installs, support system-wide backups and recoveries, and support all ISO-based projects and applications.   (TSO-CS)
“dba” ORACLE ROLE: The Oracle role or logical group that allows complete access to ALL schema objects in a logical database environment.  (ISO)

A predefined role, named "DBA", is automatically created with every Oracle database. This role contains all database system privileges.  Therefore, it is very powerful and should only be granted to Corporate DBAs.  (Oracle Database Administrator’s Guide) (TSO-CS)
“dba” UNIX GROUP: The secondary UNIX group for the Oracle Software Owner that allows access to ALL ORACLE related system resources, including all ADBA UNIX groups.  (ISO)

The “Oracle Software Owner” is the only required member of the “dba” (UNIX) group.  You can add the “root” user, or any other UNIX user, to the “dba” (UNIX) group.  Members of this group have access to Server Manager specially privileged functions.  If your account is not a member of the “dba” (UNIX) group, you must enter a password in order to connect as “internal” or gain access to the other administrative functions of Server Manager.  (Oracle Administrator’s Reference for UNIX)

FILE SYSTEM: The directories and files on a physical or logical disk device.  A file system can also describe the entire directory tree and files on a system.  (ISO)

The file system is organized as a tree with a single root node called “root” (written ”/”); every non-leaf node of the file system structure is a directory of files, and files at the leaf nodes of the tree are either directories, regular files, or special device files.  The name of a file is given by a path name that describes how to locate the file in the file system hierarchy.  A path name is a sequence of component names separated by slash characters; a component is a sequence of characters that designates a file name that is uniquely contained in the previous (directory) component.  (The Design of the UNIX operating system, p4&5)

INDEX TABLESPACE: Tablespaces in which the indexes associated with tables and cluster objects are stored. 

“internal” ORACLE USER: The Oracle user ID account that is an alias for the Oracle user ID account “sys” in the Oracle Administrative Tools “svrmgr””.  This Oracle user ID account and these administrative tools are used to interface with the logical database environment within the UNIX operating system.

TSO-CS RESOURCES:  Those system resources not assigned to a TSO-CS or are used by more than one TSO-CS.  These resources will be managed by the TSO-CS.  (TSO-CS)

LOCAL SYSTEM ADMINSTRATOR (LSA):  The individual(s) co-located with mid-tier computing equipment assigned the responsibility of changing and storage of backup tapes. 
LOGICAL DATABASE: Logical Database Structures - Logical database structures include tablespaces, schema objects, data blocks, extents, and segments. (Oracle Concepts Guide)

LOGICAL DATABASE STRUCTURE:  An Oracle database's logical structure is determined by one or more tablespaces. (A tablespace is a logical area of storage.)  (Oracle Concepts Guide)
LOGICAL DATABASE ENVIRONMENT (LABEL): Those objects and structures related to and that are global to an Oracle instance and an Oracle database (see definitions in this paper).  This also includes any resources provided to an Oracle instance or an Oracle database by the operating system.  (ISO)

An Oracle logical database environment is the set of system resources that make up and is used by the Oracle Data Dictionary.  This set of items would include all database objects and structures.  In Oracle, the “create database” command sets up this logical area and attaches the initial system resources from the operating system (OS).  (ISO)

LOGICAL DISK DEVICE:  A set of physical extents, on one or more physical disk devices, on which a file system may be defined.  As a matter of practice, the ISO does not have logical volumes that cross multiple physical disk devices.  

LOGICAL STORAGE STRUCTURES:  Logical storage structures include tablespaces, segments, and extents that dictate how the physical space of a database is used.  The schema objects and the relationships among them form the relational design of a database.  (Oracle Concepts Guide)

OBJECT PRIVILEGES:  Object privileges allow users to perform a particular action on a specific object.  For example, the privilege to delete rows of a specific table is an object privilege. Object privileges are granted (assigned) to end-users so that they can use a database application to accomplish specific tasks.  (Oracle Concepts Guide)
OPTIMAL FLEXIBLE ARCHITECTURE (OFA):  OFA is a formalized directory structure that is designed to organize multiple logical database environments.  OFA setups are placed at the top of the file system directory tree.  OFA will separate and sub-divide the logical database environments along UNIX group sub-divisions.  These logical database environments are owned by different UNIX user ID accounts, which are also in different UNIX groups.  The result of this design will allow the sharing of common physical and/or logical disk devices between the different DFAS Centers.  Since, this directory tree division is by UNIX groups, security is ensured and no one UNIX group can directly access the system resources of another.  OFA will also greatly ease the administration of system resources and allow greater flexibility when planning and tuning both the individual logical database environments and the UNIX system.

OFA is the default standard for all mid-tier Oracle logical database environments.  The OFA Standard can be found in Paragraph 3.2. (TSO-CS - Reference, (1) Oracle OFA White Paper.  (2) The OFA Standard, Oracle for Open Systems)
ORACLE DATABASE: An Oracle database is a collection of data that is treated as a unit.  The general purpose of a database is to store and retrieve related information.  The database has logical structures and physical structures. (Oracle Concepts Guide)

ORACLE INSTANCE:  Every time a database is started, a system global area (SGA) is allocated and Oracle background processes are started.  The SGA an area of memory used for database information shared by the database users.  The combination of the background processes and memory buffers is called an Oracle instance.  An Oracle instance has two types of processes: user processes and Oracle processes.  A user process executes the code of an application program (such as an Oracle Forms application) or an Oracle Tool (such as Server Manager).  An Oracle process is a server process that performs work for user processes and background processes that perform maintenance work for the Oracle Server.  (Oracle Concepts Guide)

ORACLE SOFTWARE OWNER UNIX ID:  The UNIX operating system (OS) user ID account that owns and is used to install the Oracle release software.  This user ID is referred to as “oracle”.  This UNIX user ID will have the default UNIX group of “dba”.  (TSO-CS)

ORACLE SYS:  When any database is created, the user SYS, identified by the password CHANGE_ON_INSTALL, is automatically created and granted the DBA role.  All of the base tables and views for the database's data dictionary are stored in the schema SYS. These base tables and views are critical for the operation of Oracle. To maintain the integrity of the data dictionary, tables in the SYS schema are manipulated only by Oracle; they should never be modified by any user or database administrator, and no one should create any tables in the schema of the user SYS.  (However, you can change the storage parameters of the data dictionary settings if necessary.)  Most database users should never be able to connect using the SYS account.  You can connect to the database using this account but should do so only when instructed by Oracle personnel or documentation. (Oracle Database Administrator’s Guide)
ORACLE SYSTEM: When a database is created, the user SYSTEM, identified by the password MANAGER, is automatically created and granted all system privileges for the database.  The SYSTEM username creates additional tables and views that display administrative information, and internal tables and views used by Oracle tools. Never create tables of interest to individual users in the SYSTEM schema.  (Oracle Database Administrator’s Guide)

PHYSICAL DATABASE STRUCTURE: An Oracle database's physical structure is determined by the operating system files that constitute the database.  Each Oracle database is made of three types of files: one or more datafiles, two or more redo log files, and one or more control files. The files of an Oracle database provide the actual physical storage for database information.  (Oracle Concepts Guide)
PHYSICAL DISK: The actual disk device utilized by the UNIX operating system (OS) on a UNIX system.  (ISO)

PRIMARY GROUP:  The primary group is the default set of resources that the user has when they first login to the system.

PRIVILEGES:  A privilege is a right to execute a particular type of SQL statement.  Some examples of privileges include: 

(   The right to connect to the database (create a  session) 

(   The right to create a table in your schema 

(   The right to select rows from someone else's table 

(   The right to execute someone else's stored procedure 

Granting Privileges - Privileges are granted to users in order that users can access and modify data in the database.  A user can receive a privilege two different ways: 

(
Privileges can be granted to users explicitly. For example, the privilege to insert records into the EMP table can be explicitly granted to the user SCOTT.  (Oracle Concepts Guide) 

(
Privileges can be granted to roles (a named group of privileges), and then the role can be granted to one or more users.  For example, the privilege to insert records into the EMP table can be granted to the role named CLERK, which in turn can be granted to the users SCOTT and BRIAN.  Because roles allow for easier and better management of privileges, privileges are normally granted to roles and not to specific users.  (Oracle Concepts Guide)

The privileges of an ORACLE database can be divided into two distinct categories: system privileges and object privileges.   (Oracle Concepts Guide)

PROJECT SCHEMA:  Projects will be stored in separate tablespaces for the purpose of backups and recovery.  Exceptions can occur for stored procedures (PL/SQL).  (ISO)
ROLES:  ORACLE provides for controlled privilege management through the use of roles.  Roles are named groups of related privileges that are granted to users or other roles.  Roles are often created for a database application.  An application role is granted all privileges necessary to run the application.  The application role is then granted to other roles or users.  An application can have several different roles, each granted a different set of privileges that allow for more or less data access while using the application.  (Oracle Concepts Guide)  (See Figure 6 for roles and privileges assigned to applications)
A role can be created with a password to prevent unauthorized use of the privileges granted to the role. Typically, an application is designed so that when it starts, it enables the proper role. As a result, an application user does not need to know the password for an application's role.  (Oracle Concepts Guide)

The following properties of roles allow for easier privilege management: 

(   Reduced granting of privileges - Rather than explicitly granting the same set of privileges to many users, a database administrator can grant the privileges for a group of related users granted to a role, and then grant only the role to each member of the group.  (Oracle Concepts Guide)

(   Dynamic privilege management - When the privileges of a group must change, only the privileges of the role need to be modified. The security domains of all users granted the group's role automatically reflect the changes made to the role.  (Oracle Concepts Guide)

(   Selective availability of privileges - The roles granted to a user can be selectively enabled (available for use) or disabled (not available for use). This allows specific control of a user's privileges in any given situation. (Oracle Concepts Guide)

(   Application awareness - A database application can be designed to automatically enable and disable selective roles when a user attempts to use the application.  (Oracle Concepts Guide)
ROLLBACK TABLESPACE: Tablespaces used to store dynamic rollback database objects or segments that both mirror and insure data concurrency of transactions being processed in the logical database environment.  

“root” UNIX USER ID:  The UNIX user ID that owns the operating system.  It is the owner of the UNIX system.  (ISO)

The superuser, which performs accounting and low-level system functions.  (Practical UNIX Security, O’Reilly & Associates, p46) The “root” account is used by the operating system itself to accomplish its basic functions, such as logging users in and out of the system, recording accounting information, and managing input/output devices.  For this reason, the superuser exerts nearly complete control over the operating system: all security checks are turned off for any program that is run by the “root” user.  The “root” user account is not an account designed for the personal use of the system administrator.  However, the UNIX system administrator will frequently have to become the superuser in order to perform various system administration tasks.  (Practical UNIX Security, O’Reilly & Associates, p49)
SA: UNIX System Administrator.
SCHEMA:  A schema is a collection of objects.  Schema objects are the logical structures that directly refer to the database's data.  Schema objects include such structures as tables, views, sequences, stored procedures, synonyms, indexes, clusters, and database links.  (There is no relationship between a tablespace and a schema; objects in the same schema can be in different tablespaces, and a tablespace can hold objects from different schemas.) (Oracle Concepts Guide)


“svrmgr”: The Oracle software product Server*Manager that assists in administering logical database environments.
System Privileges:  System privileges allow users to perform a particular system-wide action, or to perform a particular action on a particular type of object.  For example, the privileges to create a tablespace or to delete the rows of any table in the database are system privileges.  Many system privileges are available only to administrators and application developers because the privileges are very powerful.  (Oracle Concepts Guide)
SYSTEM RESOURCES:  Disk, memory or other services on a Corporate DFAS UNIX system that the UNIX operating system provides.  (ISO)
SYSTEM TABLESPACE: System Tablespace -  The SYSTEM Tablespace is a reserved tablespace resource and it is the Oracle equivalent of a base root directory.  This is where the logical database environment’s data dictionary objects and structures are stored.  These database structures are owned by the Oracle user ID “sys” and are the only objects to be located in this tablespace.  

TABLESPACES:  A database is divided into logical storage units called tablespaces.  A tablespace is used to group related logical structures together.  For example, tablespaces commonly group all of an application's objects to simplify certain administrative operations. (Oracle Concepts Guide)
TEMP TABLESPACE:  Temporary segments are dynamically created objects within the database that store data during large sorting operations (such as SELECT, DISTINCT, UNION, and CREATE INDEX).  Due to their dynamic nature, they should not be stored with any other types of segments.

TOOL TABLESPACE: The tools tablespace is reserved for the installation of third party tools and administrative applications, so that these items are separate from the system tablespace area. 

TSO-CS RESOURCES: Those system resources specifically assigned to a TSO-CS by the TSO-CS.

UNIX GROUP: A UNIX group is a subset of UNIX user ID accounts that have access to a subset of system resources on the UNIX system.   (ISO)

Every UNIX user belongs to one or more groups.  UNIX groups have both group names and group identification numbers (GIDs).  UNIX groups group users together.  The system administrator assigns each user to one or more groups when the user’s account is created.  Groups let the system administrator designate specific groups of users who are allowed to access specific files, directories, or devices.  Each user belongs to a “primary” group that is stored in the “passwd” file.  (Practical UNIX Security, O’Reilly & Associates)
UNIX SYSTEM or SYSTEM: A Corporate DFAS mid-tier computer running the UNIX operating system (OS).  Also referred to by some people as a “Box”.
USER OBJECTS: Those database objects that are not directly associated with an application.  These items mostly appear in developmental logical database environments and are usually transient in nature.  

APPENDIX E:  ORACLE DATABASE SIZING
MSEXCEL SPREADSHEET DOCUMENTATION
This MsExcel spreadsheet is a tool used to estimate the worst case disk usage of Oracle database objects based on the general parameters of both the operating system and the Oracle Database Engine.  It is not meant to be exact, but to estimate and project disk usage on a platform.  This tool is to be used in managing system and database resources and is setup generically for non-clustered table objects and non-clustered index objects.  It also can be used for primary key constraints, but clustered objects have different formulas and must be calculated separately.  Since, a majority of the database objects are non-clustered this tool covers most of the resource management situations that could occur.

Data Elements as shown on the MsExcel spreadsheet:

Non Clustered Tables

   Blocksize - The Oracle Instance’s (SID) Oracle Blocksize as determined in the SID’s parameter file.

   Fixed Block Header - Number of overhead bytes used in an Oracle Block for pointer information, (Operating System specific).

   Table Directory - Number of overhead bytes used in an Oracle Block for table information, (Operating System specific).

   Row Header - Number of overhead bytes used in an Oracle Block for Row ID information.

   Table Name 

   #rows - The projected number of rows estimated for this table object based on the needs of the application.

   #col < 250 - The number of table columns in a table that are less than 250 bytes.

   #col > 250 - The number of table columns in a table that are greater than 250 bytes.

   Inittrans - The initial number of transaction entries allocated within each Oracle block allocated to the table object.  The default is normally 2, but is a tunable parameter in the table’s storage clause.

   Pctfree - The percentage of space in each Oracle block reserved for future updates to the table object’s rows.  The rule of thumb is a lower Pctfree for query only Data Warehousing and Decision Support Applications, while On-line Transactional Applications have a higher Pctfree.  The default Pctfree is 10 percent.

   recsize - The worst case record size of the table.  This is calculated by adding up the total byte size of all the columns in a table object.

   #rec/blk - The Number of Records per Oracle Block is calculated on the following formulas:

Step 1 - Calculate Total Block Header

Block Header, Part 1

   = fixed header + variable transaction header

Block Header, Part 2

   = table directory + row directory

which equals to the Total Block Header

   = Part 1 + Block Header

Step 2 - Calculate Available Space inside the Oracle Block for data

   = (block size - total block header) -

     ((block size - block header, part 1) * (pctfree/100))

Step 3 - Calculate Combined Space for an Average Row

   = worst case row size, after all we are estimating what will be needed, not exactly what we need

Step 4 - Calculate Total Average Row Size (bytes per row)

   = row header + (col < 250) + (col > 250) + Step 3

Step 5 - Calculate Average Rows per Block

   = Step 2 available space / Step 4 average row size

Step 6 - Final estimated Oracle Blocks and Number of bytes for the table object

   = number of rows / Step 5 Rows per Block

  This is all summarized in the Excel spreadsheet as the following:

Floor(((block size - fixed block header - 23 * inittrans) * (100-pctfree)-100 * table directory)  /  (divided by)

(100 * row header + (col < 250) + (col > 250) * 3 + recsize +2)

   #blk/tbl - This is Step 6 above converted to Oracle Blocks for the table object.

   tbl size K - This is #blk/tbl converted to bytes.  If you take this number and divide it by 1024, you get the number in megabytes.

Non Clustered Indexes

   Blocksize - The Oracle Instance’s (SID) Oracle Blocksize as determined in the SID’s parameter file.

   Fixed Block Header - Number of overhead bytes used in an Oracle Block for pointer information, (Operating System specific).

   Index Entry Header - Number of overhead bytes used in an Oracle Block for index information, (Operating System specific).

   Row ID length - Number of overhead bytes used in an Oracle Block for Row ID information.

   Index/Constraint Name - The easy part!!!

   #NNrows - The projected number of rows estimated for this table object based on the needs of the application.  You could also query the Data Dictionary and use the number of distinct keys in an index for this count, but again this tool is for estimating the amount of disk usage, not determining exact amounts.  Use the row count of the projected table object size that this index/constraint will be used against.

   #col < 128 - The number of index columns in a table that are less than 128 bytes.

   #col > 128 - The number of index columns in a table that are greater than 128 bytes.

   Inittrans - The initial number of transaction entries allocated within each Oracle block allocated to the index object (table object for constraints).  The default is normally 2, but is a tunable parameter in the index’s/table’s storage clause.

   Pctfree - The percentage of space in each Oracle block reserved for future updates to the index object’s rows.  The rule of thumb is a lower Pctfree for query only Data Warehousing and Decision Support Applications, while On-line Transactional Applications have a higher Pctfree.  The default Pctfree is 10 percent.

   icol - The worst case record size of the index/constraint.  This is calculated by adding up the total byte size of all the columns in an index object.

   #blk - The Number of Oracle Blocks for an index is calculated on the following formulas:

Step 1 - Calculate Total Block Header

Block Header

   = fixed header + variable transaction header

Step 2 - Calculate Available Space inside the Oracle Block for data

   = (block size - block header) -

     ((block size - block header) * (pctfree/100))

Step 3 - Calculate Combined Space for an Average Row

   = worst case row size, after all we are estimating what will be needed, not exactly what we need

Step 4 - Calculate Total Average Index Value Size (bytes per entry)

   = entry header + row ID length + (col < 128) + (col > 128) + Step 3

Step 5 - Calculate Average Rows per Block

   = 1.05 * (number not null * Step 4) / ((floor(Step 2/Step 4))* (Step 4))

   This is all summarized in the Excel spreadsheet as the following:

ceiling((1.05*nnrows) /

floor(((block size - fixed block header - 23 * inittrans) * (100-pctfree)) /

(100 * (index entry header + rowid length + (icol < 128) + (icol > 128) + icol size))

   #blk/inx K - This is #blk/inx converted to bytes.  If you take this number and divide it by 1024, you get the number in megabytes.
Sample Spread Sheet
NON_CLUSTERED TABLE











Blocksize

8192









Fixed Block Header

57









Table Directory

4









Row Header

3





















Table name
#rows
#col<250
#col>250
Inittrans
PctFree
rec size
#rec/bl
#bl/tbl
tbl size K
Meg

CRAR_FLOPPY
2274893
36
0
2
10
161
36
63192
505536
493.6875













TOTAL








505536
493.6875













INDEX ON NON-CLUSTERED TABLE











Blocksize

8192









Fixed Block Header

113









Index Entry Header

2









ROWID length

6





















Index name
#NN rows
#icol<128
#icol>128
Inittrans
PctFree
icol size

#bl
#bl/ind K


I_CSMOR_APPDT
2989109
1
0
2
10
7

6960
55680
54.375













TOTAL








55680
54.375













GRAND TOTAL








561216
548.0625
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     Primary source - Managing Schema Objects

An actual working MsExcel spreadsheet may be accessed and downloaded by clicking on the following URL: 

http://www.dfas.mil/technology/pal/sestds/pdr_prod_space.xls


APPENDIX F:  TNSNAMES REQUEST FORM

Click on form title link below for a downloadable form:
DEFENSE FINANCE AND ACCOUNTING SERVICE

ORACLE “tnsnames” REQUEST

Name of Requester:

Organization Name:

Mailing Address:

Date of Request:

Phone number:

Fax number:

E-mail address:

Application/Project Name:

Host IP Address:

SID:

Port:

Signature of Requester




      
Date

Signature of Application Administrator/Supervisor  


Date

Signature of Terminal Area Security Officer (MID-TIER TASO) 

Date

Signature of TSO-CS





           Date Completed
Appendix G: MID-TIER TRAINING CLASS
REQUEST FORM
Click on form title link below for a downloadable form:
MID-TIER TRAINING CLASS REQUEST FORM
Training Site POC:______________________________________

Training Site POC E-mail:____________________________________
Training Site POC Phone#:___________________________________
Training Site Location:_______________________________________
Class Type/Version:_________________________________________
Class Duration:_____________________________________________
Class Start Date:____________________________________________
Training Representative:______________________________________
Training Rep E-mail:_________________________________________
Training Rep Phone#:________________________________________
FTP Username/Password:_____________________________________
Authorization

_________________________________________________________

Signature Site POC                                      Date

_________________________________________________________
Signature TSO-CS Management                         Date
_________________________________________________________

Signature Corporate DBA                            Date

APPENDIX H - COGNOS APPLICATION QUESTIONNAIRE
1  General (for Production Application)

     
a.  Requestor’s Name and phone




     
b.  Name of the application

c.  Is the production application going to 

     
      reside at DISA or TSO-CS-INDY .

d.   Which Cognos architecture will be utilized:

 FORMCHECKBOX 
Desktop  (no server)

 FORMCHECKBOX 
Client/Server  (client tools access network server).  Complete Section 2, below.

 FORMCHECKBOX 
Web (browser & client tools access web server software). Complete Section 2.

     
e. Estimated total number of production end users

     
f. Estimated number of concurrent production users

     
g. Domain the end users belong to (dfas.mil, .mil or other)

     
h. Name of the production database(s)

2   Development Requirements For Servers (TSO-CS-Indy):
    2.1  Impromptu Reports

        2.1.1  Public Reports (One report viewed by many users)

     
1.  Estimated Number of IWR Public Reports

     
2. Average number of Rows on reports

     
3. Average number of Columns on reports

     
4. Estimated Pages generated per report

((Number of Rows  / 20, rounded up) * (Number of 

Columns  / 8, rounded up) = Estimated Pages Generated)

     
5. Estimated Disk requirement for Public Reports 

(KB) (((Estimated pages * 4KB) + 10KB) * (Number of Public Reports in “1.”))

        2.1.2  Personal Reports (each user runs own copy).
     
1. Number of personal reports to be deployed

     
2. Estimated number of Rows on reports

     
3. Estimated number of Columns on reports

     
4. Estimated Pages Generated per Report

     ((Number of Rows / 20) * (Number of Columns / 

     8))    

     
5. Average number of Users per report

     
6. Size of average report   (KB)

      (((Estimated Pages * 4) + 10) * (Average Number   

     of Users))

     
       7. Estimated Disk Requirement for Personal Reports     

          (KB)  ((Pages Generated * Average number of 

          Users * Number of Reports)

    2.2  Powerplay

     
1. How many Powerplay cubes on PPES

2. Estimated size of cube(s)

     
(use database field/table sizes to estimate, or estimate size as 5 MB for small, 25 for medium, and 50+ for large cubes.)

     
3. Estimated Disk Requirement for PowerPlay cubes (MB)  (Number of Cubes * Estimated amount of Data))

     
4.  Estimate number of Concurrent Cube Users

    2.3  Visualizer Web 

     
1. How many Visualizations

     
2. How Many Users

    2.4  Cognos Query

        2.4.1  Foundation Queries (each user runs his own query).
     
1. Number of Queries to be deployed

     
2. Estimated number of Rows/Query

     
3. Estimated number of Columns/Query

     
4. Estimated Total Users using Queries    

     
5. Average number of Users per Query

     
6. Estimated Active Users 

3   Production Requirements For Servers (TSO-CS-Indy or DISA):

    3.1 Impromptu Web Reports

     
A. Estimated number of concurrent users. 
        3.1.1  Public Reports (one report viewed by many users)
     
1.  Estimated Number of IWR Public Reports

     
2. Average number of Rows on reports

     
3. Average number of Columns on reports

     
4. Estimated Pages generated per report

((Number of Rows  / 20, rounded up) * (Number of Columns  / 8 rounded up) = Estimated Pages 

Generated)

     
5. Estimated Disk requirement for Public Reports 

                       (KB) (((Estimated Pages in “4.”  * 4KB) + 10) * 

                       (Number of Public Reports in “1.”))

        3.1.2  Personal Reports (each user runs own copy).
     
1. Number of personal reports to be deployed

     
2. Estimated number of Rows on reports

     
3. Estimated number of Columns on reports

     
4. Estimated Pages Generated per Report

     ((Number of Rows / 20, rounded up) * (Number 

     of Columns / 8 rounded up))    

     
5. Average number of Users per report

     
6. Size of average report   (KB)

((Estimated Pages * 4) * (Average Number of  

Users) + 10)

     
7.  Estimated Disk Requirement for Personal Reports  

     (KB) ((Pages Generated * Average number of 

    Users * Number of Reports)

     
8. Average IWR Personal Report Requests per day

(Number of users * the number of times user runs 

the reports during a typical day * number of reports)

    3.2  Powerplay 
Complete this section if you are deploying PowerPlay cubes.

     
1. How many Powerplay cubes 

2. Estimated size of cube(s)

     
(use database field/table sizes to estimate, or estimate size as 5 MB for small, 25 for medium, and 50+ for large cubes.)

     
3. Estimated Disk Requirement for PowerPlay cubes 

(MB)  ((Number of Cubes * Estimated amount of    

Data))

     
4. Number of Users Accessing Powerplay cubes on Web

     
5.   Concurrent Cube Users

     
6. Average size of .pyi file (model)

     
7. Average Number of Cube Requests generated per day per user.  (Requests include opening the cube and drilling down within an open cube.)

     
8. Estimated requests per day for the server.

 (Multiply Number of Users (#4) * Average Cube Requests (#7)

    3.3  Visualizer Web 

Complete this section if you are deploying Cognos Visualizations.

     
9. Total Number of Cubes

     
10. Total Number of Visualizations

     
11. Average size of Cube (MB)

     
12. Average size of  Visualization(MB)

     
13. Total Number of Visualization Users

     
14. Total Number of Concurrent Visualization Users 

     
15. Average Viz Requests per user per day

(includes opening visualization and initiating queries)

     
16. Average Requests per day on server 

(Multiply Average Viz Requests (#15) *  Number of Viz users)

    3.4  Cognos Query
        3.4.1  Foundation Queries (each user runs his own query).
     
1. Number of Queries to be deployed

     
2. Estimated number of Rows/Query

     
3. Estimated number of Columns/Query

     
4. Estimated Total Users using Queries    

     
5. Average number of Users per Query

     
6. Estimated Active Users 

Fax To Cognos Administrator at 317-510-5827

Email To Cognos.Admin@dfas.mil
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