- SYSTEM ACCESS REQUEST WORKFLOW -











 






























































































BEGIN





Supervisor determines employee or contractor needs access to a system





A





B





YES





NO











TASO checks if DISA Form 41 Parts I-IV (or equivalent) is on file











YES





NO





TASO Determines if system resides on DISA Computer Resource











A





User/TASO/Supervisor/SECADM completes DISA Form 41 parts I-III-IV (or equivalent) User signs Part 1 and returns to TASO





TASO checks with Security Manager to ensure security information on Part II of 


DISA Form 41 is up-to-date and with Supervisor to ensure security information is appropriate for user’s current position











YES





NO





C





B





Supervisor determines least privilege (lowest level of access needed by user to perform their job), then TASO & Supervisor complete required DISA Form 41 Part V or equivalent.  





B





TASO determines which form(s) required based on system requested





Supervisor signs access request form certifying user has a need–to-know and is requesting lowest level of access supervisor needs user to have to do their job








NOTE:


Access form,  (normally a DISA Form 41 Part V) is to contain all the information in parts III and IV of DISA Form 41





Security Manager signs Part II of DISA Form 41 (if not already signed) certifying the background investigation information is complete/correct and adjudicated favorably





SECADM retains Part V of DISA Form 41 


(or equivalent)





D





As a minimum, the SECADM will immediately notify the TASO of the creation of the User ID so that the TASO will assist the user to gain access.  Notification of the individual and/or the individual’s supervisor is at the SECADM’s Discretion





SECADM provides user-ID and initial password to TASO in secure manner











YES





NO





SECADM determines if  problematic dual access or user role conflict exists








B





SECADM establishes account for user IAW the data on the access form 





B








No waiver for interim access until final investigation adjudicated favorably 











NO





NO





Favorable Initial 


Review by Security Manager?








SEE 





AT THE TOP OF PAGE 4











B





SECADM signs form





YES





D





E





E








SECADM provides TASO copy of form





END











NO





TASO requests copy of 


Access Request Form?





TASO* provides user the ID, Password & System Access Training 


(Pre-Defined Process)








GO BACK TO





Flowchart Key




















Begin/End








Action/Process





Pre-Defined Process





Decision





Flow Direction





Off-Page Connector





Connector





Document








Comment





*In some cases security officer may have different title, e.g. ISSO, ISSM, Functional Manager (FM), etc.





Supervisor contacts individual’s Security Officer (usually the TASO*) to begin paperwork








YES





C





Waiver Desired?


(Director makes this decision)








Notify supervisor 





NOTE: with a DISA Form 41 Part V, the TASO signs certifying that DISA Form 41 Parts I-IV are on file.  The Security Manager would not sign the Part V.











Adjudication Finalized?





YES





NO





YES





A

















Security Mgr. Reviews Investigative forms sends to OPM for Background Investigation (Predefined Process)














Security Manager notifies TASO that requestor is eligible for an interim systems access





END





YES





NO





Adjudication Favorable?





B





TASO is only required to keep the initial DISA Form 41 Parts I-IV on file for all personnel in his/her area.  Only one DISA Form Parts I-IV is required to be on file per user.  If user changes organizations, TASO is to forward DISA Form 41 Parts I-IV to the gaining organization and initiate paperwork to have accesses not required by the user removed.  Additional access requests will use a DISA Form Part V  (or equivalent) only.  SECADM keeps all DISA Form 41s Parts V and other request forms that requests access for his/her system.











YES





Wait


While Processing











Security Administrator (SECADM) examines form, makes determination whether or not all information and signatures are present and legible





B





GO BACK TO





NO





YES





*In some cases security officer may have different title, e.g. ISSO, ISSM, Functional Manager (FM) etc.











FDO signs access request form, acknowledging that the user is authorized access to the data the FDO owns?





END








Notify supervisor why access was denied 





NO
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