The SARWG Progress Report as of Nov 4, 2001

The TSO established the System Access Request Working Group (SARWG) to define a standard process for managing access requests for all DFAS systems.  Unique DCII and other system requirements spanning multiple sites highlighted the need to standardize across all sites -- which formed the genesis for the SARWG.  


The SARWG first met on July 18, 2001; the last formal meeting was October 4, 2001.  To date 22 members have participated in the SARWG.  Core members include six Information Systems Security Managers (senior IA focal points at each of the former Centers), a DISA representative who is familiar with DISA Form 41 requirements, and DCII representatives.

The group meets regularly to track the progress of specific action items defined in the SARWG action plan.  To date we have meet twice in person (July 18 and July 31) and twice (Aug 22 and October 4 by teleconference using the Denver AT&T teleconference bridge.  The group has also met many times using Net Meeting to view on-line presentations, demonstrations of information briefings and demonstrations of 4 user access control software packages.

The future workload of the SARWG will necessitate considerable amount of time and effort.  All members of the group have been participating in this group while performing their current duties and workload activities.  To date it has been a challenging effort to coordinate and schedule common work periods.  The group realizes the necessity and value of their efforts, but has limited time and resources to commit.   


For simplicity, I grouped our work into five main subject areas.   Recent activities and our progress to date for each of these areas are as follows:


User Access Control and Management software

· The evaluation team developed criteria to be considered when reviewing software packages.
· The evaluation team performed detailed review of the 4 identified GOTS software packages 

· The evaluation team identified 5 COTS software packages that should be reviewed.  COTS packages will not be reviewed at this time due to funds limitations. 
· Reviewed three GOTS User Access Control and Management software packages.  They are Security Oversight System  (SOS) from Dayton,  Guardian from Orlando, and San Diego Database.  All are MS ACCESS databases, which would have to be converted to the DFAS standard ORACLE RDBMS.  

· Reviewed the proposed DCII Access Control System.

· The evaluation team must complete the evaluation analysis of the 4 systems. 

·  The evaluation team must prepare impact analysis. 

· The evaluation team must prepare the recommendations.

· All SARWG members must review the recommendations of the evaluation team.  

· Present recommendations to management for approval and resource support to obtain a User Access Control and Management software package for use throughout DFAS.  

· SARWG must define detailed requirements, in format similar to Functional Description, of the additional user access features to be included in any GOTS or COTS software.   

· Obtain software package and facilitate configuration, conversion, test and deployment throughout DFAS. 

User Access Process Workflow

· User Access Process Workflow developed.  The high-level baseline diagram is currently being reviewed by the SARWG.  

· SARWG must review & update all process steps for definition in the Workflow.  

· When the Workflow is completed, the identification of the detailed access procedures can begin for inclusion in the Procedures, below.

DFAS Security Access Procedures

· The SARWG reviewed the Information Assurance Handbooks/Guides from Columbus, Denver, Cleveland, Kansas City, and DCII.  

· Good security practices exist in each.  SARWG will review for potential They should inclusion into a DFAS-wide handbook.

· The outline for the DFAS Security Access Procedures Table of Contents has been defined.
· The detailed Procedures need to be identified, proposed, developed & documented, using the User Access Process Workflow as the baseline.  

· Standard terms and definition of security personnel roles must be defined.  

· The resultant procedures will be documented in new DFAS Security Access Procedures.   

· Approval authority will be the DFAS Director of Technology Services Organization

· The Systems Inventory Database (SID) will be used to maintain security personnel lists
DISA Form 41

· SARWG must define the data components of the DISA Form 41 that will accommodate DFAS use.  

· Define DISA Form 41, Part V with identification of each AIS and associated OS/Platform that may be represented throughout DFAS (draft started).

· Design DISA Form 41 Parts I – V.  Develop template.  

· Design a process and system for electronic generation, processing, maintenance  & tracking of DISA Form 41 Parts I - V.

ISSUES:  User Access Control and Management software

· GOTS conversion from Access database to Oracle

· Modification, maintenance and implementation resource constraints

· DCII modification for expanded user access control features

· Release locked until after Dec 2002

· Constrained by functional management funding, approval, resources and SCR definition.

· Subset of DCII programs could be provided to a group for modification.  But requirements must be defined and documented; funds provided; resources obtained.  Staffing for development and future maintenance must be addressed.    
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