The SARWG Progress Report as of 4 Oct 2001

The TSO established the System Access Request Working Group (SARWG) to define a standard process for managing access requests for all DFAS systems.  Unique DCII and other system  requirements spanning multiple sites highlighted the need to standardize across all sites -- which formed the genesis for the SARWG.  


The SARWG first met on July 18, 2001.  To date 22 members have participated in the SARWG.  Core members include six Information Systems Security Managers (senior IA focal points at each of the former Centers), a DISA representative who is familiar with DISA Form 41 requirements, and a DCII representative (most recently Mike McLaughlin and Doug Reynolds).

The group meets regularly to track the progress of specific action items defined in the SARWG action plan.  To date we have meet twice in person (July 18 and August 9) and 5  times by teleconference using the Denver AT&T teleconference bridge.  We plan the next meeting in couple of weeks.  

The future workload of the SARWG will necessitate considerable amount of time and effort.  All members of the group have been participating in this group while performing their current duties and workload activities.  To date it has been a challenging effort to coordinate and schedule common work periods.  The group realizes the necessity and value of their efforts, but has limited time and resources to commit.   


For simplicity, I grouped our work into four main subject areas.   Recent activities and our progress to date for each of these areas are as follows:


User Access Control and Management software
· Reviewed two GOTS User Access Control and Management software packages (SOS and Guardian).  Both are MS ACCESS databases, which would have to be converted to the DFAS standard ORACLE RDBMS.  

· An additional GOTS User Access Control and Management software package used at DFAS San Diego is being researched to determine if this GOTS merits an on-line demonstration for subsequent SARWG evaluation.

· The evaluation team has developed criteria to be considered when reviewing software packages.    SARWG members have reviewed and final recommendations have been applied.  

· The evaluation team must perform the detailed review of the identified GOTS and COTS software packages (about 5-6).  

· The evaluation team must perform the evaluation analysis and prepare the recommendations. 

· Present recommendations to management for approval and resource support to obtain a User Access Control and Management software package for use throughout DFAS.  

· Obtain software package and facilitate configuration, conversion, test and deployment throughout DFAS. 

User Access Process Workflow

· User Access Process Workflow is being developed.  The high-level partial diagram has just been initiated.  SARWG must identify all process steps & define in the Workflow.  When the Workflow is completed, the identification of the detailed access procedures can begin.  

DFAS Security Access Procedures

· The SARWG reviewed the Information Assurance Handbooks/Guides from Columbus, Denver, Cleveland, Kansas City, and DCII.

· The outline for the DFAS Security Access Procedures Table of Contents has been defined.
· The detailed Procedures need to be identified, proposed, developed & documented, using the User Access Process Workflow as the baseline.  

· The resultant procedures will be documented in new DFAS Security Access Procedures.   

DISA Form 41

· SARWG must define the data components of the DISA Form 41 that will accommodate DFAS use.  

· Define DISA Form 41, Part V with identification of each AIS and associated OS/Platform that may be represented throughout DFAS (draft started).

· Design DISA Form 41 Parts I – V.  Develop template.  

· Design a process and system for electronic  generation, processing, maintenance  & tracking of   DISA Form 41 Parts I - V.
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