1. Minutes of SARWG one hour Conference Call on Wednesday, August 22, 2001. 
2. Attendees:   Reference  Process Asset Library SARWG Roster, 8-22-01 column,   


http://www.dfas.mil/technology/pal/ia-sar/

3.  Recap SARWG Objectives by Janet Berglund
· Use Denver approach as best practice baseline.  Refine.  

· Review & consider alternative methods & practices of other sites.

· Define process.  Develop Procedure Handbook based on defined process.

· Meet security rqmts.  Meet DISA interface requirements.  Standardize DFAS procs.

· Simplify,  Use of technology & SW tools.; Evolve to paperless process

4. Recent accomplishments



· PAL updated

· Security handbooks/guide routed (CL, CO, DCII);Reviewed by Denver

· Preliminary Impressions:

· The DFAS Systems Access Procedures can delete much duplication among the handbooks, e.g., Form 41 Parts I-IV Instructions

· The DFAS document can define a single standard Interim access procedure 

· Good Security Practices in each; May be incorporated in some fashion into the DFAS handbook or into other centers handbooks or systems SOPs/OIs

· DPPS “System Roles for Access” good security practice 

· DCII “Role Assignment Exclusion” good security practice

· Columbus “Position Access Chart” good security practice

5. DCII Security Meeting Update
by Janet Berglund:


DCII rep part of working group (Sharon Green present)

      DCII user access control Oracle-based procedure will be review by SARWG 

6. User access management software tools 

Berglund/Faiks

· SOS review  
·  Self certification received by DFAS-DE CDA.  Authorized for only 5 users per site. Limited robustness for DFAS use since written in ACCESS.

· For DFAS consideration, we must request Dayton to submit Software Test Request paperwork & software to TSO EPET.  TSO EPET will test & evaluate.  

· Guardian   - Setup a Net-Meeting Demo (See Action Plan)

· Aug 2001 DFAS approval for use granted.  COTS, w/ enhanced user interfaces for DFAS Orlando use.  

· Will require additional enhanced user interfaces for standardized DFAS wide use. 

· Others:

· DCII user access control – Need demo or more info from DCII

· DFAS-TSO-CO  unfunded request for development of sys access control system. Pilot. Need more info from Columbus.


· SARWG will define criteria for rating user access control tools (Joe Oliver selected to head up effort, see Action Plan).

7. New items:

· Acronym for “DFAS Systems Access Procedures” 

· Use DSAP until something better is suggested

· Other acronyms/short names suggestions are welcome

· Alternative system access request procedure was outlined by Don Stults; Denver provided comments; Everyone is to provide comments (see Action Plan)

· Don to address “digital signature” questions

· DSAP  Handbook Contents

· Should contain only information related to Access to Systems (decided)

· Options (There was minimal discussion on these options and no decision/consensus made.  The following is only “food for thought” that can be discussed at next meeting.  Additional ideas welcome!):

· “One Stop Shopping” – Contains all procedures necessary for DFAS standard access;  (e.g., DISA & Denver Handbooks):

· Advantages 

· Everything related to systems access in one place; minimal hopping around to other regulations, handbooks, guides, etc.

· Can be used effectively electronically or as hardcopy desk reference; as hardcopy can be highlighted, paper-clipped, marked up, etc.

· Unique/special access procedures can still be hyperlinked and/or cross-referenced.

· Disadvantages

· Large document, harder to find things 

· Heavy use of paper if printed out

· Not as much use of Internet technology

· Harder to maintain/update

· Some duplication of other documents

· Small electronic document with extensive use of hyperlinks and cross-references:

· Advantages

· Heavy use of Internet technology

· Easy to find things when using document electronically

· Little or no duplication of other documents

· Encourages people to use electronic document and Internet technology, less reliance on paper.

· Disadvantages

· Not as suitable as a hardcopy desk reference.

· May be confusing or frustrating to use for some

· May not be as useful to some, since not as complete  

8. Subjects for Future meetings: 
· Brief report by proponent of other Center's security handbooks (Columbus, Cleveland, Kansas City, DCII)

· Distribute  Kansas City handbook

· Review  Kansas City handbook  & any others

· Evaluate all books

· Discuss electronic sign criteria & DFAS capabilities

· Discuss merits of alternative system access request procedure

· Demo:  Guardian

· Demo:  DCII user access control 

· Evaluate SW for mgmt user access

