
SYSTEM AUTHORIZATION ACCESS REQUEST  (SAAR)

DISA Form 41

DFAS Procedure

Background


DFAS uses DISA Form 41, System Authorization Access Request  (SAAR), Parts I thru IV, to identify and request system access for users.  Parts I thru IV of said form are submitted to TASO upon completion and signature by the appropriate manager.    The TASO maintains hard copy of form.  Copies of form are sent to DISA (Mainframe),  DFAS Security Administrator, DFAS LAN/ELAN administrator, or DFAS Mid-Tier manager.  

Issue


Per discussion on May 22, 2001 at DCII Access Procedures for Production meeting:

Many DFAS users now have system access requirements for multiple systems.  DFAS users perform multiple user roles for multiple systems. System access to some DFAS systems is also for  Non-DFAS users.   For DCII CEFT, new functions & roles have been established necessitating identification of new user-ids and associated roles for current and new CEFT users.  The current Parts I thru IV have inadequate space for capturing this additional info.


Some additional info required by DCII production system:  

· AIS name

· Server hosting AIS

· User role(s)

· Job title of user of AIS

            There is no standard process in Defense Finance and Accounting Service  for the acceptance and processing of system access requests. 


Options

· Define additional info in Part III, block 18.   Note:  physical space/size limited

· Use DISA Form 41, Part V.  Complete a Part V for each system user is authorized to access.  Add user name & SSN to form.

· Use DFAS-DE unique form, which is tailored to DFAS-DE systems only 

· Design & use new different forms.

· Use alternate process in place of Form 41 for DISA mainframe.  Use DISA Form 41 only for mid-tier & EDA/Public Key Infrastructure access

DCII Preference 

· Use DISA Form 41, Parts I thru IV, with additional  system access info defined in Part III, block 18

· Use DISA Form 41, Parts I thru IV.  Use DISA Form 41, Part V for additional  system access info

Both of these options will meet security requirements.   For current time, DCII will accept either of the options above.

Recommendation

· DFAS-TSO SESO  (Janet Berglund) coordinate & facilitate a DFAS-TSO System Access Request Working Group to define and recommend a standard DFAS process for requesting system access.  

· Technical lead of the working group will  be determined at initial meeting

·  Initial constituents of working group limited to TSO ISSMs, representative from DFAS-Arl  & DISA.   Field site ISSMs to participate after initial draft process defined by working group.   

· Working group representatives will route & coordinate proposals through their respective sites/organizations to solicit feedback & comments from program and system managers.

Some topics for inclusion in DFAS system access process

· Definition of Trust Agent assignment and role
· Conformance to prescribing DoD/DISA requirements for system access
· Hardcopy storage site of forms
· Requirement for copies to functional/system manager & processing site (Megacenter, ELAN, etc) 
· Requirements for updates upon personnel departure, etc.
Action plan:
· Schedule initial meeting, 1-day, at DFAS-TSO, Indianapolis, prior to Jul 27, 2001.  Some topics for the Agenda will include goals, objectives,  strategy, working group procedures, action plan and subject areas
 for system access process

· Schedule subsequent face-to-face meetings, as necessary.  Locations can rotate to different DFAS sites

· Schedule numerous teleconferences, limited to 1 hour, to conduct specific meetings, per published agenda

· Upon working group review and agreement, make use of expertise, lessons learned, and documented procedures developed at Defense Finance and Accounting Service  sites

· Results, reports and findings will be published in the Process Asset Library 

· Working group proposals will be distributed to Defense Finance and Accounting Service  program and system managers for their opportunity to provide feedback & comments prior to final implementation
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