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PRIVACY IMPACT ASSESSMENT
Department of Defense Component. Defense Finance and Accounting Service
System Title. Work Year and Personnel Cost Reporting (WYPC)

Budget System Identification Number, 007-97-01.0 02819600

System identification Number(s) (IT Registry/Defense IT Portfolio Repaository (DITPR)).
DITPRE ID Mo. 274

T Inwestment {OMB Circular A-11) Unique Identifier (if applicable). N/A
Privacy Act System of Records Notice Identifier (if applicable). T-7908

OMB Information Collection Requirement Mumber (if applicable) and Expiration Date.
MIA

Type of authority to collest information (statulery or otherwise). 5 U.5.C 301,
Departmental regulations, Department of Defense Financial Management Regulation
(LalFME) 7000.14-R, Vol. 4, 31 US.C. Sections 351 | and 3513, and E.O, 9397

(58N).

Provide a brief summary or overview of the IT syslem {aetivity/purpose, present life
cycle phase, systern owner, system boundaries, and interconnections, location of system
and components, and system backup).

a. Activity'Pirpose,

The WYPC tracks Department of the Navy civilian labor costs paid through
appropriated funds, WYPC sses payrol] nformation to report hours and personnel costs
siratified by various cetegories (regular time, overtime, leave, ate.), and other costs
such as permanent changa of station expenses. This information supeorts the preparation
of the yearly budget submissions 1o the Office of Management and Budge! znd the Office
of Personnel Management,

b, Present Life Cycle Phage.
Operation and Support - Modemization/Enhancement
. Syslem Chvner,
_ System Manager, Defense Finance and Accounting Service,
DFAS- HTSCD - SMDVCL, 1240 E. Ninth Strees, Cleveland, OH 44199.8002,

telephone I

d. System boondaries and imterconnectons,




12.

Interfaces with DFAS entitlement systems as follows:

Lefense Civilian Payroll Systern {DCPS) DECC-Mechanicsburg
Financial Reporting System (FRS) DECC-Ogden
Standard Accounting and Beporting System (STARS) DECC-Mechanicshurg

Defense Industrial Finencial Management System (DIFMS) DECC-Mechanicsburg
e System Location and Componerits.

Mainframe located at Diefense Information Systems Agency, (DISA), Defense
Enterprise Computing Center {DECC) Mechanicsburg - Bldg 308, Naval Support
Activity (NSA), 5450 Carlisle Pike, Mechanicsburg, PA 17050-2411,

f. System Backup,

Defense Information Systems Agency (DISA), Defense Enterprise
Computing Center (DECC) Ogrien, Bldg. 891, 7879 Wardleigh Road, Hill Air
Force Base, Ogden UT 84056-5007.

Dieseribe what information in ideatifiable form will he collected and the nature and
aource of Lhe information (e.g., names, Social Security Nutnbers, gender, race. ather
component [T systems, TT systems from agencies ourtside Do, ete.)

E, Infortnation in Identifiable Form. Names and Social Security Numbers

b. DFAS IT sysiems. The names and Social Securily Numbers will be collected
from the Defense Civilian Payroll System (DCPSY, Pinancial Reporting System
(FR5), Standard Accounting and Reporting System (STARS) and Defense
[ndhusdrial Financial Management System (DIFMS).

. Dol Component IT systems. W/A
il IT systems from agencies outside Dol A

Diescribe how the information will be collected (e.2. via the Web, via paper-based
collection, ele.)

The information in this system will be collectad through file transfirs from DCPS, FRS,
STARS and PHFMS,

Describe the requirement and why the information in identifiabie form is to be
collected (e.g., to discharpe p statutory mandate, to execute 8 Component program,
e,

The Defense Finance and Accounting Service (DFAS) is establishing a systern of records
it support of the core financial requirements for the Work Year and Personnel Cost
Reporting (WYPC). This system will be the financial systemn of record and the single
saurce for consolidated financial information for the U5, Nawvy.

The information in identifiable form is to be collected 10 suppart the preparation of the
yearly budget submissions to the Office of Management and Budget (OMB) in
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[5.

I7.

accordance with OMB Circular A-11, the DoD Financial Management Regulation

7000, 14-R, Vahume 4, and to the Office of Personnel Management (OPM) as required by
Uhe guidelines sel forth in the Standard Form (SF) 113, Summary Data Operating Manual
that applies o all government agencies.

Drescribe how the information in identifiable form will be used (e.g., to verify existing
data, ofc.)

The information will be collected to suppaort the preparation of the yearly budpet
submissions to the Office of Management and Budget and the Office of Personnel
Management.

Describe whether the system derives or creates new dats about individuals through
BgEregation.

The gystem derives data from the data sent through the interfaces with other DFAS
EYSTems.

Drescribe with whom the informetion in identifiable form will be shared, both within the

Component and outside the Component (.2, other DD Components, Federal agencics,
ete.).

infarmation is provided to the U8, Mawvy, Dffice of Management and Budget, and (he
Office of Personnel Management.

Describe any opportunities individuals will have to object 1o the collestion of information
tn identifiable form about themsealves or 1o consent i the specific uses of the nformation
in identifiable form. Where consent is to be obtained, describe [he process regarding how
the individual is (o grant consent.

DFAS entitlement systems collest the data and a Privacy Act Statement is provided when
the personal data is collected. The individuals are infarmed in the statement that
providing the data is voluntary and it allows the individuals the opportunity to object to
vollection of information, WYPC does not collect mnformation directly from individuals
a5 the data is sent through data interface from other DFAS systerns,

Describe any information that 1s provided (o an individual, and the format of such
information (Privacy Act Statement, Privacy Advisory) as well as the means of deliver
(eg., written, electronic, efc,), regarding the determination to colles the information in
identifizble form.

The DFAS eatitlement systems collect the data and provide Privacy Act Statements on
the forms used to collect the personal data. If the date js collected via a Web site entry,
Privacy Act nolices/statements are also provided.

Diescribe the administrative/business, Physical, and technical processes and controls
acopted lu secure, protect, and preserve the confidentiality of the information in
identifiable form.

Records are stored {n office buildings protected by guards, controlled screening, use of
visitor registers, electronic access, andfor locks. Acoess to records is lmited to
individuals whoare properly screened and cleared on a need-to-know basis in the
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9.

Hi

performance of their official dutics. Passwords and digrital signatures are used to control
Bcooss o the systems data, and procedures are in place to deter and detect

browsing and unauthorized access, Physical and electronic access are [imited to perscns
responsible for servicing and authorized to use (he record gysiem,

Identify whether the IT system or collection of information will require a System of
Records{ SOR) notice a5 defined by the Privacy Act of 1574, and as implemented by
Dol Directive 5400.11-R, “DoD Privecy Frogram,™ November 11, 2004, 1f 30, and &
SOR notice has been published in the Federal Register, the Frivacy Act System of
Records Tdentificr must be |isted in question & above. 17 not yet published, state when
publication of the Motice will gecur.

A Privacy Act system of record notice has been prepared for review and publication in
the Federal Register. Estimated completion date October 2007,

a, Liescribe/evaluate any potential privacy risks regarding the eollection,
use, and sharing of the mformation in identifishle form, N/A

b. Drescribefevaluate any privaey risks in providing individuals an opportunity
1o objecticonsent or in notifying individuals.

DEAS provides individuals the opportunity to obiect to the collection of personal
information when it is collected, either via a Privacy Act Statement on a form or on the
Wb site used to collect the Information. Tndividuals are nistified that it i voluntary to
provide the information however, if they do not provide the information we imay not be
able to sccurately report thair work year and personnel costs in e system,

& Describefevaluate further any risks posed by the adapted security measures,
MA

State classification of information/system and whether the P1A should be published
of fol. 1Enot, provide mtionale. 1f a PLA is planned for publication, state whether it will
be published i full ar surmary foem,

The infomsation in this system is sensitive but not classificd. This PIA will be published
in full,




SIGNATURE PAGE - WYPC PIA

Preparing {Mficial 2307
Mame: ] dale

Title: Systers Munager
(irganization: Delense Finance und Accounting Service, System Management Directorate
(DFAS-HTSCD SMDVCleveland)
Work Phone Mumiber
E-mal:

Information Assurance Offiei
Mame:
Titke: Enrector
Organization: Defenss Finunce and Accourting Service. Information &nd Technology Palicy an
Crversipht (DFAS-DTHQ)

Woek Phone Number:
E-mail-

Mame: A
Title: Freedom of Information/Privecy Aet Program Manager
Urganization: Defense Finance and Accounting Service, Corparate Communications and
Legislative Lisison (DFAS-HAC Denver)

Work Phone Namber:
E-enail:

Reviewing Official &E/II’L—&I]
Name: I [ EF:F
Chiel Information Officer

Organieation: Defense Finance and Aceounting Service, vformasion and Technalogy

Darectorate {DEAS-HT
Work Phone Mormber
E-mal;

dabe
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