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FRIVACY IMPACT ASSESSMENT

Department of Defense Component: Defense Finance and Accounting Service
Systemn Title: Business Activity Moniioring Solution (BAM)
Budget System Identification Number; N/A

System Identification Number(s) (IT Registry/Defense IT Portfolio Repository
(DITPEY): DITPE D Mo, 7905

IT Investment (OMB Circular A-1 1) Unique [dentifier (if applicable): MOD7-97-
01-01-02- 1785-00-402-1297 A

Privacy Act System of Recosds Nodice [dentifier (if applicable): NA

OMB Information Collection Requirement Number (if applicable) and Expiration
Date; N/a

Type of authority 1o collset information (statutory or otherwise):

The BAM system does not collect new Infermation or information directly from
individuals. All information eollected by the BAM system s extracted from
other existing systems. Many of these systems, such as OnePay, have their own
Privacy Impact Assessments, and have been authorized by the Tollowing to
collect the information covered by the Privecy Act: 5 US.C. 01, Deparimental
Bepulations, and E.0, 9397,

Provide a bricf summary or overview of the IT system (activity/purpose, present
life cycle phase, system owner, system boundaries, and interconnections, location
of system and componenis, and system hackup).

& Activity/Purpose.

A commercial-off-the-shell COTS =olution (including hardware and
software) is being customized io implement the BAM technologies, The
solution's purpese is to identify, monitor, reduce or eliminate transactional
ervors, misuse, and potential frawd resulting in financial discrepancies, losses,
and workflow inefficiencies. The BAM solution will capture real-time or
neas rel-time end-to-end transaction processing, When integrated with
ERMP, it will automate and standardize governance and business processes '
through integration with Ainancial and accounting systems. The solution will
provide tracking and aralysis of key control objectives at executive,
management, and technician levels,

BAM will be an avtomated system thal engbles DFAS 1o specily, execute,
meditor, and coordinate the flow of work cases within an enterprise-wide
environment. Tt will include an execution interface seen by end-users and &
workflow engine that will perform the coordination of processes and
activities.,

b. Present Life Cycle Phase.
Orperations and Support
. System Ohamer:
I v Manager, Defense Finance and Accounting Service,
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Enterprise Management Services, DFAS HORSE/IN, 5899 E. 56 Street,

Indianapolis, IN 46249-0201, telephone | NG

d. System Boundaries and Interconmections:

The BAM solution will extract data from the following existing  systems in
order Lo perform the business activity monitoring function:

Mechanization of Contract Administration Services (MOCAS)
Computerized Accounts Payable System-Windows (CAPS-W)
Integrated Accounts Pavable System (IAPS)

OncPay

Automated Voucher Examination and Disbursement System/FAS
(AVEDS/FAS)

Busincss System Modernization (BSM)

Computerized Accounts Payable System-Clipper (CAPS-Clipper)
Standard Automated Voucher Examination System (SAVES)
Windows Integrated Automated Travel System (WIN-IATS)
Diefense Travel System (DT3S)

Diefense Joint Military Pay Svstem (DIMS ACTRC)

Marine Corps Total Force System (MCTES)

Defense Clvilian Pay System (DCFPS)

Defenze Relires and Annuitant System (DEAS)

Deefenze Cash Acoountability System (DCAS)

System Location and Components.
DFAS-lndianepolis, 3899 E. 56" Street, Indianapolis, IN 46249-0201,

ciephons I

Syatem Backup.
DEAS-Columbus, 3590 E, Broad Street, Columbus, OH 43213-1152.

Describe what information in identifiable form will be collected and the nature
and gouree of the information {e.g., names, Social Security Numbers, gender, race,
other component IT systems, IT systems from agencies outside DoD, ete.)}

8, Information in [dentifinble Foem,

The BAM system does not collect data directly from individuals. All data
retrieved by the BAM system 1s originally collacted by the multiple *feeder
systems”, which are fed into the BAM. Information Includes: Mame, Social
Security Numbers, Mailing Address, Salary Information, Bank routing
MNumber, Tax ID, Age, Date of Birth, Military Status, Marita] Status, el
Addresses,. Vendor Cage, Vendor Bank Account Numbers and Employes
Bank Account NMumber Codes, Telephone Mumber, BAM system Iogin and
password, and Pay systemis) affiliation. Specific data requirements will be
determined a5 each system is integrated with BAM.

b. DFAS IT systems:

Mechanization of Contract Administration Services (MOCAS)
Computerized Accounts Payable System-Windows (CAPS-W)
Integrated Accounts Payable System (LAPS)

OmePary
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Avtomated Voucher Examination and Disbursement System/FAS
(AVEDS/FAS)
Business System Modernization (BSM)
Computerized Accounts Payable System-Clipper (CAPS-Clipper)
Standard Automated Voucher Examination System (SAVES)
Windows Integrated Automated Travel System (WIN-IATS)
Defense Travel System (DTS)
Defense Yoint Military Pay System (DIMS ACRC)
Defense Civilian Pay System (DCPS)
Defense Retiree and Annuitant System (DRAS)

Dol Component IT systems. Marine Corps Total Force System (MCTFS)

¢, IT systems from agencies outside Dol
MFA

Describe how the information will be collected (e.g. via the Web, via paper-hased
collection, efc,),

The BAM solution will extract data via file transfer,

Describe the requirement and why the information in identifiable form is to be
collected {e.g. lo discharge a statutory mandate, to execute 3 Component program,
ehe.)

Identifiable information is collected as part of existing financial transaction
records for business activity monitoring purposes. Mo new information will be
collected for the BAM tool. Existing data will be analyzed by the BAM ool to
utentify, mofitor, reduce or eliminate ramsactional ersors, misuss, and potential
frand resulting in financial discrepancies, losses, and workflow inefflciencies.
This analysis is in aceordance with the requirements set forth in the Improper
Payrnents Information Aet of 2002 {Public Law No: 107-300).

Describe how the information in identifiable form will be used (e.g. to verify
cxisting data, ete.)

The records containing information in identifiable form will be used to monitor
and analyze financial transactions scross muoltiple systems to identify, monitor,
reduce or eliminate transactional errors, misuse, and potential frand resulting in
financial discrepancies, losses, and workflow inefficiencies.

Dreacribe whether the system derives or creates new data about incdividuals
throwgh aggregation.

The BAM syster will evaluate financial transactions to deteemine whether oF not
proper payments were made, It will not create new data ahouot individuals, The
BAM system uses business rules and integrity checks to create reports and
statistics.

Describe with whom the information in identifiable form will be shared, both
within the Component and outside the Component {e.g., other Dol Components,
Federal agencies, eic.).
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The information in the BAM system will be accessed by systems managers,
developers, testers, customer help desk employees, regular BAM system
users/clerks, and DFAS business unit managers, It will be shared with other
government agencies, but only as it applies (o the transaction or inguiry related to
that agency, or as otherwise required by law, Information may be shared with law
enforcement for investigalive purposes.

Describe any opportunities individuals will have to object to the eollection of
information in identifiable form aboot themselves or to consent to the specific
uses of the information in identifiable form. Where consent is 1o be obtiined,

describe the process regarding how the individual is to grant consent.

The BAM system will not collect information directly from individuals,

privacy Act Statements and notices for each specific BAM "feeder

system” are provided (o individuals before using that system, and use is typically
voluntary.

Describe any information that is provided to an individual, and the format of such
information (Privacy Act Statement, Privacy Advlzory) as well ms the means of
delivery (e.g., written, electronic, efc.), regarding the determination to collect the
infrmation in identifiable form.

Before accessing any “feeder system " from which the BAM system will

collect its information, individuals are provided with the Privacy Act Statement
appropriate for that system. These statements are typically provided on the form
used to collect the data or on the Web-based application used 1o collect the

information.

Describe the sdministrative/business, physical, and technical processes and
controls adopled to secure, protect, and preserve the confidentiality of the
information in identifiable form.

BAM records will be stored electronically on systems residing at DFAS-
Indianapolis. The facility is physically protected by guards, electronic access,
andfor locks. Access to records will be limited to individuals who are properly
screened and cleared on a need-1o-know basis in the performance of their official
duties. Passwaords and digital signatures will be used to control access to the
systems data, and procedures will be in place to deter and detect browsing and
onquthorized access. Physical and electronic aceess will be Limited 1o PErsons
responsible for servicing and authorized to use the record system.

Identify whether the IT system or collection of information will require a System
of Records (SOR) notice us defined by the Privacy At of 1974, and s implemented
by Dol Directive 5400.1 [-R, “Dol» Privacy Program,” Augusi 1983, If 50, and a
SOR notice has been published in the Federal Register, the Privacy Act System of
Records Identifier must be listed in question 6 abowve. If not yes published, state
when publication of the Motics will occur, N/A

#.  Describe/evaluate any potential privacy risks regarding the collection, use, and
sharing of the information in identifiable form. None

b.  Describe/evaluate any privacy risks in providing individuals an  opportunity
to objecticonsent or in notifying individuals. M/A
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c.  Describe/avaluaie further any risks posed by the adopted security measures.
NA,

Stale clessification of information/systemn and whether the PIA should be published
or not, If not, provide rationale. If a PLA is planned for publication, state whether it
will be published I full or summary form.

This system/information within is sensitive but unclassified, The PIA will
be published in full.
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