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A White Paper for Task 418: Archiving Requirements
TARGET:
The objective of this white paper is to identify the high-level summary of the archiving requirements.  This paper focuses on the archiving requirements of electronic data, not hard-copy records.
DISCUSSION:

The mission of Defense Finance and Accounting Service (DFAS) is to direct, approve, and perform finance and accounting activities for Department of Defense (DoD) with the vision of transforming with the War fighter to remain DoD's trusted financial partner.  As a result of DoD's transformation efforts, the Military Services and Defense Agencies are developing Enterprise Resource Planning (ERP) systems categorized into the following overarching mission areas:
· Personnel Management 

· Weapons Systems Lifecycle Management 

· Real Property and Installation Management 

· Materiel Supply and Service Management 

· Financial Management 

EXECUTIVE SUMMARY:
The Navy Enterprise Resource Planning system (Navy ERP) project team requested the regulations on the high level archiving strategy.  This team needs the rules for various electronic data, for example interface files, database tables, ledgers and reports.  All systems should keep 30 days of audit trial data in the system and may archive the remaining year for regular data or five years for SAMI data.  Otherwise, guidance gives no definitive dates for archiving files.  The permanent files may be archived at the discretion of the information owner, but the system must provide the proper level of integrity and availability of data based on the MAC level.
STATUS:
Disposal Strategy

The Federal government’s Archivist is the National Archives and Records Administration.  The Archivist preserves important records for historical purposes and sets requirements for retaining and disposing records (Appendix B, Reference 6).  Agencies must transfer and dispose records in accordance to the Disposition of Federal Records: A Records Management Handbook (Appendix B, Reference 1) and the National Archives and Records Administration, General Records Schedules (Appendix B, Reference 5).  DoD and DFAS have fulfilled their duties in implementing agency-level records management programs. The most comprehensive list available for financial records is the Records Disposition Schedules (Appendix B, Reference 7). 
In recent years, NARA is working towards the implementation of the Electronic National Archives (ERA), which will promote the long-term preservation of electronic records.  For the time being, electronic records are disposed in accordance to NARA General Records Schedule 20.
However, NARA’s archival process does not address archiving in relation to the computer science field.  The American Heritage dictionary defines this type of archive as “a long-term storage area, often on magnetic tape, for backup copies of files or for files that are no longer in active use.”  The Office of Management and Budget (OMB, Appendix A, Reference 6) and the Financial Systems Integration Office (FSIO, Appendix A, Reference 1) provide high-level requirements regarding archiving capabilities.  The functional requirements are provided in Appendix C. As a general guideline, closed or inactive data may be archived; however, these requirements do not address definite time periods to archive data and to retrieve archived data.  Note that if the files are temporary, the NARA has relatively short retention periods, and this type of files should be purged, and not archived.
Archiving Strategy

The only explicit requirement is the archiving of audit trail data.  Audit trail data is maintained for a minimum of one year.  It is recommended the most recent 30 days of audit logs remain available online; otherwise, the logs may be maintained offline.  Sources and method intelligence (SAMI) audit trail data is maintained for five years (Appendix A, References 2 and 5).
Otherwise, the information owner must consider the Mission Assurance Category (MAC) while developing requirements for a system.  The MAC weighs two important aspects of the system: integrity and availability.  Some references use integrity and mission reliability interchangeably.  Mission reliability is “the probability that a system will perform mission essential functions for a period of time under the conditions stated in the mission profile.  A mission reliability analysis must, therefore, include the definition of mission essential functions (Appendix A, Reference 3).” “Availability is defined as a measure of the degree to which an item is in an operable and committable state at the start of a mission when the mission is called for at a random point in time (Appendix A, Reference 3).” The high-level availability requirements are in Appendix D. 
A system falls into one of three MAC levels: MAC I, MAC II, and MAC III.  The lack of integrity and availability in a MAC I system is unacceptable.  A MAC II system can deal with loss of availability for short period of time, but lack of integrity is acceptable.  The loss of integrity and loss of availability in a MAC III system deal can be tolerated or overcome without significant impacts on mission effectiveness or operational readiness.  For the full definition of the MAC levels, see Appendix A, Reference 5.
The MAC levels impact archiving and backups.  The information owner must determine the proper level of integrity and availability to ensure archiving and backups (See Appendix E for the high-level requirements) do not interfere with the MAC level.  The information owner must determine the time period and data to archive and backup, the type of media to use (e.g. partition in system, magnetic tape, and a web server), and the desired retrieval time.
Please refer to Appendix F for some practical examples of archival, retention, and disposal.
ACTION:  

The Cash Accountability and Other Core Capabilities Team of the Financial Management Center of Excellence have determined that all systems should keep 30 days of audit trial data in the system and may archive the remaining year for regular data or five years for SAMI data.  The permanent files may be archived at the discretion of the information owner, but the system must provide the proper level of integrity and availability of data based on the MAC level.
Appendix A: Archiving Reference List
1. Core Financial Systems Requirements (OFFM-NO-0106, January 2006): http://www.fsio.gov/fsio/fsiodata/docs_systemrequirements.shtml
2. Database Standard Technical Implementation Guide V8R1 (September 2007): http://iase.disa.mil/stigs/stig/index.html
3. Department of Defense Test & Evaluation of System Reliability Availability and Maintainability - A Primer (DoD 3235.1-H, March 1982) http://www.dtic.mil/whs/directives/corres/html/323501h.htm
4. Information Assurance (DoD Directive 8500.01E, October 2002): http://www.dtic.mil/whs/directives/corres/pdf/850001p.pdf
5. Information Assurance Implementation (DoD Instruction 8500.2, February 2003): http://www.dtic.mil/whs/directives/corres/pdf/850002p.pdf
6. Management of Federal Information Resources (OMB Circular A-130, November 2000): http://www.whitehouse.gov/omb/assets/omb/circulars/a130/a130trans4.pdf
7. Recommended Security Controls for Federal Information Systems (Special Publication 800-53, Revision 2, December 2007): http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-final.pdf
Appendix B: Disposal Reference List
1. Disposition of Federal Records: A Records Management Handbook, 2000 Web Version: http://www.archives.gov/records-mgmt/publications/disposition-of-federal-records/index.html
2. DoD Records Management Program (DoD Directive 5015.2, March 2000): http://www.dtic.mil/whs/directives/corres/pdf/501502p.pdf
3. Electronic Records Management Software Applications Design Criteria Standard (DoD 5015.02-STD, April 2007): http://www.dtic.mil/whs/directives/corres/pdf/501502std.pdf
4. Financial Records Retention (DoD FMR Volume 1, Chapter 9, August 2000): http://www.defenselink.mil/comptroller/fmr/01/01_09.pdf
5. National Archives and Records Administration, General Records Schedules: http://www.archives.gov/records-mgmt/ardor/
6. Objectives of Records Management (United State Code Title 44, Chapter 29): http://www.law.cornell.edu/uscode/html/uscode44/usc_sup_01_44_10_29.html
7. Records Disposition Schedules (DFAS 5015.2-M, August 2007): https://dfas4dod.dfas.mil/library/dfas50152m.pdf 

8. Records Management Procedures (DFAS 5015.2-I, March 2004): https://dfas4dod.dfas.mil/library/dfas50152i.pdf
9. Records Management Program (DFAS 5015.2-R, March 2004): https://dfas4dod.dfas.mil/library/dfas50152r.pdf
Appendix C: Data Archiving Functional Requirements

	Functional Requirement
	Requirement Source Name and Date
	Requirement Source Reference Number
	Secondary Requirement Source and Date
	Secondary Source Reference Number

	The system must deliver the capability to restore archived data based on agency-defined criteria such as date, accounting period, or vendor/customer.
	OFFM-NO-0106, January 2006
	req. TLI-08
	DFAS 7900.4-G, January 2007
	req. 14.01.03

	The system shall deliver a document archiving capability. Include the ability to define, establish, and maintain archival criteria, such as date, accounting period, closed items, and vendors/customers inactive for a specific time period.
	OFFM-NO-0106, January 2006
	req. TLI-06
	DFAS 7900.4-G, January 2007
	req. 14.01.04

	The system shall assure archiving of closed or completed detail transactions must not affect related general ledger account balances.
	OFFM-NO-0106, January 2006
	req. TLI-06
	DFAS 7900.4-G, January 2007
	req. 14.01.04

	The system must support data archiving and record retention in accordance with rules published by the National Archives and Records Administration (NARA), GAO, and National Institute of Standards and Technology (NIST).
	OFFM-NO-0106, January 2006
	req. TLI-07
	DFAS 7900.4-G, January 2007
	req. 14.01.07

	An accounting system shall have records management and archival functions built into the design, development, and implementation of the information system.
	OMB Circular A-130, November 2000
	Sec. 8, a.1.k.
	DFAS 7900.4-G, January 2007
	req. 14.03.16

	To add value, the system should have the capability to deliver a reports management capability to enable online retrieval, viewing, re-printing, and permanent archiving of system-generated reports.
	OFFM-NO-0106, January 2006
	req. TLA-07
	
	


Appendix D: System Availability Functional Requirements

	Functional Requirement
	Requirement Source Name and Date
	Requirement Source Reference Number
	Secondary Requirement Source and Date
	Secondary Source Reference Number

	The system must deliver a process scheduling capability. Allow the agency to define, initiate, monitor and stop system processes (e.g., online availability, batch jobs, and system maintenance).
	OFFM-NO-0106, January 2006
	req. TLI-01
	DFAS 7900.4-G, January 2007
	req. 14.02.03

	The system must maintain an appropriate level of confidentiality, integrity, authentication, non-repudiation, and availability that reflect a balance among the importance and sensitivity of the information and information assets; documented threats and vulnerabilities; the trustworthiness of users and interconnecting systems; the impact of impairment or destruction to the DoD information system; and cost effectiveness. For IA purposes all DoD information systems shall be organized and managed in the four categories defined in enclosure 2 of DoDD 8500.1: automated information system (AIS) applications, enclaves (which include networks), outsourced IT-based processes, and platform IT interconnections.
	DoDD 8500.01E, April 2007
	sec. 4.2
	DFAS 7900.4-G, January 2007
	req. 14.04.01

	The system shall have the capability to maintain and report application usage statistics. Productivity statistics should include concurrent users, job submissions, transactions throughput, and system availability.
	OFFM-NO-0106, January 2006
	req. TLI-10
	
	


Appendix E: Backup Data Functional Requirements
	Functional Requirement
	Requirement Source Name and Date
	Requirement Source Reference Number
	Secondary Requirement Source and Date
	Secondary Source Reference Number

	The system shall have the capability to maintain internal database consistency at all times. In the event of a system failure the system must have the capability to: Back out incompletely processed transactions; Restore the system to its last consistent state before the failure occurred; Re-apply all incomplete transactions previously submitted by the user; Validate internal database consistency to ensure duplicate postings are avoided; Report any data or transactions that failed to process completely.
	OFFM-NO-0106, January 2006
	req. TLI-02 
	
	

	The system shall have the capability to process all scheduled work (e.g., batch jobs) within an agency specified processing window. Scheduled work can include: Daily systems assurance reports; Daily backups; Daily interface processing; Core GL posting; Table updates; Standard reporting.
	OFFM-NO-0106, January 2006
	req. TLL-02
	
	

	The system shall establish a Continuity Of Operations Plan (COOP) site as a fully functional operational backup site.
	Special Publication 800-53, Revision 2, December 2007
	req. CP-7
	DoDI 8500.2, February 2003
	req. COAS-1, req. COAS-2


Appendix F: Practical Examples of Archival, Retention, and Disposal in the 
INFOPAC and CA-View Reports
Example 1: 
· Retention periods that were assigned to the reports in INFOPAC have been carried forward to CA-View.  
	INFOPAC Retention Periods

	FREQUENCY
	RETENTION

	Daily, and Overnight History
	3 Months

	Weekly, Biweekly, and Semiweekly
	12 Months

	Semiannual, Quarterly, Monthly, and As Required
	2 Years

	One Pay (DIE) Duplicate Invoices
	7 Years

	Year End, Annuals, and various HQ Reports
	10 Years


· As all Standard Accounting and Reporting System (STARS) and One Pay reports, both current and historical, become available in the CA-View databases (View EC/WC/ER), the reports in the INFOPAC regions will be incrementally removed. 
· All INFOPAC regions will be completely shutdown September 30, 2003.  Please see the attached table to determine continued availability of INFOPAC reports for the remainder of FY 2003.
	Enact 90 Day Maximum Retention for INFOPAC Reports
	Remove Access from CL-Supersession/ 
Note: MOBIUS DOCDIRECT Access Available

	Norfolk Ashore/Norfolk Fleet – June 15, 2003
	Norfolk Ashore/Norfolk Fleet – June 30, 2003

	San Diego Ashore/San Diego Fleet – July 1, 2003
	San Diego Ashore/San Diego Fleet – July 15, 2003

	Charleston – August 1, 2003
	Charleston – August 15, 2003

	Washington (HQ) – August 1, 2003
	Washington (HQ) – August 15, 2003 

	Oakland (OP)- August 1, 2003
	Oakland (OP) – August 15, 2003

	Pensacola – August 1, 2003
	Pensacola – August 15, 2003

	Pacific – August 1, 2003
	Pacific – August 15, 2003

	Japan – August 1, 2003
	Japan – August 15, 2003

	Keflavik – August 1, 2003
	Keflavik – August 15, 2003

	European Sites – August 1, 2003
	European Sites – August 15, 2003


Example 2:
· Back in early BRAC, all report retentions in CA-View were changed to 10 years to avoid any miscues while work transitioned.

· The report retentions were changed STARS-FL and STARS-HQ, but not STARS One Pay.

· Accounting Operations has different retention requirements depending on the information contained in the report.
· DFAS-CL Systems Operations should lead the effort to review retention requirements

	Retention Format

	Report ID Mask
	Disk Days
	Total Days (Years)

	./LXYE09A-*
	DRETPD=45
	RETPD=3665 (10)

	./LXYE09B-*
	DRETPD=45
	RETPD=3665 (10)

	./LXYE10A-*
	DRETPD=45
	RETPD=3665 (10)


Disk Retention Period (DRETPD) – the number of days a report stays on real disk
Retention Period (RETPD) – the number of days a reports stay on tape.  The reports are still readable.
