System Requirements for Accessing
mylnvoice

June 2011

The Defense Finance and Accounting Service (DFAS) mylnvoice website
application, a Department of Defense (DoD) system, contains sensitive customer
information and DoD mandates certain system security controls be in place to
provide protection of the data contained therein. The Internet security settings
Transport Layer Security (TLS) 1.0/Secure Socket Layer (SSL) 3.0, TLS 1.0/
SSL 3.0, are required to be implemented on mylnvoice and are rescheduled to be
turned on June 29, 2011.

Please note that the TLS 1.0/SSL 3.0 settings may not be compatible with all
customer systems based on their own company requirements, and implementation
of these settings may interfere with the running of other programs already installed.
Customers are advised to check with their company's Information Technology (IT)
representative before changing any settings.

A validation test website has been created with the required security settings
implemented and will be available June 9, 2011. Accessing the link
https://validatetls.csd.disa.mil/ provides the myInvoice TLS1.0/SSL3.0 Test Page
in the form of the below Validate TLS setting screen.

mylnveice

« Validate TLS setting

STANDARD MANDATORY
DOD NOTICE AND CONSENT BANNER

Wou are scoessing a U.5. Government {USG) Information System {15 that is provided for USG-authorized use only.
By using this IS {which includes any device attached to this I5), you consent to the following conditions:

- The USG routinely intercepts and monitors communications on this 1S for purposes including, but not limited to, penetration
testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and
intelligence (Cl} i

- At any time, the USG may inspect and seize data stored on this IS,

- Communications using, or data stored on, this 1S are not private, are subject to routine monitoring, intercepticn, and search,
:and may be disclosed or used for any USG authorized purpose.

- This IS includes security measures (2.g., authentication and acoess controls) to protect USG interests—not for your personal
benefit or privacy.

- Notwithstanding the above, using this |15 does not constitute consent to PM, LE or Cl investigative searching or menitoring of
the content of privileged communications, or work product, related to personal representation or services by attormneys,
psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential.
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Click on the Validate TLS setting link to see if your security settings comply.
Receipt of the below screen indicates your computer settings already include the
TLS 1.0/SSL 3.0 security settings. Congratulations! The OK button conveniently
provides a link to the actual mylnvoice website at https://myinvoice.csd.disa.mil/.

Congratulations!!!
You have successfully connected to a TLS and Java
compliant simulation of myInvoice!

Oracle Application Server Forms Services

Oracle Application Server 102

Fotts Setvices version 101230

0K

If the above screen is not received as the result of clicking on the Validate TLS
setting link, the following instructions will assist with the review of the computer
settings. The settings include implementation of the TLS 1.0/SSL 3.0 settings.

The following instructions were developed for use with the following:

System: Windows XP
Internet Browser: Internet Explorer (IE) 7 with at least Java j2se 1.6.0_24 or
newer
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Instructions

1. Click on the Start button on the computer, then go to the Control Panel short cut
and click on it for the Control Panel window to open. (Note: The Start button
may or may not look like the one in the screen shot below.)

2. Double click on the Internet Options short cut (circled in screen shot below) to
access the Internet Properties window.
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docuPrinker  Comnections  Control Panel  Deskiop M.,

L3 @ %5 0B

Phoneand  PirTools  Portable Media Power Options Printersand - Regionaland  RightFax
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3. The Internet Properties window should display with seven (7) tabs (General,
Security, Privacy, Content, Connections, Programs, and Advanced) (screen shot
below). -

Internet Properties [Ej(g]

General | Security || Privacy | Content | Connections || Programs || Advanced |

Home page
To create home page tabs, type each address on its own line.
72 https:ffeportal.dfas.milf

Use current [ Use default ] [ Use blank ]

Browsing history

g— = Delete temporary files, history, cookies, saved passwords,
§ and web Form information.

[ Delete... ] [ Settings ]
Search
p Change search defaults.
Tabs
|71 | Change how webpages are displayed in Settings
| tabs.
Appearance

[ Colors J[ Languages ][ Fonts ][ Accessibility J

@ Some settings are managed by your system administrator.

[ OK ] [ Cancel ] Apply

4. Click on the Security tab (screen shot below).

Internet Properties

| General | Security | privacy | Content | Connections || Programs | Advanced |

Select a zone to view or change security settings.

@ |« v O

Internet Local intranet  Trusted sites Restricted
sites

 S—
‘J This zone contains websites that you
trust not to damage your computer or

vour files.
You have websites in this zone.

Security level For this zone
Allowed levels for this zone: all

- Medium

- Prompts before downloading potentially unsafe
content

L.‘_l* - Unsigned ActiveX controls will not be downloaded

I
|

Ve

Custom level... Default |

[ Reset all zones to default level ]

@ Some settings are managed by your system administrator.

[ OK ] [ Cancel ] apply
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5. Click on the Trusted Sites icon, and then click on the Sites button which will
open another window called Trusted sites (screen shot below).

Internet Properties IEJ L}_{l

General | Security | Privacy || Content | Connections | Programs | advanced |

Select a zone to view or change security settings.

@ |V v O

Internet Local intranet  Trusted sites Restricted
sites

Trusted sites

You can add and remove websites from this zone. all websites in
this zone will use the zone's security settings.

Add this website to the zone:

[ ] Add

wWebsites:

Remove

Require server verification {(https:) for all sites in this zone

Close

6. If the mylnvoice home page Uniform Resource Locator (URL) address
https://myinvoice.csd.disa.mil is not already listed in the “Websites:” box, then
type it in the ‘Add this website to the zone:” text box and click the Add button.
The URL should then be displayed in the ‘Websites:” box. Click the Close
button (screen shot below).

Internet Properties lfl@

| General | Security | privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ |« v O

Internet Local intranet  Trusted sites ~ Restricted
sites
Trusted sites [X|

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
[ Add

‘Websites:
https:/{myinvoice.csd.disa.mil Remove

Require server verification (https:) For all sites in this zone

Close
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7. Click on the Privacy tab to bring it to the front (screen shot below). If the ‘Turn

on Pop-up Blocker’ box is not already checked, check it and click the Apply
button.

Internet Properties [z| g]

| General | Security | Privacy | Content | Connections | Programs | Advanced |

Settings
g: Select a setting for the Internet zone.

Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
- s be used to contact you without your explicit consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

[ Sites ] [ Import ] [ Advanced ] Default

Pop-up Blocker
Prevent most pop-up windows from
appearing.

Turn on Pop-up Blocker

[ ok J[ cencel || apply

8. Click on the Settings button to bring up the Pop-up Blocker Settings screen
(screen shot below).

Internet Properties

General | Security | Privacy | Content |[ Connectionsl Programs

Pop-up Blocker Settings

Exceptions
Pop-ups are currently blocked. You can allow pop-ups from specific
@] websites by adding the site to the list below.
Address of website to allow:
| Add
Allowed sites:
Femove
Remove all
Naotifications and filter level
Play a sound when a pop-up is blocked.
Show Information Bar when a pop-up is blocked.
Filter level:
l Medium: Block most automatic pop-ups v I
Pop-up Blocker FAQ
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If not already listed in the ‘Allowed sites:” box, type the mylnvoice home page
URL address myinvoice.csd.disa.mil and also *.csd.disa.mil into the ‘Address
of website to allow:’ text box, and click the Add button after typing each one.
Each address should then be displayed in the ‘Allowed sites:” box. Click the

Close button (screen shot below) to return to the Privacy tab screen.
lrnternetv Properties @@

| General | Security | Privacy | Content | Connections | Programs | Advanced | —

Pop-up Blocker Settings

Exceptions
Pop-ups are currently blocked. You can allow pop-ups from specific
@ websites by adding the site to the list below.
Address of website to allow:
[ | add

Allowed sites:

*.csd.disa.mil
myinvoice.csd.disa.mil

Remove all...

MNotifications and filter level
Play a sound when a pop-up is blocked.
Show Information Bar when a pop-up is blocked.

Filter level:

l Medium: Block most automatic pop-ups ~ l

Pop-up Blocker FAQ

below).

Internet Properties @

| General | Security | Privacy | Content | Connections | Programs | Advanced [

Settings

@ Accessibility |
[[] always expand ALT text for images =i
[[] Move system caret with Focus/selection changes i ‘
[[] Reset text size to medium for new windows and tabs
Reset text size to medium while zooming™*
Reset Zoom level to 100% for new windows and tabs
[=] Browsing
Automatically check for Internet Explorer updates
[] Close unused Folders in History and Favorites*
Disable script debugaging {Internet Explorer)
[] pisable script debuaging {Other)
[] pisplay a notification about every script error
Enable FTP folder view (outside of Internet Explorer)
v

[¥] Enable page transitions o
: | 5

<

*Takes effect after yvou restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Deletes all temporary Files, disables browser

add-ons, and resets all the changed settings.

¥ou should only use this if your browser is in an unusable state.

@ Some settings are managed by your system administrator.

[ OK ] [ Cancel ] apply
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11.0n the Advanced tab screen, use the scroll bar to scroll down to the very end
and ensure that the ‘Use TLS 1.0’ and ‘SSL 3.0’ boxes are checked (screen shot
below). If both are not already checked, check as appropriate, click the Apply
button, and then click the OK button. If both settings were already checked,

just click the OK button.

Internet Properties |ZNXJ

| General | Security | Privacy | Content | Connections | Programs | Advanced [

Settings

E

_he on do C
Do not save encrypted pages to disk
Empty Temporary Internet Files folder when browser is clc
Enable Integrated Windows Authentication™

MRO0ORE

Y

Use SSL 2.0

Use SSL 3.0

Use TLS 1.0

warn aboutfLertificate address mismatch*®

Warn if chénging between secure and not secure mode =

POST submittal is redirected to a zone that doesn
v

| >

QI

i}

<

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]
Deletes all temporary files, disables browser

add-ons, and resets all the changed settings.

¥ou should only use this if your browser is in an unusable state.

Reset Internet Explorer settings

@ Some settings are managed by your system administrator.

( J [ J

OK Cancel Apply

12.Go back to the Control Panel screen and look for the Java icon (circled icon in
screen shot below). If there is no matching Java icon, go to Java at

http://www.java.com/en/ and download the current Java version.
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13.1f the Java icon is already displayed on the Control Panel, double click on it to

open the Java Control Panel (screen shot below).
Java Control Panel 3

Generarl Java | Security | Advanced|

—About

View version information about Java Control Panel.

 Network Settings

Network settings are used when making Internet connections. By default,
Java will use the network settings in your web browser. Only advanced
users should modify these settings.

[ Metwork Settings... |

— Temporary Internet Files

Files vou use in Java applications are stored in a special Folder For quick
execution later. Only advanced users should delete files or modify these
settings.

[ Settings... ][ Yiew... ]

[ OK ][ Cancel ] Apply

14.Click on the About button to see what Java version is on the computer and if it
at least meets the minimum requirements for mylnvoice. (NOTE: There is a
link to the Java homepage via http://www.java.com to retrieve a newer version

of Java if required (screen shot below).) If the requirement is already met, click
Close and go to the next step.

Java Control Panel

General | Java | Security | Advanced |

About Java

Java" 6
Standard Edition

Version & Update 24 (build 1.6.0_24-b07)

Copyright (2] 2011 Oracle andfor its affiliates,
All rights reserved, Use is subject to license terms,

For more information about 1awva technalogy and to explore great Java
applications, visit bhttp: S java.com

OoRACLE

Close

[ K, ][ Cancel ] Apply
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NOTE: Click on the Java web link (previous screen shot) to provide the JAVA
+ You screen. To see what Java version is on the computer and if a newer
version is available, click on the link named “Do I have Java?” (circled in the

screen shot below)

TODAY!

e £ i
Java + Alize Java + Livescribe Java + Neil Young Java + Blu-may Disc

Done e Internet L T5%

15.0n the General tab, click on the Network Settings button. Java will use the
browser settings by default. If the computer is using something different than
the browser settings, verification with your servicing Information Technology
staff is advised to ensure the setting is correct. Close this window by clicking
OK once the settlng has been verified.

[~ Network Proxy Settings

Use proxy settings from your default browser to connect to the Internet.

(%) Use browser settings

() Use proxy server

O Use automatic proxy configuration script

(O Direct connection

[ OK ][ Cancel ]

[ OK ] L Cancel J Apply
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16.Click on the Java tab and then the View button to display the screen Java
Runtime Environment Settings, with tabs User and System. Click on the User
and System tabs to ensure the version of Java just verified and/or installed is
being used by the system (screen shots below). Click OK on the User and
System tabs, but if any change was made to either or both, click Apply on the
Java tab.

NOTE: Each tab will show a check mark in the Enabled column. Verify that
the tabs represent the same view to ensure the system will use the Java version
on the computer.

Jdava Control Panel

| General | 1ava | Securiky " Advancedl

|’ Jawa Funktime Environment Sekkings

YWiew and manage Java Runkime wersions and setktings For Jawva applications

and applsts.
Wiew, .,

Java Runtime Environment Settings

Jawa Runtime versions

User | System |

PlatForm Product Location Path Runtime Parameters Enabled
1.6 1.6.0_24 http: ffiava.s... JZ:\Program Files\lawva... [+
1.5 1.5.0_11 htkp: fiiava.s... JC:\Program FilesiJawva... [+]
1.5 1.5.0_02 http: ffiava.s... JZ:\Program Files\Jawva... [w]
1.3 1.3.1_19 htkp: fijava.s... JC:\Program FilesiJawva... [+]

[ Find ] [ add ] Remowve

[ =14 ] [ Cancel ]

Jawva Control Panel
| General | Java | Security || F\dvanced|

Jdawa Runktime Environmenk Sekktings

Wiew and manage Jawva Runtime versions and settings For Jawva applications
and applets.

A Java Runtime Enwironment Settings

Jdawa Runtime Yersions
User | Swskem
PlatForm Produck Location Path Runtime Parameters Enabled
1.6 [1.6.0_24 [RtEp:ffiava.s... [C:\Program Files\Java. .. |
Find add Rermove
L DK ] [ Cancel ]
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17.Click on the Advanced tab to review and verify additional settings for the Java
environment (screen shot below).

B Java Control Panel

| General [} Java [ Securit';; { Advanced ‘

Settings

@ -Debugging

E---Java console

E}J-v-Default Java for browsers
1'.{] Java Plug-in

@--Shortcut Creation

- JMLP File/MIME Association
@---JRE Auto-Download
L_%J-v-Security

- Miscellaneous

[ ox ][ Cancel ] Apply

18.Click on the plus (+) in front of Security and the plus (+) in front of General to
expand and display the properties to ensure that TLS 1.0 and SSL 3.0 have
check marks in front of them (screen shot below). Click the Apply button if
you checked TLS 1.0 and/or SSL 3.0. Click the negative sign (-) in front of
Security (Note: the negative sign (-) replaced the plus sign (+) when Security
was expanded).

B Java Control Panel

irGeneraAlr | 3ava | gal;ltyi Advanced ‘

|5

Allow user to grant permissions to signed content

- [v] Allow user to grant permissions to content from an untrusted autl
-[¥] Use certificates and keys in browser keystore

-[V] Use personal certificate automatically if only one matches server
- [¥] Warn if site certificate does not match hostname

-[] Show site certificate from server even if it is valid

-[v] Show sandbox warning banner

-[¥] Allow user to accept JNLP security requests

«+[] Check publisher certificate for revocation

-[[] Enable online certificate validation

-[¥] Enable list of trusted publishers

-[¥] Enable blacklist revocation check

-[¥] Enable caching password for authentication

-[¥] Use 55L 2.0 compatible ClientHello farmat

- [7] Use 55L 3.0 —
~[¥]Use TLS 1.0 v

[; OK ][ Cancel ] Apply
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19.Click on the plus (+) in front of Miscellaneous to expand it and ensure both
‘Place Java icon in system tray’ and ‘Java Quick Starter’ (disregard if not an
option/grayed out) are checked. If they are not both already checked, click to
check as necessary, then click the Apply button. Click the negative sign (-) to
close the properties of Miscellaneous (screen shot below).

ntrol Panel o= 2 x]

Security | Advanced |

General |

Settings
#-Debugaing
E}--»Java console
#-Default Java For browsers
#--Java Plug-in
E}---Shortcut Creation
@---JNLP File/MIME Association
I_TJ JRE Auto-Download
@ Security
=-Miscellaneous
Place Java icon in system tray
“-[¥] Java Quick Starter

[ OK ][ Cancel ]

20.For trouble shooting purposes, expand Debugging and check ‘Enable logging’,
then click the Apply button and close Debugging. Expand Java console to
ensure the ‘Show console’ radio button is active and if not, click to activate,
click the Apply button, and click OK to close the Java Control Panel
window/screen (screen shot below).
Java Control Panel

| General | Java | Security | Advanced \

Settings
:3-~Debugging
. -] Enable tracing
:--[¥] Enable logging
: -[[] Show applet lifecycle exceptions
(=)-Java console
+-(®) Show console
() Hide console
() Do not start console
&#)-Default Java For browsers
&#--Java Plug-in
@---Shortcut Creation
EJ---JNLP File/MIME Association
EJ---JRE Auto-Download
@---Security
#-Miscellaneous

[ OK ][ Cancel ]
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21.Close all Internet Explorer browser windows if any are open. Open a new
session of Internet Explorer and go to the mylnvoice home page at
https://myinvoice.csd.disa.mil/ (screen shot below).

mylnvoice

‘Home |Instructions|News|F.A.Q.|Links|

« Log-In « Government Registration
s "How to'" Instructions e Vendor Registration
« Recent Changes (Aug 2008) e Foreign Vendor Registration

STANDARD MANDATORY
DO D MOTICE AND CONSENT BANHNER

You are accessing a U.S. Government (USG) Information System (15) that is provided for USG-authorized use only
By using this IS {which includes any device attached to this IS), you consent to the following conditions:

- The USG routinely intercepts and monitors communications on this IS for purposes induding, but not limited to, penetration
testing, COMSEC monitoring, network operations and defense, perscnnel miscondudt (PM), law enforcement (LE), and
counterintelligence [Cl) investigaticns.

- At any time, the USG may inspect and seize data stored on this IS.

- Communications using, or dats stored on. this IS are not private, are subject to routine monitoring. interception, and search,
‘and may be disclosed or used for any USG authorized purpose.

- This IS includes security mesasures {e.g., suthentication and acoess controls) to protect USG interests—not for your personal
benafit or privacy.

- Motwithstanding the above, using this IS does not constitute censent to PM, LE or Cl investigative searching or menitoring of
the content of privileged communications, or work product, related to parsonal representation or services by attornays,
psychotharapists, or clargy, snd their assistants. Such communicaticns and work product are private and confidential.

Vendors should be able to click on one of the vendor registration links to create a
user account if needed. For the purpose of this documentation, Vendor
Registration is used. NOTE: Registration instructions may be accessed via the
Instructions tab or the link “How to Instructions”.

22.After the Vendor Registration link has been clicked and Java begins to run, the
below pop-up Oracle Forms Engine ‘Warning — Security’ may be displayed for
first time users stating: ‘The application’s digital signature has an error. Do you
want to run the application?’ (screen shot below). If this pop-up window
appears, place a check mark in the box ‘Always trust content from this
publlsher ’ then click the Run button and Java WI||lfInISh running.
| x|

The application's digital signature has an error. Do you
want to run the application?

® ——u

Name: oracle.forms.engine.Main
Publisher: Oracle Corporation

From: https:/fmyinvoice.csd.disa.mil

Always trust content from this publisher.

[ Run ][ Cancel ]

) iital si : ;
;\'/ :::ircllgltd signature was generated with a trusted certificate but has Mo Tafermation,
. G
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23.The first portion of the Vendor Registration form provides terms of the
mylnvoice User Agreement (screen shot below). Please read the notice and
click the box to agree to the terms, and click the OK button to continue.

¢/~ Oracle Application Server Forms Services - Windows Internet Explorer provided by DFAS = (O X

G@' I@ https:{imyinvoice.csd.disa.milfForms/F vlet?config=myi "P—sun-vp_vel@ n |§H§| ILNeSearch |FF|

File Edit View Favorites Tools Help

% G | @ orack Application Server Forms Services

[ 1 - deh v |:bPage v (LF Tools + 2

Applet oracle.forms.engine.Main started J } } } } } } ./ Trusted sites J H100% v -

24.The Vendor Registration input form will be displayed for completion as
applicable (screen shot below).

/- Oracle Application Server Forms Services - Windows Internet Explorer provided by DFAS

G@ - IE] https:{jmyinvoice.csd.disa. milfforms/frms .v!m?config=myhvoice-sun-v;@ ﬂ J_‘__f_‘ ]Z} |L|ve Search | P~
File Edit View Favorites Tools Help
U0 &0 | 8 orade Appiction server Forms Sevices B8 - Qo ”

File Edit Field Help Window

7aVendor Registration

e

) (]

Applet oracle.forms.engine. Main started S Trusted sites R 100% v
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If after having worked with your company Information Technology (IT) personnel
and through the document "System Requirements for Accessing mylnvoice" to
review and implement setting changes, but after June 9, 2011 are still unable to
access the test website and successfully find out whether or not your computer is
expected to be able to access mylnvoice after the changes are implemented,
customers may send an email detailing the specifics of the issue and efforts,
including the following, to CCO-VALIDATETLS-MYINVOICE@DFAS.MIL.

- Version of Internet Explorer (6/7/8/9) or other Internet browser

- Version of Windows Operating System (OS) (XP/Vista/7) or other OS

- Source IP address: go to What's my IP http://www.whatsmyip.org/ for this
information

- Complete point of contact (POC) information

For questions specifically related to invoice payment issues, please contact DFAS
Customer Service for your payment office as identified at:
http://www.dfas.mil/dfas/contractorsvendors/phonenumbers.html.

For other mylnvoice account or website issues, please contact the DFAS Systems
Support Helpdesk at: CCO-SYSTEMS-SUPPORT-HELPDESK@DFAS.MIL or
1-877-692-5260 (614-693-4899, DSN 869-4899).

Thank you for your time and interest.

- End of Document -
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